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Introducao



Este tutorial nasceu da necessidade de documentar o processo de implementagao do FreeRADIUS no ISCTE-IUL, dado a complexidade do processo, a
auséncia de documentagao de qualidade que suportasse o know-how, as dificuldades sentidas na implementagéo, as decisdes técnicas no decorrer do
processo e o servidor FreeRadius ser uma plataforma em movimento. Em adicéo pretende documentar a experiéncia acumulada do projecto.

As directrizes para seleccionar uma solugéo opensource, mais que o custo, foram:

0 know-how obtido no processo;

as ferramentas disponiveis;

a capacidade de customizagdo mais alargada;

a capacidade de fazer debug transversalmente a todos os niveis possiveis da solugéo - inclusive tendo um acesso mais alargado a logs;
a possibilidade de desenvolver ferramentas in-house associadas para investigacéo/resolucdo de problemas;

ter recuperacdo automatica de servigos;

ser uma solugdo menos exigente em recursos;

e ultimamente ter uma solucéo maleavel e mais estavel que a anterior.

A ideia base é além do projecto ser (til, minimizar o tempo de pesquisa sobre o FreeRadius, quer internamente, quer para outras instituicées.
Para j&, note-se que o projecto é bastante interessante, quer na interacgdo com o Linux, quer na interacgdo com os servigos de AD. Relembre-se também

que as disciplinas de engenharia de redes, sistemas, desenvolvimento e seguranca estéo todas interligadas, e acaba-se por se tocar um pouco de cada
esta destas vertentes nestes projectos.

Consequentemente com esta ideia em mente, partilha-se este documento para uso interno da equipa do ISCTE, e da federacéo PT de EDUROAM.
Rui Ribeiro - 2013-2015

Por_este documento ter nascido com inspira¢gdo num projecto interno, e o foco ser mais clarificar o FreeRADIUS que propriamente focar-se na sua
o‘:ﬂ abilidade a distribuigdo Linux, ndo foram realizados esforgos para documentar particularidades de outras distribuicdes que nédo a Debian. No

entanto, cremos que este documento sera (til para compreender e implementar EDUROAM em FreeRADIUS ligado a uma AD Windows em qualquer
outra distribui¢éo.

Resumo executivo

O documento actual pretende documentar a autenticagdo de utilizadores da EDUROAM. A implementacéo foi realizada no sistema operativo Linux
/Debian configurando o FreeRADIUS como servidor de autenticagdo 802.1X (EAP-TTLS-MSCHAPvV2 por defeito, e PEAP-MSCHAPV2). A autenticacéo é
em Active Directory, e também se contempla a inser¢do na (con)federacdo EDUROAM de acordo com a implementagéo efectuada no ISCTE-IUL de 2013
a 2015. Este servigo anteriormente era assegurado por um Internet Authentication Service em Windows 2003 com o protocolo PEAP-MSCHAPV2.

Formatagcao do documento

Foram usadas determinadas convengdes ao escrever o documento. E de salientar, para uma melhor compreens&o:

® Os blocos de cédigo, sempre que possivel estdo em devidamente assinalados;
® Os nomes dos ficheiros de configuragdes foram também colocados no indice para um fécil localizagéo;
® Nos ficheiros de configuragéo, o que estiver a negrita foi o que foi mudado em relacéo a configuragéo por defeito.

A EDUROAM

A EDUROAM é um projecto da TERENA para implementar um servigo de roaming mundial ao nivel da educagéo ( education roaming service). Os seus
objectivos séo fornecer acesso a servicos de rede em qualquer ponto da confederag¢éo de uma forma segura, consistente e uniforme.

O projecto arrancou em 2002, e foi oficialmente inaugurado em 2008. Desde ent&o, alargou-se a sua adop¢éo, e neste momento, esta presente em todos
os continentes, em mais de 60 paises. A data da escrita deste documento, existem mais de 6000 pélos com EDUROAM, sendo cerca de 160 em
Portugal. Tal pode constatar-se pelo seguinte mapa online: http://monitor.eduroam.org/eduroam_map.php?type=all Em Portugal, hotspots de Internet ja

tinham sido criados pelo projecto e-U, e este foi integrado no projecto EDUROAM por volta de 2007, mudando os SSIDs dos hotspots de e-U para
eduroam. No caso do ISCTE, o servigo arrancou em 2009.

TERENA: Trans-European Research and Education Networking Association http://www.terena.org

Objectivos da EDUROAM

Os requerimentos definidos para este servi¢o sdo portanto:


http://monitor.eduroam.org/eduroam_map.php?type=all
http://www.terena.org

Autenticar utilizadores na periferia da rede

Permitir o acesso de "convidados"

Gestdo em larga escala, ja que a administragdo e autenticagdo dos utilizadores é local e subordinada a instituicéo
Facilidade de instalagdo e uso

SSID eduroam

Em resumo, usar o seu computador/telemével em qualquer ponto da confederacéo e ter acesso imediato.

Tecnologia usada

O servico da EDUROAM engloba o uso de varias tecnologias para atingir os seus objectivos.

A seguranca é baseada no emprego da tecnologia 802.1X, que assegura a integragdo com a atribuicdo de VLANSs e a protec¢do das credenciais.
A autenticacdo é baseada em EAP, o que permite implementar diferentes mecanismos de autenticagdo.

O roaming é assegurado pelo protocolo RADIUS, que é o mecanismo de transporte para a informagéo de autenticagao.

A teia de confianga é baseada, tecnicamente numa hierarquia RADIUS, e politicamente, em documentos/contractos que definem a responsabilidade de
todos os intervenientes no processo.

Protocolos usados

Ao nivel de protocolos, na EDUROAM e na presente configura¢do sdo contemplados os seguintes:
Para AAA (Accounting, Authentication, Authorize), o RADIUS (Remote Access Dial In User Service),

Como método de transporte, baseado em EAP (Extensible Authentication Protocol), o PEAP (Protected Authentication Protocol) e o EAP-TTLS
(Tunneled Transport Layer Security);

Na autenticagdo, 0 MSCHAPV2 (inner authentication protocol); ou seja, usamos o EAP-TTLS-MSCHAPV2 por defeito, suportando também o PEAP-
MSCHAPvV2.

Para autenticar o servidor, e como base para codificacdo, o X.509 para certificados digitais.

Do lado das redes wireless usa-se 0 802.1Q para atribuicdo de VLANs que atribuem ao utilizador a rede eduroam de Funcionarios, Alunos ou de
Estudantes em roaming.

Ao nivel do Wifi, o recomendado pela confederacdo EDUROAM é apenas implementar o servico em WPA2 Enterprise, e AES, dado a vulnerabilidades no
protocolo TKIP.

A vantagem de usar EAP-TTLS ao invés de EAP-TLS é que no EAP-TTLS n&o é obrigatério ter certificado do lado do cliente. No entanto que se pode

[« urar perfeitamente EAP-TTLS para ter também certificado do lado do cliente.

a obrigatoriedade de usar MSCHAPV2 deve-se a nos clientes Windows a implementagao de EAP suportar este protocolo de autenticagdo mais seguro por
de @i- O MSCHAP também nao transmite passwords mas sim hashes de passwords. O PAP s6 é incorporado nativamente a partir de MS Windows 8,
0OS/X 10.7, i0S 4, Android v2, Ubuntu 10.10 e n&o é suportado por Windows Phone e BlackBerry.

as VLANs apenas tém efeito localmente, e ao autenticar um utilizador iscte.pt em roaming noutra instituicdo os atributos que definem as VLANs nédo sdo
inj@dos na transacgao, ou no caso de outras instituicdo os atributos séo filtrados, sendo normalmente usada uma VLAN/rede publica da instituicdo em
que o utilizador autenticado se encontra em roaming.

embora ao nivel da confederagdo EDUROAM, seja recomendado usar PEAP ou EAP-TTLS, os protocolos de autentica¢do séo largamente escolha da
in@igéc. Existem vérias instituicdes que usam PAP devido a ser mais simples de suportar com uma infra-estrutura de autenticagdo (Open)LDAP. Em
Windows, TTLS+PAP suporta autenticagdo por kerberos ao invés de MSCHAP. Para a matriz da lista de protocolos suportados, visitar: http://deployingradi
us.com/documents/protocols/compatibility.html

A autenticacdo EDUROAM também pode ser implementada em rede cablada. A AUP menciona que acessos a EDUROAM apenas devem ser

i entados em redes 802.1X

EAP

O Extensible Authentication protocol é o suporte de autenticagdo. O standard WPA2 adoptou o protocolo IEEE 802.1X com EAP como mecanismo oficial
de autenticagdo. O 802.1X define o EAP em rede, conhecido como o protocolo EAPOL, que suporta redes sem fio e com cabo.

O tunel EAP tem o conceito de tdnel exterior e interior, em que o tunel exterior é para estabelecer a conexdo e reencaminhar para um proxy se
necessario, e o interior para processar pedidos de autenticagdo locais. Os protocolos de autenticagéo apenas sao processados no tunel interior.

Os métodos baseados em TLS involvem criar um tunel entre o cliente/PC e o servidor RADIUS. O processamento do tunel é realizado pelo tunel externo
/servidor virtual "default".

Assim que o tanel TLS é estabelecido, a autenticagdo é enviada dentro do tdnel. O servidor trata estes dados como se fossem outro pedido de
autenticacdo, mas processa estes pelo tlnel interno/servidor virtual inner-tunnel. Isto permite que as politicas do inner-tunnel sejam diferentes das do
default. Alias, as politicas tem de ser diferentes, porque estédo dentro do tanel.

Notavelmente, o tdnel externo apenas encaminha trafego quando em roaming, ou desfaz o tinel TLS para o tdnel interno processar os protocolos de
autenticag¢&o, no nosso caso, 0 MSCHAP.


http://deployingradius.com/documents/protocols/compatibility.html
http://deployingradius.com/documents/protocols/compatibility.html

De notar que a negociagdo de ambos os tlneis, ndo é apenas uma transacc¢éo por tinel, mas varias. No nosso caso, sdo cerca de 6 transaccdes por
tuneis. Cada transacgéo tem fung8es especificas na negociagéo, e as directivas de unlang foram razoavelmente ordenadas, também com o auxilio do
modo debug, para minimizar a execucao de certas tarefas no tempo (i.e. ndo as executar multiplas vezes).

Embora ao nivel da confederagdo EDUROAM, seja recomendado usar PEAP ou EAP-TTLS, os protocolos de autenticagdo (internos) sdo largamente
escolha da instituicdo. Existem varias instituicdes que usam PAP devido a ser mais simples de suportar com uma infra-estrutura de autenticagdo (Open)
LDAP.

A obrigatoriedade de usar MSCHAPV2 deve-se a nos clientes Windows a implementagdo de EAP apenas suportar este protocolo de autenticagdo, sem
software extra. O MSCHAP também né&o transmite passwords mas sim hashes de passwords.

Depois de autenticado, a porta virtual autenticada pelo utilizador é colocada na VLAN fornecida pelo RADIUS, e fica com capacidades de comunicar.

Hierarquia
A rede EDUROAM tem uma hierarquia definida, a saber:

TLRSs - Top-level RADIUS Servers

FLRSs - Federation-level RADIUS Server

servidores IdPs and SP RADIUS - servidores locais RADIUS Identity Providers e Service Providers
elementos de rede activos (APs e switches)

supplicant (software do sistema operativo cliente)

Termos de utilizacéo
A participacdo na federacdo EDUROAM obriga a varios requerimentos, entre os quais se ressaltam:

0 uso exclusivo para fins académicos;

o servigo ser disponibilizado gratuitamente;

cumprir parametros minimos de seguranca e qualidade de servigo prestada;
autenticacdo federada;

gerar e guardar logs de autenticacéo;

partilhar estatisticas com a federagao;

reforgar o branding da marca "eduroam".

Ao utilizadores em roaming é necessario fornecer:
® enderecos IP publicos;

® servicos minimos de TCP/IP bem definidos como baseline, no minimo;
® suportar protocolos de autenticacédo diversos para roaming com o setup original da casa mée.

Um dos fundamentos da necessidade de IP publico para utilizadores de outras instituigdes é o suporte de software de VPNs remotamente, dado o NAT
crién»roblema no uso de alguns protocolos.

De salientar que o helpdesk de utilizadores em roaming é primariamente realizado pela casa mae. No entanto, que existem excepgdes, como por
exemplo, utilizadores Eramus a que normalmente séo atribuidas contas locais, sendo a sua nova “"casa mée" a instituicdo que lhes forneceu a conta. (i.e.
ndo basta verificar a origem do estudante, mas também o dominio que este esta a usar)

As contas fornecidas a fornecedores ou a contas temporarias de eventos deverdo ser criadas num dominio a parte, que embora possam ser usadas
localmente no ssid eduroam, ndo deverao ter a capacidade de fazer roaming na confederacdo EDUROAM.

Documentos da confederacdo EDUROAM: https://www.eduroam.org/downloads/docs/eduroam_Compliance_Statement_v1_0.pdf e da federacao
Portuguesa: http://www.fccn.pt/fotos/editor2/Eduroam/aup-termosecondicoesdeutilizacao.pdf

Politica de retencédo de dados
Embora a AUP da confederacdo eduroam mencione uma retengdo dos dados de login dos utilizadores durante meio ano (hora, login, MAC de

equipamento pelo menos), os fornecedores de servico em Portugal séo obrigados a manter registos durante dois anos, pelo que se aconselha a manter
histoéricos durante dois anos. Os ficheiros de logs detail tem de ser armazenados durante 6 meses.

AUP de utilizadores

Os utilizadores em EDUROAM, também tém obrigacdes, como ndo usar a rede eduroam para fins comerciais e actividades duvidosas e/ou ilegais,
incluindo a partilha de contetidos protegidos por direitos de autor em redes p2p e hacking.

http://www.fcen.pt/pt/rede-academica/a-rede-ciencia-tecnologia-e-sociedade-rcts/carta-ao-utilizador-aup/

Os utilizadores podem ser banidos na instituigdo de origem ou mesmo na instituigdo visitante, ao nivel do servico EDUROAM, e a configuragdo do servigo
deve suportar esta funcionalidade.


https://www.eduroam.org/downloads/docs/eduroam_Compliance_Statement_v1_0.pdf
http://www.fccn.pt/fotos/editor2/Eduroam/aup-termosecondicoesdeutilizacao.pdf
http://www.fccn.pt/pt/rede-academica/a-rede-ciencia-tecnologia-e-sociedade-rcts/carta-ao-utilizador-aup/

Servigos suportados

O servico EDUROAM esta também mencionado como tendo de suportar um conjunto minimo de servigos, e nédo todas as portas TCP/IP. Ver para
exemplo: https://www.cites.illinois.edu/wireless/eduroam/ports.html

RADIUS

O RADIUS é um protocolo que centraliza a gestdo de servigos de autenticagdo, autorizacéo e contabilizagdo/accounting (AAA), para os utilizadores que
usem um servigo de rede. Foi originalmente criado pela Livingston em 1991, para um cliente/ISP de dial up de grande dimensao, MichNet.

O servigo € usado por uma multitude de equipamentos, sendo um standard IETF que ¢ fortemente implementado ao nivel de fornecedores de servigos. E
um protocolo cliente/servidor, que funciona em UDP. O 1812/UDP é usado para autenticacdo e o 1813/UDP é usado para contabilizagdo.

O uso do RADIUS em 1645/UDP e 1646/UDP é obsoleto e 0 seu uso é desencorajado.

Realm

O Realm é, basicamente, o dominio do utilizador. O Realm local é tratado localmente pelo FreeRADIUS, saindo o seu processamento do outer tunnel
para o inner tunnel. No caso do utilizador ter um dominio diferente da instituigao, isto &, ser de outro dominio e de um realm diferente, o pedido sera
reencaminhado pelo(s) proxies nacionais. Também se pode definir o tratamento do realm NULL, para utilizadores sem dominio, mas tal pratica é
desencorajada j& que utilizadores com estas configura¢Ges perdem a capacidade de se autenticar em roaming. Existe também um realm local de
visitantes, que apenas é conhecido internamente a instituico mae, e ndo é capaz de fazer roaming.

Um_realm fixo tem sempre precedéncia a um realm com regexp, excepto se estivermos a falar de um script unlang

Proxy

Os proxies sdo pontos de contacto para reencaminhar pedidos com dominios/realms diferentes do nosso. Na configuragdo standard na RCTS, todas as
instituicdes tém configurados os proxies nacionais. Podem também ser feitos acordos directamente entre instituigées.

Roaming

Roaming é o processo pelo qual um utilizador é autenticado remotamente em RADIUS, e neste caso dentro da confederagdo EDUROAM. E realizado um

tunel EAP para a instituigdo mée, cujo mapeamento é realizado pelo realm/dominio do utilizador, e todo o processo de autenticagéo é realizado com base
no utilizador presente no inner-tunnel. A informagéo de accounting também é enviada para roaming.

Tipo de mensagens RADIUS

Existem varios tipos de pacotes que podem ser recebidos num servidor RADIUS. Tipicamente as transacgfes de autorizagéo sao recebidas na porta 1812
/UDP e as de Accounting na porta 1813/UDP.

Tipo Funcéo

mensagem
Access- Enviada por um cliente RADIUS para solicitar autenticagdo e autorizagao
Request
Access- Enviada pelo servidor RADIUS como resposta a um Access-Request. Informa o cliente RADIUS que a conexdo foi autenticada e
Accept autorizada.
Access- Enviada em resposta a uma mensagem Access-Request. Esta mensagem informa o cliente que a conexao foi rejeitada. Um servidor
Reject RADIUS envia esta mensagem se o login ou password néo estiverem correctas, se existirem problemas de configuracéo de cliente, ou

se o cliente ndo estiver autorizado a usar o servico.

Access- Enviada pelo servidor RADIUS como resposta a um Access-Request. Esta mensagem é um desafio para o cliente RADIUS que exige
Challenge uma resposta.

Accounting- Enviada por um cliente RADIUS para enviar informagdes de contabilizagdo da transmisséo para uma conexao que foi autorizada.
Request

Accounting- Enviada pelo servidor como resposta a uma mensagem Accounting-Request. Confirma a recepcao e o processamento do Accounting-

Response Request.


https://www.cites.illinois.edu/wireless/eduroam/ports.html

se ndo se recebeu um access-accept com o par cipher keying ndo se pode fazer join ao SSID que tem o wpa2/aes cipher on it. Da mesma forma, se é
u étodo de challenge response néo se pode simplesmente aceitar. Outra davida frequente, é que depois de um Access-Reject, o papel do RADIUS
estar terminado. Se houver colocagcdo numa VLAN guest, isso serd uma funcionalidade suportada e configurada no hardware.

Atributos

Os Atributos RADIUS séo repositérios que guardam a informacéo trocada entre os clientes e os servidores RADIUS.Uma mensagem RADIUS pode ter
varios atributos. O nome do atributo é transmitido no pacote como um numero, e a correspondéncia com nome é feita por ficheiros chamados dicionarios.
Existem atributos "oficiais", extens6es préprias de fabricantes, e extensdes definidas pelo utilizador. No caso do Debian, o ficheiro principal é /etc
[freeradius/dictionary, que contém no final os atributos privados/definidos pelo utilizador. O ficheiro /ust/share/freeradius/dictionary faz include de todos os
outros "dicionérios".

Para visualizar listas de atributos, consultar no site oficial do FreeRADIUS: http:/freeradius.org/rfc/attributes.html

Tipicamente os atributos séo necessarios quer para fazer modificagdes ao cddigo unlang, quer para fazer debugging da informacéo de accounting.
Nomeadamente, usamos (pelo menos) os atributos do quadro seguinte nesta implementagdo. O equipamento em uso pode implementar mais atributos
além dos listados.

Nome Funcéo Exemplo
Atributo

Access- Nome de AP real / atrés de controladora "AP-1W3"
Point-Name

Access- Porta virtual de acesso. 19
Point-Id

Acct- RADIUS
Authentic

Acct-Delay- 0
Time

Acct-Input-
Gigawords

Acct-
Output-
Gigawords

Acct-Input- | Numero de bytes recebidos pelo utilizador. 65536
Octets

Acct- NuUmero de bytes transmitidos pelo utilizador. 128342
Output-
Octets

Acct-Input- | NUmero de tramas recebidas pelo utilizador. 400
Packets

Acct- NUmero de tramas transmitidas pelo utilizador. 200
Output-
Packets

Acct- Tempo de transmisséo/online do utilizador (segundos) 123
Session-
Time

Acct- Tipo de mensagem de Accounting, veja a descrigdo no capitulo correspondente. = Start
Status-

Type

Acct- Identificador de sesséo. "526A7B1A-0000B9AF"
Session-Id

Acct- Identificador Gnico de sessao. "c7d7e685498a12c3"
Unique-
Session-Id

Called- MAC do AP Virtual/Controladora "00:50:56:80:36:73"
Station-I1d

Calling- MAC do cliente "50:46:5D:15:E7:6B"
Station-Id


http://freeradius.org/rfc/attributes.html

Chargeable
-User-
Identity

Connect-
Info

EAP-EMSK

EAP-MSK

EAP-
Message

Framed-
Compression

Framed-
MTU

FreeRADIU
S-Acct-

Session-
Start-Time

Message-
Authenticat
or

MS-MPPE-
Recv-Key

MS-MPPE-
Send-Key

NAS-
Identifier

NAS-IP-
Address

NAS-Port

NAS-Port-
Type

Operator-
Name

Packet-
Type

Proxy-State
Realm

Reply-
Message

Service-
Type
Stripped-
User-Name

Timestamp

Tunnel-
Type:0

Tunnel-
Medium-
Type:0

Identificagdo Unica do utilizador. Usado por no outer tunnel ser possivel colocar

um utilizador privado. De momento, ndo usado na RCTS.

Tipo de conexdo. Alguns fabricantes ndo preenchem devidamente este campo

nomeadamente a Meru. Em Cisco d& para ter uma ideia da qualidade de
ligagdo dos clientes.

Ext ended Master Session Key

Master Session Key

Normalmente None em EDUROAM.

Tamanho méaximo de Trama permitido.

Tempo de comeco de sessao corrente.

Medida anti-spoofing de pacotes.

Negociagao de hash de password no protocolo mschap. Derivada de
parametros da sessao TLS

Negociacao de hash de password no protocolo mschap. Derivada de
parametros da sessao TLS

Mac da Controladora ou AP.

Endereco IP da Controladora ou AP.

Porta virtual de conex&o. Infelizmente alguns fabricantes tém bugs, em que
dé@o sempre 0 mesmo nimero a esta porta, nomeadamente a Cisco.

Tipo de conexao virtual.

Atributo definido pelo utilizador. E usado para acrescentar o operador em
tramas enviadas em proxy, para facilitar o debbuging de transac¢des que

envolvam varias instituigoes.

Tipo de pacote RADIUS.

Estado do ponto de negociagdo de mensagens em roaming.

Dominio de utilizador criado em unlang para processamento de informagao.

Resposta enviada por directivas para apresenta¢do de mensagens ao

utilizador. Infelizmente ignorada por muitas implementacgées.

Criado por directivas unlang para facilitar processamento.

Tempo UNIX do evento.

Tipo de conex&o virtual, normalmente VLAN.

Protocolo de conecgéo a ser usado.

"CONNECT 54Mbps/48Mbps 802.11g"

0x05dd51368e0c1bc719c¢5b458cd5be508210bc4baba
bc972fd8aee257c0c654475bb3f6baad44ae676b535fd
914234fbe3ce9b48492308373bb8d877e68a05d92

0x6cbfc95d2366dacleb185115dadc55472647d5ae4cc
f57fa49efb24a5bcad31777454ba737bdb96fe931bff7cc
e77e433e5c20e47e9edb5a968bcb68fdf6eaef
0x02010014016131363232304069736374652e7074
None

1250

"Oct 29 2013 00:00:10 WET"

0xd5b4448372412026449920a88b2f5¢12

0x6cbfc95d2366dacleb185115dadc55472647d5aedcc
f57fa49efb24a5bcad317

0x77454ba737bdb96fe931bff7cce77e433e5c20e47e9e
db5a968bcb68fdf6eaef

"00-50-56-80-36-73"

10.61.10.11

2051

Wireless-802.11

"liscte.pt"

Access-Request

0x3337
"iscte.pt"

"Eduroam Alunos"

Framed-User

rui

1383004810

VLAN

IEEE-802



Tunnel- Sinaliza ao AP a VLAN pretendida para a conexao virtual. "200"
Private-
Group-1d:0

User-Name = Nome de utilizador enviado pelo AP. Atengéo que o operador de unlang suffix "rui@iscte.pt"
trunca o dominio, sendo esta uma das razées porque evitamos o uso do suffix.
No outer-tunnel, pode n&o corresponder ao endereco real do utilizador.

Como mencionado mais a frente, o unlang é a linguagem de scripting interna ao FreeRadius.

Mensagens de Accounting

O accounting no RADIUS é enviado na porta 1813/UDP para o servidor RADIUS. Envia varias informagdes, entre as quais mensagens de Start e Stop
Accounting. A informac&o de accounting permite contabilizar os consumos e tempo de utiliza¢&o por utilizador autenticado. Saliente-se também que se as
APs sdo desligadas cortando a energia, provavelmente a mensagem de Accounting-Off nunca ou raramente é vista.

Tipo de mensagem Funcéo

Stop Fim de sesséo de accounting.

Start Inicio de sessédo de accounting.

Update Mensagem intermediaria de accounting.

Alive Mensagens de keep-alive para manter a tabela de sesséo activa no AP/Controlador.
Accounting-On Recebido quando um AP é ligado. Envia o nome do AP.

Accounting-Off Recebido quando um AP é desligado. Envia o nome do AP.

http://www.juniper.net/techpubs/en_US/uac/topics/reference/general/uac-authentication-servers-radius-accounting.html
http://www.stat.ufl.edu/system/man/portmaster/RADIUS/guide/7account.html

http://tools.ietf.org/html/rfc2866

Limites em accounting de 4GB - http://www.netexpertise.eu/en/freeradius/gigawords-support.html

O formato de véarios campos de accounting variam de vendor para vendor, incluindo alguns gque seria de esperar que fossem mais constantes, como por
e lo, o MAC do cliente.

O FreeRadius esta dependente de receber mensagens de Accounting on de APs a arrancarem para limpar a BD de clientes que ja ndo estéo activos. Ele
faf«isjo em On, porque muitas vezes os APs ao serem desligados manualmente, ndo tém oportunidade de enviar o Accounting-Off.

Descricao da solucao

A infra-estrutura de autenticacdo FreeRadius assenta em Varios pressupostos, e como tal vamos apresentar diagramas nesta secgdo para suportar de
forma visual a teoria e procedimentos apresentados neste documento.

Esquema de rede

O esquema de rede (simplificado) da solugao € o apresentado em seguida. Os clientes falam por EAP(ol) com os APs. O AP, através do protocolo
RADIUS, reencaminha os pedidos de autenticacéo para o servidor FreeRadius.

O servidor FreeRadius, trata o pedido de autenticacdo da seguinte forma:

= utilizador local : autenticado em AD
= utilizador remoto: reencaminhamento da transaccéo para os servidores da federagao local (PT no nosso caso).

Depois do processo de autenticacéo efectuado, séo escritos logs em disco (detail) e em MySQL. Além da autenticacéo s&o também recebidos e
colocados em logs dados de accounting.


mailto:a16220@iscte.pt
http://www.juniper.net/techpubs/en_US/uac/topics/reference/general/uac-authentication-servers-radius-accounting.html
http://www.stat.ufl.edu/system/man/portmaster/RADIUS/guide/7account.html
http://tools.ietf.org/html/rfc2866
http://www.netexpertise.eu/en/freeradius/gigawords-support.html
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O servigo de Active Directory pode estar em Windows ou ser implementado em SAMBA.

Esquema logico da solucao

Em comparagédo com o esquema de rede, a interligagdo dos diversos componentes do sistema, FreeRADIUS e respectivos médulos que descreveremos
mais a frente neste documento, é a exposta no seguinte diagrama. Neste fluxo de informagéo, se o utilizador for de um dominio externo, o modulo default
/outer tunnel, reencaminha os dados para os servidores da federagao PT.

Para um utilizador local o circuito é:

O AP envia um pacote RADIUS ao FreeRadius

. o default/outer tunnel valida a conexao, desfaz o tlinel externo EAP

O inner tunnel faz decoding do inner tunnel e passa para o inner eap

O inner eap autentica o utilizador, invocando o mschap (no nosso caso)

O modulo mschap/o FreeRadius chama o ntml_auth com o pacote MSCHAP challenge/response
. O ntml_auth passa-o para o winbind por um pipe unix

. 0 winbind comunica com o smbd/nmbd por um SMB2 pipe Unix em NTLMv2

0 SAMBA comunica com o controlador de dominio por RPC

PNOUA®NE

Para um utilizador remoto:

1. O AP envia um pacote RADIUS ao FreeRadius
2. O default/outer tunnel valida a conexao, e reencaminha-a para o proxy PT.
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Pré-requisitos

Hardware
O FreeRADIUS néo é exigente em termos computacionais.

Em RAM, o processo freeradius usa aproximadamente 11MB. Para um cenario de 15000 utilizadores, 3000 diarios, o sistema operativo+FreeRadius,
(sem MySQL) no nosso servidor Debian 7/64 bits, ocupa cerca de 60MB, sendo frequente com os buffers ir para 100-150MB, ja com servidor web, pelo
que um servidor de 512MB é mais que suficiente. A correr os perl do awesant e da recolha de estatisticas mensal, recomenda-se 1GB. Com MySQL, sera
mais aconselhado 1GB/1.5GB, ou com o awesant+o e-U-Stats, 2GGB/2.5GB.

Os responsaveis pelo FreeRadius aconselham um servidor com 4 CPUs e 8GB.

Em termos de processamento, verificamos na nosso servidor virtual que a média de processamento ao longo do dia sdo 14MHz (sem MySQL - load
average tipica: 0.00, 0.03, 0.05).

Em disco necessario, uma instalagdo minima de Debian necessita cerca de 2GB, e instalagdes com mais software podem ir até aos 6GB (no entanto, ndo
se recomenda instalar interface graficas em servidores desta natureza). Dependendo do tamanho da institui¢céo, recomenda-se ter mais cautela com a
particdo /var/log, ja que o /var/log/radacct, ja que facilmente se podera ter nos logs detalhados do RADIUS, especialmente guardando-os durante dois ou
trés meses, entre 3GB a 10GB; em adicdo as estatisticas da FCCN também podem atingir cerca de 3GB/ano. Ou seja, um valor médio para um disco
para este servidor podera ser de uns 3-5GB para testes, mas terd de ser 10GB a 20GB para um servidor de producéo sem MySQL, ou considerando uma
média de crescimento de 5GB da DB MySQL por ano, 20GB a 50GB para um servidor com logging num MySQL local.

Software
Neste documento vamos portanto, descrever a instala¢éo, usando os seguintes componentes de software que testamos ao longo do tempo:

® Debian7e8

® FreeRadius 2.2.4/5/6/ e 3.0.3 até 3.0.9
* SAMBA3.6e4.1

® MySQL 5.5



O SAMBA e 0 MySQL séo os pacotes por defeito do Debian, sendo que ter-se-& de compilar o freeradius por ser demasiado antigo, e o eapol_test para
proceder a testes.

Instalacdo de software

Para instalar o software, depois de ter um servidor a funcionar, em Debian, é recomendado seguir os seguintes procedimentos:
apt-get install aptitude

aptitude install ntp (se se pretender gestdo do tempo local)

aptitude install krb5-user

aptitude install freeradius freeradius-utils freeradius-mysql freeradius-ldap (se se optar por instalar o FreeRADIUS por defeito da distribuicdo. Ndo
aconselhado em Debian)

aptitude install samba winbind samba-common-bin openssl

aptitude install make (caso se pretenda mudar o certificado instalado por defeito)

aptitude install mysgql-server (caso se pretenda que o servidor MySQL de logging seja instalado no mesmo servidor do FreeeRADIUS)
aptitude install libperl4-corelibs-perl (para os scripts das estatisticas mensais)

aptitude install lighttpd (web server para as estatisticas e scripts)

aptitude install phpmyadmin (edicéo grafica de BD - opcional )

aptitude install radsecproxy (caso se pretenda configurar radsec em Freeradius 2 - no necessario em FreeRadius 3)
aptitude install libnl-dev libssl-dev apt-src (kit de desenvolvimento para compilar eapol_test pré-Debian 8)

aptitude install libnl-3-200 libssl-dev apt-src (kit de desenvolvimento para compilar eapol_test pés-Debian 8)

aptitude install monit (recuperacéo de servigo)

aptitude install Idap-utils (para debugging de problemas de LDAP/AD)

aptitude install chkconfig (gestao de arranque de servigos)

aptitude install nagios-nrpe-server (para monitorizagdo NAGIOS)

aptitude install libssl-dev quilt libtool libltdI3-dev libpamOg-dev libmysglclient-dev libgdbm-dev libldap2-dev libsasl2-dev libiodbc2-dev libkrb5-dev libperl-
dev libpcap-dev python-dev libsnmp-dev libpg-dev debhelper wget curl (para compilar e criar um pacote deb de FreeRADIUS)

aptitude install mysqgl-client-5.5 (para testar ligagdo mysql)

aptitude install liblog-handler-perl libjson-perl libparams-validate-perl libio-string-perl libsys-hostname-log-perl libclass-accessor-perl (para estatisticas em
real time com o awesant - o libsys-hostname-log-perl s6 em Debian 7)

aptitude install snmpd (agente SNMP para recolha de dados estatisticos)
aptitude install snmp (aplicagdes clientes)
aptitude install makepasswd (para o script de criagéo de utilizadores guest temporarios)

Em Debian 8, é necessério também fazer o seguinte comando em Debian 8 para ser capaz de compilar o eapol_test

In -s /1ib/x86_64-1inux-gnu/libnl-3.s0.200 /I|ib/x86_64-1inux-gnu/libnl.so

Regras de firewall

Para o servigo funcionar, é necessario realizar as seguintes autorizac¢éo ao nivel da firewall.

origem destino servico funcéo

<rede APsS/WLC>  radius.iscte.pt 1812/UDP autorizacédo
radius2.iscte.pt
<rede APs/WLC> ' radius.iscte.pt | 1813/UDP contabilizagédo

radius2.iscte.pt



193.136.192.43 radius.iscte.pt 1812/UDP autorizacdo
193.136.192.44 radius2.iscte.pt
193.137.196.43
radius.iscte.pt TBD 2083/TCP RadSec
radius2.iscte.pt
TBD radius.iscte.pt | 2083/TCP RadSec
radius2.iscte.pt
193.136.192.44 radius.iscte.pt | 443/TCP Recolha estatisticas mensais

radius2.iscte.pt

<redes gestdo> radius.iscte.pt = 80/TCP acesso a scripts
radius.iscte.pt mysq|l 3306/TCP (MySQL externo ao servidor)
radius.iscte.pt AD 389/TCP,389/UDP LDAP

radius2.iscte.pt

radius.iscte.pt AD 445/TCP, 137-139/UDP NETBIOS
radius2.iscte.pt

radius.iscte.pt AD 88/UDP, 88/TCP KDC
radius2.iscte.pt

radius.iscte.pt AD 749/UDP, 749/TCP KERBEROS
radius2.iscte.pt

radius.iscte.pt 193.137.197.22  6379/TCP Recolha estatisticas em real-time f-ticks/accounting(awesant)

193.137.196.43 = weathermap RCTS
a Microsoft usa o LDAP em UDP para fazer o join e leave de uma AD/DC. Os protocolos 173-139/UDP, 389/UDP, 749/TCP, 749/UDP e 88/UDP e 88/TCP
a s sd0 necessarios na altura da adicdo do servidor de (free)RADIUS & AD.

Redes/VLANS necessarias

Embora a EDUROAM seja visivel para o utilizador comum, esta é separada em varias redes de acordo com o realm e com o grupo associado ao login na
active directory.

fungéo VLAN netblock netmask router enderecos IP disponiveis Realm grupo AD
alunos 200 172.1.1.0 255.255.240.0 ' 172.1.1.1 4094 iscte.pt Alunos
néo-estudantes 201 172.1.16.0 255.255.252.0 172.1.16.1 1022 iscte.pt Funcionarios
guest 202 172.1.20.0 255.255.255.0 1 172.1.20.1 253 guest.iscte | --
alunos de outras instituicbes ' 203 183.136.189.0  255.255.255.0 1 193.136.189.1 253

Autenticacao de utilizador local

E necessério ter o layer de SAMBA antes do FreeRADIUS, ja que as parametrizagdes de seguranca da AD n&o permitem ler passwords. A autenticagio
tem de ser realizada por NETBIOS/TCP, sendo separadamente, depois consultados os grupos de um utilizador ja autenticado por LDAP para determinar
que VLAN sera configurada.

Para a autenticacéo de utilizadores na AD, é necessario verificar a autenticacédo dos utilizadores através do hash das passwords, usando o protocolo
MSCHAPV2. Portanto, para tal, € necessario configurar o SAMBA, que fara a ligacdo por NETBIOS a AD.

Em seguida descrevemos como configurar os servi¢os de suporte NETBIOS em Linux.

DNS

Recomenda-se que os DNS direitos (A) e reversos (PTR) estejam devidamente configurados do servidor RADIUS, por uma questéo de boas préaticas e
para o kerberos/SAMBA funcionar melhor. Recomenda-se registar também no DNS os direitos e reversos de todos os APs/controladores usados.



Se estiver no DNS da AD e a Windows/AD for autoritaria para o dominio de utilizador, os registos de DNS j& estédo la por defeito. Para quem esteja a usar
outra solucao, ter-se-ao de colocar registos extra.

Fica a seguir o exemplo, no caso do BIND. Nesta configuragdo definimos no dominio DNS iscte.pt o master da AD, os servigos de kerberos e 0s servigos
de Idap.

A literatura da Microsoft diz que o servidor DNS a usar para um cliente de AD, tem de ser a prépria AD (no nosso caso, é BIND)

dc01 IN A 10.10.1.1

@ IN A 10.10.1.1

For est DnsZones IN A 10.10.1.1
Donmai nDnsZones INA10.10.1.1

_kerberos-nmaster._udp IN SRV 0 100 88 dc01
_kerberos-master._tcp IN SRV 0 100 88 dc01
_kerberos. _udp IN SRV O O 88 dcO1
_kerberos._tcp INSRV OO 88 dcO1
_kerberos. _tcp. dc. _nsdcs IN SRV 0 100 88 dc01
_kerberos-adm _tcp INSRV OO 749 dcO1
_ldap. _tcp. dc. _nsdcs IN SRV 0 100 389 dc01
_ldap. _tcp IN SRV 0 100 389 dc01
_kerberos. _tcp. | SCTE. _sites IN SRV 0 100 88 dc01
_ldap. _tcp. I SCTE. _sites IN SRV 0 100 389 dc01
_ldap. _tcp. | SCTE. _sites. Domai nDnsZones |N SRV 0 100 389 dcOl1
_l dap. _t cp. Donai nDnsZones IN SRV 0 100 389 dc01
_ldap. _tcp. | SCTE. _sites. ForestDnsZones |IN SRV 0 100 389 dcO1
_l dap. _t cp. For est DnsZones IN SRV 0 100 389 dc01

_ldap. _tcp.Default-First-Site-Nane._sites.dc._nsdcs IN SRV 0 100 389 dcO1.

Para os equipamentos que suportarem uma rede captiva/de quarentena em caso de falha de autenticacéo, definimos também a seguinte zona no DNS.
Esta zona responde a todos os pedidos que Ihe forem feitos, transformando-os num IP. A ideia é reencaminhar toda e qualquer pagina aberta para um
site interno. Apenas definimos para o exterior a saida para pagina do CAT. Existe também a possibilidade dos profiles do CAT serem copiados para esse
site, e assim nao ter que definir saidas externas para esta rede.

$TTL 604800

@ I'N SOA . root.local host. (
1
604800 ; Refresh
86400 i Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
IN NS
IN A 192.168.1.5
*, IN A 192.168.1.5
cat.eduroamorg. IN A 161. 53. 2. 204
NAPTR

@ I'N NAPTR 100 10 "s" "x-eduroamradius.tls" "" _radsec._tcp.eduroam pt.



NAPRT http://slideplayer.com/slide/2506870/ a key one is that the traffic DOES NOT go the same way... if a visitor from the UK is in, for example,
G ny... if the home site doesnt have NAPTR, the request goes

German SP, German NTLR, European root proxies, UK NTLR, UK IDP

if the home site DOES use NAPTR, request goes

German SP, German NTLR , UK NTLR, UK IDP

so we now bypass a whole tier of proxy....and thus *2* UDP/RADIUS hops. we are also then using RADIUS over TCP between Germany and UK so able
to detect issues, retransmit etc.

DHCP

Ha que definir as redes DHCPs a ser usadas nas VLANs onde opera a EDUROAM. Para isso define-se os netblocks na configuracéo do isc-dhcp. O
FreeRadius também tem suporte para DHCP, mas além de no inicio do projecto n6s ndo confiarmos nele (hoje em dia é mais estavel), também gerimos
as redes de DHCP centralmente para toda a instituicdo em dois servidores DHCP configurados em failover.


http://slideplayer.com/slide/2506870/

letc/dhcp/dhcpd.conf

# rdw al unos (VLAN 200), for |SCTE students connecting via wireless:
subnet 172.1.1.0 netmask 255.255.240.0 {
option routers 172.1.1.1
opti on donmi n-name-servers dnsl.iscte.pt, dns2.iscte.pt;
opti on donmai n-nanme "iscte.pt"
pool {
defaul t-1 ease-time 600000;
m n-| ease-time 300000;
max- | ease-time 600000;
failover peer "iscte";
range 172.1.1.2 172.1.15. 254;
}
}
# rdwiscte (VLAN 201), for |SCTE non-students connecting via wreless:
subnet 172.1.16.0 netnask 255.255.252.0 {
option routers 172.1.16.1;
option domai n-nane-servers dnsl.iscte.pt, dns2.iscte.pt;

pool {
failover peer "iscte";
range 172.1.16.2 172.1.19. 254,
default-1 ease-time 600000;
m n-1 ease-time 300000;
max- | ease-time 600000;
}
}
# rdwiscte (VLAN 202), for guests connecting via wireless:
subnet 172.1.20.0 netnmask 255.255.255.0 {
option routers 172.1.20.1;
option domai n-nane-servers dnsl.iscte.pt, dns2.iscte.pt;

pool {
fail over peer "iscte";
range 172.1.20.2 172.1.20. 254,
default-1 ease-time 600000;
m n-| ease-time 300000;
max- | ease-time 600000;
}
}
# e-U (VLAN 203), para utilizadores eduroam em roan ng
subnet 193.136.189.0 netmask 255.255.255.0 {
option routers 193.136.189. 1;
opti on domai n-nane-servers dnsl.iscte.pt, dns2.iscte.pt;

pool {
failover peer "iscte";
range 193.136.189.2 193.136. 189. 254;
defaul t-1 ease-time 7200;
m n-| ease-ti me 3600;
max- | ease-time 7200;

Tempo
E essencial que o servidor esteja sincronizado por NTP ou pelas vmtools da vmware. Notavelmente o kerberos necessita do tempo certo para operar

bem. (tendo uma margem de erro de 300 seg). Pode-se instalar o pacote ntp ou entdo , numa maquina virtual em vmware, colocar no ficheiro rc.local em

debian a directiva de vmtools para sincronizar o tempo. E também boa prética ter o tempo/servicos NTP e timezones devidamente configuradas para
cruzamento de logs com os Vvarios sistemas.

No nosso caso, activamos explicitamente a sincronizagdo de tempo da maquina virtual com o host vmware.

letc/rc.local



letc/rc.local

[ usr/bi n/ vimwar e- t ool box-cnd timesync enabl e

Caso se pretenda acertar o tempo sem ser pelo vmware, em alternativa:

#aptitude install ntp

N&o se recomenda acertar o tempo em servidores desta natureza com utilitarios no cron, como por exemplo, o ntpdate ou o sntp.

Kerberos

O kerberos é usado essencialmente para negociar com a AD a entrada do servidor RADIUS (e saida) do dominio da AD. Depois de o configurar,
recomenda-se testar com um kinit <utilizador da AD>

letc/krb5.conf

letc/krb5.conf

[1ibdefaults]

defaul t _real m = | SCTE. LOCAL
ticket_lifetime = 36000
renew_|ifetinme = 604800

cl ockskew = 300

dns_| ookup_real m = fal se
dns_I| ookup_kdc = fal se
dns_fal | back = fal se

[real ms]

| SCTE. LOCAL = {

kdc = 10.10.1.1:88

defaul t _domain = iscte.local
adm n_server = 10.10.1.1:749
}

[domai n_real n

.iscte.local = ISCTE. LOCAL
iscte.local = |SCTE. LOCAL

o ficheiro krb5.conf ndo pode ter qualquer tipo de comentérios, ou néo funciona
é essencial ter o kerberos a funcionar para inserir o servidor/SAMBA no dominio
a conta usada para inserir o servidor no dominio tem de ter privilégios para realizar essa operagao.

SAMBA

O SAMBA implementa a pilha NETBIOS para podermos falar MSCHAPV2 com a AD, ou seja para realizarmos a autenticagéo.

Como optimizacéo na configuracdo SAMBA, desactiva-se o sistema de impressdo para ndo ser necessario correr o daemon CUPs, e faz-se bind &
interface de loopback, j& que os servicos do SAMBA local sdo apenas para ser consumidos pelo ntimauth/FreeRADIUS.

letc/samba/smb.conf



letc/samba/smb.conf

wor kgroup = | SCTE

interfaces = 1o

bind interfaces only = yes
security = ads

encrypt passwords = true

passdb backend = tdbsam

real m = | SCTE. LOCAL

uni x password sync = no

load printers = no

printing = bsd

printcap nane = /dev/nul

di sabl e spool ss = yes

domai n naster = no

| ocal master = no

preferred master = no

wi nbi nd enum groups = yes

wi nbi nd enum users = yes

wi nbi nd use default domain = yes
wi nbi nd max domai n connections = 30

winbind max domain connections tem de ser ajustada de acordo com a dimenséo da infra-estrutura.

Para falar NETBIOS com a AD, é necessario acrescentar o servidor de RADIUS ao dominio. Para tal, corre-se o seguinte comando (como root):

$ki nit user

$sudo net rpc join -U administrator -S dc01 -1 10.10.1.1
em segui da:

$sudo net ads join -U administror -S dcO1 -1 10.10.1.1
Enter administrator's password:

Usi ng short domain nane -- | SCTE

Joined 'RADIUS' to dns donain ' SCTE. LOCAL'

DNS update failed: NT_STATUS | NVALI D_PARAMETER

ignore o erro de DNS update failed.

Em _configurages de SAMBA 4 podera ser necessario fazer

safba-t ool user setexpiry administrator --noexpiry

depois de adicionar ao dominio, é necessario fazer restart ao winbind e testar:

# /etc/init.d/winbind restart

[ ok ] Stopping the Wnbind daenon: w nbind.

[ ok ] Starting the Wnbind daenon: wi nbind.

r# /usr/bin/ntlmauth --request-nt-key --usernane=rffro --donai n=I SCTE

passwor d:

NT_STATUS_OK: Success (0x0)

#

# se der erro

/usr/bin/ntlmauth --request-nt-key --username=rffro

Passwor d:

NT_STATUS_CANT_ACCESS DOVAI N_I NFO  NT_STATUS_CANT_ACCESS_DOMAI N_I NFO (0xc00000da)
# o mais certo é o w nbind estar em bai xo, e o servidor ainda ndo estar inserido no dom nio

podem existir "bugs" em versbes de SAMBA, pelo que aconselhamos neste passo adicionar o servidor de RADIUS manualmente na AD, no caso das
ingthucGes anteriores terem falhado.



O servigco/processo winbind ndo sobe/arranca se o servidor néo fizer ainda parte do dominio windows.
para optimizar o ficheiro smb.conf pode-se correr cd /etc/samba ; cp smb.conf /tmp/a.conf ; testparm -s a.conf > smb.conf

winbind

O Winbind implementa uma camada de ligacédo entre o0 SAMBA e o linux (pam/outros). Fornece também o mecanismo de tradugdo entre SIDs e
utilizadores Unix, embora esta parte ndo seja usada pelo FreeRADIUS. O método de comunicacéo séo sockets/pipes Unix, e no Debian 7, esta em /var
/run/samba/winbindd_privileged/pipe.

Para aceder ao pipe do winbind, ja que o FreeRadius corre com o seu utilizador proprio € necessario correr os comandos:

usernmod -G wi nbindd_priv freerad

sudo chgrp w nbindd_priv /var/lib/sanba/w nbindd_pri vil eged/

sudo wi nbind restart

sudo service freeradius restart # (caso o freeradius ja esteja configurado)

Depois de uma reinstalagdo de uma versao nova de samba é necessario repetir este passo.
Caso o winbind ou o ntim_auth dé erros, verifique de novo as permissdes de acesso ao ficheiro /var/run/samba/winbindd_privileged/pipe. No caso de
Li E é necessario também correr o seguinte comando: setfacl -m u:radiusd:rx /var/run/samba/winbindd_privileged.

ntim_auth

O ntim_auth fala directamente com o winbind, e o FreeRADIUS usa este utilitario para ir buscar os dados de autenticagdo de utilizadores na configuracéo
descrita neste documento. O binario encontra-se em /usr/bin/ntim_auth e pode ser invocado directamente para fazer troubleshooting da parte de
autenticag8o. Consulte o capitulo de Resolucédo de Problemas para ver a sintaxe do comando.

FreeRADIUS

O FreeRADIUS é um software opensource, que é um fork do Cistron, que por sua vez tomou como modelo a implementacéo original da Livingston. Data
de 1999, e esta disponivel em todas as plataformas Unix. E da firma Network RADIUS, que disponibiliza a versdo opensource e a versdo comercial. Para
Windows, ndo existe implementacao, chegou a aparecer uma adaptacéo, mas ndo era autorizada.

O FreeRADIUS tem um desenho modular e a sua configura¢do assenta num conjunto de ficheiros que dever&o ser parametrizados para adaptar o
servidor ao cenario da Instituicdo. Os ficheiros sdo colocados na directoria de configuragao do servidor (/etc/freeradius em Debian) e parametrizados
genericamente. Estes ficheiros sdo separados sem seccdes de acordo com as diferentes funcionalidades/ponto do processo de autenticagdo RADIUS, e
estdo escritos numa linguagem interna chamada unlang misturada com invocagao de médulos. O directério dos médulos esta em /etc/freeradius/modules.
Sempre que possivel, evitamos mexer demasiado no unlang, e realizar as parametrizaces pelos ficheiros de configuragao.

Os ficheiros principais e abordados nesta sec¢édo do documento séo 0s seguintes:

radius.conf - ficheiro de parametrizacéo global do servidor

proxy.conf - ficheiro de configuracdo para proxy de pedidos (correntemente ndo usado)
clients.conf - ficheiro de configuragéo de clientes (ex: AP’s; proxy nacional)

users - ficheiro de tratamento de utilizadores

dictionary - ficheiro que referencia dicionarios de atributos RADIUS

Os directérios a salientar séo:

® Jetc/freeradius - raiz das configuragdes de freeradius

® Jetc/freeradius/modules - configuragéo/criagdo de médulos invocados em unlang

® /etc/freeradius/sites-enabled - configuragdes de "sites", nomeadamente o inner-tunnel, default e control-socket
® /etc/freeradius/certs - configuragdes de certificados digitais

E a acrescentar em FR 3

® /etc/freeradius/mods-available
® /etc/freeradius/mods-enabled - configuracédo base de modulos

Em distribuicdes ndo-Debian, o daemon é chamado radiusd ao invés de freeradius a raiz das configuracdes é /etc/raddb em substitui¢édo de /etc
/fr@dius. O directoério de logging é também /var/log/radius em vez de /var/log/freeradius



Servico de ponto de vista da rede

Em relagdo ao servigo fornecido pelo FreeRADIUS, este escuta nhas portas:
1812/UDP - RADIUS authentication

1813/UDP - RADIUS accounting

2083/TCP - RadSec

1814/UDP - proxy port

18120/UDP - inner Tunnel do FreeRADIUS (as portas anteriores dao ligagdo ao outer Tunnel) - apenas disponivel no localhost

As portas 1812/UDP, 1813/UDP e 1814/UDP poderéo ser associadas ao IP publico, e isto ser& mesmo necessario caso o FreeRADIUS fornega mais
se&bos além dos descritos neste documento. A 18120 esta associada ao interface loopback, sendo apenas acedida localmente ao servidor.
unlang

O unlang é a (pseudo)linguagem propria dos ficheiros de configuracédo do freeradius. A linguagem é relativamente bésica e a ideia é escrever politicas
simples rapidamente e facilitar a construcéo de add-ons para outras linguagens.

A linguagem é bastante simples, sendo uma espécie de linguagem de scripting para os ficheiros de configuragao.

Usa () para directivas de condicdes, e {} para separa blocos de cédigo.

Suporta também variaveis, que podem ser atribuidas com o operador =. As variaveis usam-se no formato ${var}. (foo = "hello" bar = ${foo}# hello)
Pode-se aceder a atributos, usando o seu nome no dicionario no formato %{}. Existe também uma notagdo mais recente, &var

Tem também um caso especial de atribuicéo, v=a:-b, em que b é atribuido se a ndo existir.

Possui a capacidade de invocar cédigo sql directamente com a directiva %{sql: }.

Suporta operadores de comparagdo C-like, como 0 ==, I=, > e <.

Na comparacéo também se podem usar expressdes regulares, usado 0 =~.

As strings sao delimitadas por " ".

Os comentarios sdo precedidos de #.

Tem directivas especiais que sdo dependentes do contexto, para "massajar’ a mensagem RADIUS, sendo estes: update control , update reply , update
request e Auth-Type.

Suporta constru¢des especiais como o if else e o switch case. Um if ou switch é obrigatoriamente seguido de um bloco {}.

Um /i colocado no fim de uma regexp € para ignorar se séo mailsculas ou mintsculas;

Colocar um nome s6 por si em unlang € equivalente a invocar uma rotina/modulo.

A directiva $INCLUDE <ficheiro> também é usada.

Existem instru¢des condicionais, como var = %{ %{a}:-%{b}} onde var = a e se a for vazio, var = b.

Também existem nas Ultimas vers6es mais capacidades de tratamento de variaveis, e variaveis internas.

Consultar: http://wiki.freeradius.org/config/Run-time-variables (falta a esta lista a %v - verséo de FreeRadius, introduzida na v2.2.5)
Ver a pagina para a sintaxe: http://freeradius.org/radiusd/man/unlang.html

Para uma introducao a expressdes regulares, consultar: http://net.tutsplus.com/tutorials/other/8-regular-expressions-you-should-know/ e http://www.zytrax.
com/tech/web/regex.htm

A partir da verséo 3, o FreeRadius também carrega médulos condicionamente. Colocando - antes da invocagdo de um modulo, este apenas € usado se
estiver configurado.

A partir da versdo 3, o unlang também suporta casting de variaveis, nomeadamente entre outras <date>, <ipaddr>, <cidr>. A partir da verséo 2.2 do
Frésﬁtadius foram também implementadas varias variaveis internas, como o por exemplo 0 %l. A partir da v2.2.5 foi implementando o %v.

Como escolher a versao de FreeRadius
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Tipicamente a melhor escolha é compilar as Ultimas versdes do tar.gz ou do repositério git do site oficial (freeradius.org), pelo menos em Debian ou
sistemas derivados. As versdes das distribuicdes normalmente estéo desactualizadas, e embora a situacdo esteja a melhorar, por na versao 6 da Debian
por exemplo, a versao do FreeRadius ja estava com cerca de 2 anos de atraso.

A versdo 1 neste momento esta completamente obsoleta. A versdo 2, apenas atingiu caracteristicas mais desenvolvidas e algumas variaveis necessarias
neste tutorial por volta da 2.2.2. A versé&o 2.1.12 que vem por defeito com o Debian 7, é completamente desaconselhada. Neste momento a versao 2,
embora seja a mais estavel e conhecida, ja ndo evolui mais. Para quem quer usar a verséo 2, neste momento dado a substancias melhoras em vérias e
protocolos, 0 minimo recomendado é a 2.2.6.

A verséo 3 é a que obtém funcionalidades novas ao longo do tempo.
Em comparagéo a verséo 2, tem as seguintes melhoras:

maiores capacidades de debugging;

novas funcionalidades e melhorias em varias frentes no unlang;

suporta RadSec nativamente;

As configurac@es sdo também tokenizadas no arranque, e erros séo logo apontados;

vérias optimizagGes de codigo para aumentar a performance em run time;

mais paralelismo em queries LDAP/AD;

A parte de LDAP também é mais flexivel;

O protocolo PAP é melhor suportado (ndo o usamos);

A estrutura de directorios foi mudada para ser mais logica, tipo estrutura de servidores virtuais e médulos a semelhanga do Apache;
mais estatisticas de uso;

e por dltimo, as mensagens de debug sdo mais completas e coloridas;

na 3.0.7, limpeza de cédigo, erros mais descritivos na parte de tratamento de queries SQL;

a 3.0.8 possibilita a autenticagao directa no SAMBA sem usar o binario ntml_auth e d& erros mais claros em autenticagao winbind;
a 3.0.9 introduz limpezas do cédigo, correc¢des no RadSec e plug-ins novos para memcache e redis.

Recomenda-se que quem esta a comecar a investir tempo nesta tecnologia que use desde logo a versdo 3. De momento, a versdo em producéo estavel
é a 3.0.9, em git no branch 3.0x, é a 3.0.9.

No entanto, ndo recomendamos a v3.0.6 por ter um bug de roaming de accounting que detectamos, e bugs em passwords com caracteres ndo-ASCI|
co[ﬁ(}"%", nem a v3.07 com varios bugs pelo menos em Debian. O 3.0.8 tem também bugs conhecidos com RadSec, pelo que recomendados o git 3.0.9.

Quanto a outras versdes de FreeRadius, além das que vém com distribuicdes, existem outros repositorios:

Ubuntu

For Trusty Tahr (14.04), add to your apt source list (/etc/apt/sources.list):

deb http://packages. networ kradi us. comf ubuntu trusty nain

Debian

For Debian 7.0 "Wheezy", add to your apt source list (/etc/apt/sources.list):

deb http://packages. net wor kr adi us. conf debi an wheezy nain

For Debian 8.0 "Jessie", add to your apt source list (/etc/apt/sources.list):

deb http://packages. net wor kradi us. conf debi an jessie main

CentOS

The RPMs are available in the centos/ directory

Signed Builds

The builds are signed with our PGP key. To add it to the apt keyring, run the following commands:

sudo apt-key adv --keyserver keys.gnupg.net --recv-key 0x41382202
sudo apt-get update

Instalacdo de versao de freeradius.org
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Dada a evolugédo da versao do FreeRADIUS, e o bug periédico do mschap e do raddebug, é de considerar criar um pacote de instalagdo para Debian
(deb), e fazer a instalagdo. A partir da verséo 2.2.x faz um parsing mais completo no arranque, incluido a expressées que na 2.1.12 s6 seriam parsed em
runtime, tem optimizagdes de desempenho, e mais bugs corrigidos. Alias, em varias distribuicdes Linux normalmente o atraso das versdes em producao
em relagdo a versao de freeradius estavel chega a ser dois anos - ou mais - pelo que normalmente o upgrade é aconselhado. Note-se que, pacotes
oficiais recentes, que tenhamos conhecimento, de momento, s6 a fedora e o repositério PPA da Ubuntu é que os disponibilizam.

Ubuntu: https://launchpad.net/~freeradius

Fe‘:d‘::))ra: https://apps.fedoraproject.org/packages/freeradius

De momento, a versdo 2.2.4/5 é bastante estavel, pelo que a vamos usar como exemplo. Alias, ndo se aconselha de todo usar vers@es anteriores a 2.2.4,
j& que possuem bugs que as tornam instaveis. No passo de instalacéo, caso esteja a fazer um upgrade, seleccionar ENTER sempre nas perguntas, para
manter os ficheiros de configuragdo ja modificados.

Da primeira vez, instalar os pacotes necessarios:

sudo aptitude install libssl-dev quilt libtool |ibltdl3-dev |ibpanDg-dev |ibmysqlclient-dev |ibgdbm dev
I'i bl dap2-dev |i bsasl 2-dev |i bi odbc2-dev |ibkrb5-dev |ibperl-dev |ibpcap-dev python-dev |ibsnnp-dev |ibpg-dev
debhel per wget git fakeroot openssl ssl-cert ?libwbclient-dev

Caso se opte pelo tar corrente da versdo estavel:

wget ftp://ftp.freeradius.org/pub/freeradi us/freeradi us-server-2.2.6.tar.gz
tar -zxvf freeradius-server-2.2.6.tar.gz
cd freeradius-server-2.2.6

Ou entéo para a verséo 3:

wget ftp://ftp.freeradius.org/pub/freeradi us/freeradi us-server-3.0.7.tar.gz
tar -zxvf freeradi us-server-3.0.7.tar.gz
cd freeradius-server-3.0.7

ou em alternativa ao wget, pelo sistema de gestéo de verséo git, ou se define a versédo, ou faz checkout da Ultima verséo:

git clone https://github. com FreeRADI US/ freeradi us-server.git
cd freeradius-server

git fetch origin v2. x.x:v2. x.x

git checkout v2.x.x

Ou entéo para a versao 3:

git clone https://github. con FreeRADI US/ freeradi us-server.git
cd freeradius-server

git fetch origin v3.0.x:v3.0.x

git checkout v3.0.x

O publico geral deixou de ter acesso a git:/git.freeradius.org/freeradius-server.git . So para developers registados.

Por dltimo para compilar e instalar:
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faker oot dpkg-buil dpackage -b -uc # conpila e cria os debs

cd .. # no directério anterior

# para 32 bits (ls para ver ficheiros ou uname -mpara ver arquitectura) - instala os pacotes

# de notar que esta dpkg tem opgdes para ndo reescrever ficheiros alterados

sudo dpkg --force-confold --force-confdef -i freeradius_2.2. *+git_i 386.deb freeradi us-common_2.2.*git_all.deb

freeradi us-ldap_2.2. *git_i 386.deb freeradi us-nmysql _2.2.*git_i 386.deb freeradius-utils_2.2.*git_i386.deb
libfreeradius2_2.2.*git_i386.deb

# para 64 bits

sudo dpkg --force-confold --force-confdef -i freeradius_2.2.*git_and64.deb freeradius-comon_2.2.*git_all.deb
freeradi us-1dap_2. 2. *git _and64. deb freeradi us-nysql _2.2. *git_and64. deb freeradi us-utils_2.2.*git_and64. deb

I'i bf reeradi us2_2. 2. *git_anmd64. deb

# 64 bits v3.x

sudo dpkg --force-confold --force-confdef -i freeradius-config_3.0.7+git_and64.deb freeradius-comon_3.0.7
+git_all.deb freeradius_3.0.7+git_and64.deb freeradius-Idap_3.0.7+git_and64.deb freeradi us-nysql _3.0.7

+gi t _and64. deb freeradi us-utils_3.0.7+git_and64.deb |ibfreeradi us3_3.0.7+gi t_and64. deb

# para versdo 3 emrepositorio local do | SCTE
sudo apt-get install freeradius-config freeradius freeradius-comon freeradius-Idap freeradius-utils
I'i bf reeradi us3 freeradi us-nysql

A necessidade de criacdo de um pacote Debian e a instalac@o deste ao invés de compilar directamente, tem a ver com a compatibilizagdo com a gestéo
d sOes Debian, evitar complicagGes posteriores, e ndo baralhar a administracéo de pacotes do sistema. De outra forma, as préximas actualizacGes
esmagariam as mudangas, ou teria de se fazer frozen ao pacote de freeradius, e arruinar a integridade do sistema de gestao de pacotes. Em adigao, o
dpkg também faz a gestédo dos upgrades, o que permite de uma forma relativamente simples e rapida fazer upgrades para versdes mais recentes,
preservando as configuragdes correntes automaticamente. Os pacotes podem ser colocados num repositério ou passados para outro servidor, no
entanto, por limitages de bibliotecas e especialmente da verséo de openssl, os servidores tém de ser do mesmo SO e da mesma versdo. Além das
questdes de dependéncias de bibliotecas, o cédigo do FreeRadius verifica a versao de openssl e recusa-se a funcionar com versdes de openssl|
diferentes. Isto tem a ver com verificacdes de sanidade, por as bibliotecas de SSL mudarem estruturas internas de versao para versao.

Passos para criar Debs Freeradius 3

aptftude install libssl-dev quilt libtool Iibltdl3-dev |ibpanDg-dev |ibnysqlclient-dev |ibgdbmdev |ibldap2-dev
i bsasl 2-dev |ibi odbc2-dev |ibkrb5-dev |ibperl-dev |ibpcap-dev python-dev |ibsnnp-dev |ibpg-dev debhel per wget

git fakeroot openssl ssl-cert libcap-dev libpcap-dev

apt-get install build-essential:native libcurl4-openssl-dev libjson0-dev libreadline-dev libsglite3-dev libtalloc-dev libyubikey-dev

fakeroot dpkg-buildpackage -b -uc

dpkg -i freeradius_3.0.3+git_amd64.deb freeradius-common_3.0.3+git_all.deb freeradius-config_3.0.3+git_amd64.deb freeradius-utils_3.0.3+git_amd64.
deb libfreeradius3_3.0.3+git_amd64.deb

Se ao reinstalarem debs, forem apresentados erros de statoverride, o workaround é apagar todas as linhas que tenham freerad

$sudo sed -i' /freerad/d" /var/lib/dpkg/statoverride

Pode-se mudar configura¢Bes base do deb em debian/rules antes de compilar. Uma delas pode ser colocar o FreeRadius em developer mode para fazer
debugging de problemas no cédigo, a outra colocar o parametro --disable-openssl-version-check.

Configuracao de FreeRadius

Embora este documento siga uma estrutura de configurar de uma vez tudo na configuragéo do FreeRadius, aconselha-se, tendo como base uma verséo
a trabalhar, e modificar opgao a opcéao e testar. Saliente-se, aconselhamos fazer uma mudanca, configuracéo ou optimizacéo apenas de cada vez, testar,
corrigir e apenas ai seguir para o proximo passo. Desta forma é mais facil perceber o que tera corrido bem ou mal. Se tiver corrido bem, aconselha-se a
documentar.

Ligacdo ao LDAP da AD

A autenticacdo dos utilizadores é realizada pelo SAMBA, pelo que neste caso, a configuracéo base do médulo de LDAP do FreeRADIUS foi mudada para
s6 fazer o query dos grupos a que pertence o utilizador. Estas queries sdo efectuadas quando sdo processadas as queries presentes no ficheiro /etc
[freeradius/users, para determinar em que VLAN vai um utilizador trabalhar.

letc/freeradius/modules/Idap (v2.x)



letc/freeradius/modules/Idap

#

Idap {

server =10.10.1.1

identity = "CN=Radius,CN=Users,DC=ISCTE,DC=LOCAL"
basedn = "CN=Users,DC=ISCTE,DC=LOCAL"
password=pass_do_user_Radius_na_AD

filter =" (sAMAccountName=%{Stripped-User-Name})"
Idap_connections_number = 20

timeout = 10

timelimit = 10

net_timeout = 10

tls {

start_tls = no

}

dictionary_mapping = ${confdir}/Idap.attrmap
edir_account_policy_check = no

groupname_attribute = sAMAccountName
groupmembership_filter = "(sAMAccountName=%({Stripped-User-Name})"
groupmembership_attribute = memberOf

rebind = yes
set_auth_type =no
keepalive {

idle = 60

probes =3

interval = 3

}

}

letc/freeradius/modules/Idap (v3.x)

etc/freeradius/mods-enabled/Idap

Idap {

server = 10.20.10.78

identity = "CN=Radius,CN=Users,DC=wiscte,DC=wfarm"
password = pass_do_user_Radius_na_AD

base_dn = "DC=wiscte,DC=wfarm"

user {

base_dn = "CN=Users,DC=wiscte,DC=wfarm"

filter = "(sAMAccountName=%({Stripped-User-Name})"

}

group {

base_dn = "CN=Users,DC=wiscte,DC=wfarm"

membership_filter = "(sAMAccountName=%({Stripped-User-Name})"

membership_attribute = "memberOf"

}

client {



base_dn = "${..base_dn}"

filter = '(objectClass=frClient)'
attribute {

identifier = 'radiusClientldentifier’

secret = 'radiusClientSecret'
}
}
}
}

options {

chase_referrals = yes

rebind = yes
timeout = 10
timelimit =3

net_timeout =1

idle = 60
probes =3
interval = 3

Idap_debug = 0x0028

}

pool {
start=5
min=1

max = ${thread[pool].max_servers}

spare =3
uses=0
lifetime =0

idle_timeout = 60
}
}

O groupmembership_filter podera ter de ser mudado de acordo com os critérios da organizacéo. Por exemplo, se o utilizador de AD for definido por email
pe @ ome@dominio completo ter-se-a de usar o atributo User-Name no lugar de Stripped-User-Name. Aconselha-se a consulta dos seguintes URLs https
:/Isocial.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx, http://linax.wordpress.com/2012/07/17/freeradius-check-
nested-ldap-group-membership/ e http://msdn.microsoft.com/en-us/library/aa746475(v=vs.85).aspx.

Veja o KB da Microsoft, sobre os novos limites sobre queries LDAP a partir do Server 2008 http://msdn.microsoft.com/en-us/library/cc223376.aspx , http://t
e t.microsoft.com/en-us/library/bb124171(v=exchg.65).aspx e https://social.technet.microsoft.com/wiki/contents/articles/14559.active-directory-ldap-
policy.aspx

v2.X


https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx
https://social.technet.microsoft.com/wiki/contents/articles/5392.active-directory-ldap-syntax-filters.aspx
http://linax.wordpress.com/2012/07/17/freeradius-check-nested-ldap-group-membership/
http://linax.wordpress.com/2012/07/17/freeradius-check-nested-ldap-group-membership/
http://msdn.microsoft.com/en-us/library/aa746475(v=vs.85).aspx
http://msdn.microsoft.com/en-us/library/cc223376.aspx
http://technet.microsoft.com/en-us/library/bb124171(v=exchg.65).aspx
http://technet.microsoft.com/en-us/library/bb124171(v=exchg.65).aspx
https://social.technet.microsoft.com/wiki/contents/articles/14559.active-directory-ldap-policy.aspx
https://social.technet.microsoft.com/wiki/contents/articles/14559.active-directory-ldap-policy.aspx

letc/freeradius/Idap.attrmap
Este ficheiro faz o mapeamento entre os atributos de RADIUS e os atributos de LDAP. Em 2.x aconselha-se editar e deixar apenas os dois seguintes

atributos.

letc/freeradius/Idap.attrmap

checkl t em $GENERI C$ radi usCheckltem
replyl tem $GENERI C$ radi usRepl yl tem

No caso do ficheiro attrmap, na v2.x, e uma vez que ndo usamos LDAP para gestédo do FreeRADIUS, mas apenas para ligagéo, é necessario no ficheiro
d apenas estas duas linhas, e apagar todas as outras de checkltem para o FreeRadius néo tentar escrever todos esses atributos de volta no servidor
LDAP/AD. Em 3.x ndo existe esta necessidade.

Configuracao do protocolo mschap

E necessario configurar o médulo mschap para falar o protocolo necessario com o SAMBA/Windows AD, e também corrigir a PATH do binario ntlm_auth.
Atente-se a configurag&o necessaria de métodos mais fortes de encriptacédo, que se tornaram obrigatérios em versdes mais recentes de Windows.

letc/freeradius/modules/mschap (v2.x)

letc/freeradius/mods-enabled/mschap (v3.x)

letc/freeradius/modules/mschap

mschap {

use_mppe = yes
require_encryption = yes
require_strong = yes

# with_ntdomain_hack = no

ntim_auth = "/usr/bin/ntim_auth --request-nt-key --username=%{%{Stripped-User-Name}:-%{%{User-Name}:-None}} --challenge=%{%{mschap:
Challenge}:-00} --nt-response=%{%{mschap:NT-Response}:-00}"

# retry_msg = "Re-enter (or reset) the password"

}

Versdes novas irdo falar directamente com o SAMBA, e esta configuragdo podera ficar obsoleta a curto prazo. De momento, a parte mais complicada de
coﬁiiburar manualmente o setup novo é que o SAMBA tem de ser compilado. http://wiki.freeradius.org/guide/Active-Directory-direct-via-winbind

F-Ticks
O F-ticks (Federate Ticker System for eduroam) é um sistema de verificagdo dupla de logging que coloca os logs de logins no syslog. Além de possibilitar
a capacidade de cruzar dados para verificar a integridade do sistema, permite também ter um feedback visual dos logins para um administrador de

sistemas no syslog.

Para tal, além das directivas f_ticks que estéo presentes nas configura¢des deste documento, cria-se 0 médulo, criando um ficheiro com o contetdo a
seguir.

Escrevemos também o Accounting-Request em unlang para facilitar o envio de estatisticas de acordo com os requerimentos da federagéo PT.

letc/freeradius/modules/f_ticks (v2.x)

letc/freeradius/mods-enabled/f_ticks (v3.x)


http://wiki.freeradius.org/guide/Active-Directory-direct-via-winbind

letc/freeradius/modules/f_ticks

linelog f_ticks {
filenane = ${1 ogdir}/awesant/ St ats- Awesant - Aut h. | og
format = ""
reference = "f_ticks. % % reply: Packet-Type}:-format}"
f_ticks {
#Access- Accept = "F- Tl CKS/ edur oan 1. O#REALM=% Real n} #VI SCOUNTRY=PT#VI S| NST=I SCTE#CSI =% Cal | i ng-
St ati on- | d} #RESULT=0K#"
#Access- Rej ect = "F- Tl CKS/ edur oant 1. 0#REALM=% Real n} #VI SCOUNTRY=PT#VI SI NST=| SCTE#CSI =% Cal | i ng-
St ati on- | d} #RESULT=FAI L#"
Access- Accept = "AUTH | D=% #TI VE=% #REALM-% Real m} #CSl =% Cal | i ng- St ati on-1d}/ % Cal | ed- Stati on-1d}
#USER=% nd5: % User - Narre} } #NASI P=% NAS- | P- Addr ess} #RESULT=CK"
Access- Rej ect = "AUTH | D=% #TI ME=% #REALM-% Real n} #CS| =% Cal | i ng- St ati on-1d}/ % Cal | ed- St ati on-1d}
#USER=% md5: % User - Narre} } #NASI P=% NAS- | P- Addr ess} #RESULT=FAI L"
}
}

I'i nel og Accounti ng- Request {
filename = ${l ogdir}/awesant/ Stats- Anesant-Acct.| og

format = ""

reference = "Accounting- Request. % % Acct - St at us- Type}: - unknown}"

Accounti ng- Request {

Stop = "ACCT- | D=9% Acct - Sessi on- | d} #TI ME=% #TYPE=St op#CSl =% Cal | i ng- St ati on-1d}/ % Cal | ed- St ati on- | d} #NASI P=%
{NAS- | P- Addr ess} #USER=% nd5: % User - Nane} } #REALM=% Real n} #DURACAO=% Acct - Sessi on- Ti ne} #REDE_OCT=% Acct - | nput -
Cct et s}/ 9% Acct - Qut put - Cct et s} #REDE_PAC=% Acct - | nput - Packet s}/ % Acct - Qut put - Packet s} #REDE_Q GA=% Acct - | nput -
G gawor ds}/ % Acct - Qut put - G gawor ds} "

Start = "ACCT-| D=% Acct - Sessi on- | d} #TI ME=% #TYPE=St art #CSI =% Cal | i ng- St ati on-1d}/ % Cal | ed- St ati on-1d}
#NASI P=9%4 NAS- | P- Addr ess} #USER=% md5: % User - Nane} } #REALME%{ Real n} "

# Don't log anything for these packets.

Alive = ""

Accounting-On = ""

Accounting-Off = ""

InterimUpdate = ""

#Accounting-On = "NAS %C (% NAS- | P- Address}) just cane online"

#Accounting-OF f = "NAS %C (% NAS-| P- Address}) just went offline"

# don't |og anything for other Acct-Status-Types.

unknown = ""

}

O f-ticks (também) permite enviar logs de autenticagdo EDUROAM em tempo real para servidores remotos. A federacdo PT/RCTS usa estas
[« uracoes.

Modulos do FreeRadius (3.x)

O FreeRadius 3.x tem uma estrutura de activacéo e desactivacdo dos médulos em que se tenta seguir uma configuracdo semi-standard a semelhanga do
software Apache.

Apagamos os links de /etc/freeradius/mods-enabled para desactivar os modulos/servigos que ndo usamos na configuragao descrita, e activamos o
maodulo de Idap por este ndo estar activado na configuragéo por defeito.

cd /etc/freeradi us/ nods-enabl ed

rm-f chap dhcp digest echo exec expiration dynanmic_clients |ogintinme passwd radutnp replicate soh sradutnp
uni x pap

In -s /etc/freeradius/ nods-avail abl e/ 1 dap /etc/freeradi us/ nods-enabl ed/ | dap

In -s /etc/freeradius/nods-avail abl e/ sql /etc/freeradi us/ nods-enabl ed/ sql

Evidentemente, a desactivagdo de modulos depende da sua arquitectura. Se usar PAP ndo apaga o modulo pap, por exemplo. Um modulo que nédo é

i tamente visivel que n&o pode ser desactivado é o always, que fornece a directiva ok e reject. E comum colocar costumizagdes em mods-enabled e
deixar as configura¢des originais em mods-available. Isto da problemas nos scripts de upgrade. O directério mods-enabled deve apenas conter links
simbdlicos para mods-available. O modulo preprocess fornece o atributo Event-Timestamp.



Status

Para recolher estatisticas localmente, ha que activar o servigo de Status. Para activar o servigo virtual, fazer os seguintes passos.

cd /etc/freeradius/sites-enabled

In ../sites-available/status .

Depois de activar, o servi¢o fica disponivel na porta 18121. No entanto, por razfes de seguranc¢a sé pode ser invocado a partir do préprio servidor.

Site virtual (dominio local) - Tanel externo

Este ficheiro, que trata do tinel externo das conexdes, reencaminha utilizadores eduroam para o proxy nacional, ou utilizadores locais para o inner-tunnel.
As ligagbes a porta RADIUS dos equipamentos e da federagéo sdo processadas nesta seccéo. Esta secgdo basicamente invoca médulos para lidar com
os diferentes protocolos envolvidos. Além de verificagdo da sintaxe do nome do utilizador, logging, autenticagéo, EAP, e tratamento das mensagens do
accounting pouco mais é feito nesta secgéo.

Neste ponto de processamento, que é o equivalente ao outer-tunnel do EAP, apenas temos acesso a identidade anénima do utilizador. A identidade do
utilizador real, a verificagéo do certificado e os protocolos de autenticagdo apenas se verificam no inner tunnel, quer local, no caso de utilizadores da
instituicdo, ou quer no inner-tunnel de servidor de RADIUS remoto no caso de utilizadores em roaming.

A ordem das directivas é importante, e notavelmente o eap ok=return antes das queries MySQL, de forma a ndo desdobrar uma autenticagdo em
multiplas queries repetidas a BD.

O nome do dominio local também poder& ser algo mais descritivo, como eduroam, ao invés de default.

Note-se que para maior controle, o reencaminhamento para realms é feito com unlang. Alguns dominios conhecidos que costuma estar pre-configurados
em mobile s&o bloqueados para nédo fazerem entropia ao nivel da EDUROAM,; os realms internos e de convidados sdo passados para o tinel interno, e
todos os restantes dominios sdo reencaminhados para o né6 de EDUROAM da federagdo nacional.

letc/freeradius/sites-enabled/default

letc/freeradius/sites-enabled/default

server default {

listen {
type = auth
ipaddr = *
port=0
limit {
max_connections = 16
lifetime = 0
idle_timeout = 30
}
}
#

# This second "listen" section is for listening on the accounting
# port, too.

#



listen {

ipaddr =*
port=0
type = acct
limit {
# lifetime = 0
# max_connections = 0
}
}
authorize {

# weathermap
if (User-name == "radius-teste@iscte.pt" ) {
update reply {
Reply-Message = "RADIUS OK"
}
reject
}
else {
#rewrite_calling_station_id
#rewrite_called_station_id
auth_log
if((User-Name =~ /I"[*@]")@(.+)$/))) {
update reply {
Reply-Message := "malformed username”
}
reject
}
else {
# necessario para utilizadores em roaming - tem de estar antes do tratamento do EAP
update request {
Stripped-User-Name := "%{1}"
Realm := "%{2}"
}
if ( (Realm == "iscte.pt") || (Realm == "guest.iscte")) {
update control {

Proxy-To-Realm := LOCAL


http://iscte.pt
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else {

# myabc.com is commonly used by default by Intel supplicant software
if (User-Name =~ /@myabc\\.com$/i){
update reply {
Reply-Message := "Your realm is invalid (it is myabc.com)"
}
reject
} elsif (User-Name =~ /@wlan\\.[[:alnum:]]+\\.[[:alnum:]]+\\.3gppnetwork\\.org$/i)}{
# 3gppnetwork.org, another common default realm
update reply {
Reply-Message := "Your realm is invalid (it matches a wlan. subrealm of 3gppnetwork.org)"
}
reject
}
# utilizadores em roaming
update control {

Proxy-To-Realm := TO_EDUROAM

}
}
}
}
# retorna na negociacao do tanel EAP (i.e. se o tlnel ja estiver estabelecido)

eap {
ok = return

}

# filtro de MACs/users
local_blacklist

#expiration

#logintime

Autz-Type Status-Server {
}

}

## Autenticagdes s6 no inner-tunnel, pelo que aqui limitamo-nos a ter a directiva eap
authenticate {

#Auth-Type MS-CHAP {

# mschap

#}

eap
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preacct {

update request {
FreeRADIUS-Acct-Session-Start-Time = "%{expr: %l - %{%{Acct-Session-Time}:-0} - %{%{Acct-Delay-Time}:-0}}"

}

if ('Event-TimeStamp) {

update request {

Event-Timestamp := "%l"

}

}

#rewrite_calling_station_id

#rewrite_called_station_id
acct_unique
suffix

}

#
# Accounting. Log the accounting data.
#
accounting {
#
# Accounting. Log the accounting data.
#
# # Log traffic to an SQL database.
detail
redundant {
sql
ok
}
## escreve linha de log accounting para o awesant (ver fticks)
Accounting-Request
if (noop) {
ok
}
# Filter attributes from the accounting response.
attr_filter.accounting_response

}

# Session database, used for checking Simultaneous-Use. Either the radutmp



# or rlm_sqgl module can handle this.
# The rim_sql module is *much* faster
session {
redundant {
sql
ok

}

# Post-Authentication

# Once we KNOW that the user has been authenticated, there are
# additional steps we can take.

post-auth {

reply_log

f_ticks

if (User-Name != "radius_user@iscte.pt" ) {
redundant {

sql

ok

}
Post-Auth-Type REJECT {
# log failed authentications in SQL, too.
f_ticks
redundant {
sql
ok
}

attr_filter.access_reject

if( ("%{Realm}" |="iscte.pt") && ("%{Realm}" |= "guest.iscte") ) {
update reply {
User-Name :="%({request:User-Name}"
Service-Type := "Framed-User"
Framed-MTU := 1300
Tunnel-Type := VLAN
Tunnel-Medium-Type := IEEE-802
Tunnel-Private-Group-Id := "203"

Reply-Message := "Eduroam roaming"
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#
# When the server decides to proxy a request to a home server,
# the proxied request is first passed through the pre-proxy
# stage. This stage can re-write the request, or decide to
# cancel the proxy.

pre-proxy {

files

if("%{Packet-Type}" != "Accounting-Request") {

attr_filter.pre-proxy

}

pre_proxy_log

}

#
# When the server receives a reply to a request it proxied
# to a home server, the request may be massaged here, in the
# post-proxy stage.
#
post-proxy {
post_proxy_log
attr_filter.post-proxy
if (I(proxy-reply:Operator-Name)) {
update proxy-reply {

Operator-Name := "liscte.pt"

eap
files.authorize
Post-Proxy-Type Fail {
detail

}
}
}

De salientar que é importante desactivar directivas que alimentem ficheiros como o radutmp, ja que ha medida que estes ficheiros crescem, a
peffofmance do servidor sofre significativamente.
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Se ndo quiser responder aquando de falha do sql, uma alternativa é:

sql
fail =1
}
if (fail) {
do_not_respond
}

Inner-Tunnel - Tdnel interno

O inner-tunnel além de desfazer o tinel interno do protocolo EAP, vai autenticar localmente os utilizadores. No caso do ficheiro a seguir, eles séo
autenticados no médulo eap, e o modulo Idap que modificamos anteriormente preenche as variaveis necessarias para o ficheiro users poder ter as
directivas para solicitar a AD os grupos, e assim atribuir VLANSs diferenciadas. Enquanto no outer-tunnel ndo é necessario suportar protocolos de
autenticacdo, no inner-tunnel, embora estes estando presentes, apenas se implementam os protocolos suportados na institui¢ao.

Neste ponto de processamento da mensagem temos acesso a entidade real do User-Name dos utilizadores (locais).

Este ficheiro aceita varias configuragoes:

" PEAP-MSCHAPv2
" TTLS-EAP-MSCHAPv2

O dominio de convidados (guest.iscte) é definido em unlang, e os utilizadores s&o consultados no ficheiro mods-config/files/authorize. Ver a secgéo sobre
este ficheiro para ver como os utilizadores sao criados.

As configura¢des com MSCHAPV2 consultam uma AD em Windows para autenticar e verificar os grupos de utilizadores de foram a coloca-los na VLAN
de funcionérios ou na VLAN de alunos.

Tentamos também usar um servidor SAMBA para ser autenticados com utilizadores SAMBA. Nessa situacdo o MSCHAPV2 néo é suportado. O SAMBA

tamb@m tem a desvantagem de os utilizadores terem de ser mapeados para utilizadores Unix, pelo que preferimos optar pelo ficheiro authorize.
O accounting é realizado sempre no tinel externo.

letc/freeradius/sites-enabled/inner-tunnel

letc/freeradius/sites-enabled/inner-tunnel

# # bind da port de escuta do inner tunnel a loopback:18120
listen {
ipaddr = 127.0.0.1

port = 18120
type = auth

# Authorization. First preprocess (hints and huntgroups files),
# then realms, and finally look in the "users" file.

zuthorize {

## obriga a ser login@iscte.pt no inner tunnel

if ({(User-Name =~ /" ([*@]*)@(.+)$/)) {

reject

}

else {

# este update é mais controlavel do que a directiva suffix
update request {

Stripped-User-Name :="%({1}"

Realm :="%({2}"


mailto:login@iscte.pt

if ((Realm !="iscte.pt" ) && (Realm !="guest.iscte" ) ) {

reject

}
if (Realm =="guest.iscte" ) {
update control {

MS-CHAP-Use-NTLM-Auth := No # ndo usa o ntml_auth, ligacdo a AD

}
}

# comentamos chap, porque ndo usamos.
#chap

mschap
#suffix
#

# This module takes care of EAP-MSCHAPV2 authentication.
#

eap {
ok = return

}
Idap # v2.x, em v3.x ndo incluir esta linha

#
# Read the 'users' file

## n&o forcamos protocolos
#files

# expiration
#logintime
if (Realm =="guest.iscte" ) {

files # 1& tabelas de utilizadores

#pap

# Authentication.
# This section lists which modules are available for authentication.

# The common reasons to set the Auth-Type attribute by hand
# is to either forcibly reject the user, or forcibly accept him.
#

authenticate {
## comentamos chap, porque ndo usamos

#Auth-Type CHAP {
#chap
#}

#

# MSCHAP authentication.
Auth-Type MS-CHAP {
mschap

}



#authenticate {
#Auth-Type PAP {
#pap

#}

#unix

eap

}

# Session database, used for checking Simultaneous-Use. Either the radutmp
# or rlm_sqgl module can handle this.

# The rim_sql module is *much* faster

session {

#radutmp

#
# See "Simultaneous Use Checking Queries" in sql.conf

sql
}

# Post-Authentication

post-auth {

# reply_log

## ndo faz log de utilizador de teste de servico que usamos nos NOSSOS Scripts

#if (User-Name !="radius_teste@iscte.pt" ) {

#sql

#}

# passagem de User-Name para o outer tunnel para alguns NAS conhecerem o utilizador.

# Sem esta entrada, enquanto os APs da Cisco mostram o user correcto, nos APs da Meru aparece apenas o user sem dominio

update reply {

User-Name :="%({request:User-Name}"

#

# Access-Reject packets are sent through the REJECT sub-section of the
# post-auth section.

Post-Auth-Type REJECT {

sql
attr_filter.access_reject
}
if (Realm =="guest.iscte" ) {
update reply {
User-Name :="%({request:User-Name}"
Service-Type := "Framed-User"
Framed-MTU := 1300
Tunnel-Type := VLAN
Tunnel-Medium-Type := IEEE-802
Tunnel-Private-Group-Id :="202"
Reply-Message := "Eduroam guest"
}
}

elsif (Ldap-Group =="Alunos" ) {

if (/(Operator-Name)) {
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update reply {
User-Name :="%{request:User-Name}"
Service-Type := "Framed-User"
Framed-MTU := 1300
Tunnel-Type := VLAN
Tunnel-Medium-Type := IEEE-802
Tunnel-Private-Group-Id :="200"

Reply-Message := "Eduroam Alunos"

}
}
}
elsif (Ldap-Group =="Funcionarios" ) {
if (!(Operator-Name)) {
update reply {
User-Name :="%({request:User-Name}"
Service-Type :="Framed-User"
Framed-MTU := 1300
Tunnel-Type := VLAN
Tunnel-Medium-Type := IEEE-802
Tunnel-Private-Group-Id :="201"
Reply-Message := "Eduroam Funcionarios"
}
}
}
else {
reject
}
}
pre-proxy {

# attr_rewrite

# Uncomment the following line if you want to change attributes
# as defined in the preproxy_users file.
files

# Uncomment the following line if you want to filter requests
# sent to remote servers based on the rules defined in the
# 'attrs.pre-proxy' file.

# attr_filter.pre-proxy

# If you want to have a log of packets proxied to a home
# server, un-comment the following line, and the

# 'detail pre_proxy_log' section, above.

# pre_proxy_log

}



#

# When the server receives a reply to a request it proxied

# to a home server, the request may be massaged here, in the
# post-proxy stage.

#

post-proxy {

# If you want to have a log of replies from a home server,

# un-comment the following line, and the 'detail post_proxy_log
# section, above.

# post_proxy_log

# attr_rewrite

# Uncomment the following line if you want to filter replies from
# remote proxies based on the rules defined in the ‘attrs’ file.

# attr_filter.post-proxy

eap

files.authorize

Post-Proxy-Type Fail {

detail

}
}

} # inner-tunnel server block

Configuracdes do EAP/PEAP/TTLS

Esta secc¢do trata de configurar os protocolos de tunneling e autenticagdo que sdo suportados em EAP. Quando invocado a partir do inner_tunnel, sera
também esta a rotina que ird invocar o modulo mschap para autenticar o utilizador através do ntimauth. Também se define nesta seccéo o certificado a
usar no TTLS e a password que protege a chave privada. E também configurado aqui que quer em TTLS, quer em PEAP, usamos como protocolo de
autenticacéo do tanel interior o MSCHAPV2.

letc/freeradius/eap.conf (v2.x)

letc/freeradius/eap.conf

eap {

## por defeito, usamos TTLS

default_eap_type =ttls # para eap-ttls-mschapv2, seria peap para peap-mschapv2
timer_expire = 60

ignore_unknown_eap_types = no

cisco_accounting_username_bug = no

max_sessions = 4096

# Supported EAP-types

# estes protocolos ndo sédo proprios para eduroam, e sdo desactivados

#md5 {

#auth_type = mschap
#}



## EAP-TLS

# # é necessario configurar esta secgdo para o TTLS

tls {

#

# These is used to simplify later configurations.

#

certdir = ${confdir}/certs

cadir = ${confdir}/certs

#i# isto é a password que foi usada para assinar o certificado.
private_key_password = yyyyyyyy

# colocamos no mesmo ficheiro o certificado e chave privada.
private_key_file = ${certdir}/server.pem

certificate_file = ${certdir}/server.pem

# N&o usamos TLS - e enviar mais dados de certificados atrasa o login/autenticagéo
#CA_file = ${cadir}/ca.pem

dh_file = ${certdir}/dh

random_file = /dev/urandom

fragment_size = 1024

CA_path = ${cadir}

# check_cert_issuer = "/C=GB/ST=Berkshire/L=Newbury/O=My Company Ltd"

# check_cert_cn = %{User-Name}
cipher_list = "DEFAULT"

make_cert_command = "${certdir}/bootstrap"
ecdh_curve = "prime256v1"

}

# The TTLS module implements the EAP-TTLS protocol,
ttls {

## obrigatoriamente para nos ligarmos a AD, o protocolo de autenticagdo tem de ser MSCHAPv2
default_eap_type = mschapv2

copy_request_to_tunnel =yes

# # para respostas do inner-tunnel serem devolvidas de volta para o AP
use_tunneled_reply =yes

virtual_server = "inner-tunnel"

}

peap {

default_eap_type = mschapv2

copy_request_to_tunnel =yes
use_tunneled_reply = yes

virtual_server = "inner-tunnel"

}

mschapv2 {



A configuracéo de cache de sessao, ndo é suficiente para fazer a recuperacéo rapida de sessdes, sendo necessario escrever mais c6digo em unlang;
cofri&tal nao foi usada na v2.x.

letc/freeradius/mods-enabled/eap (v3.x)

letc/freeradius/mods-enabled/eap

# -*- text -*-

##

## eap.conf -- Configuration for EAP types (PEAP, TTLS, etc.)
##

## $1d: 9ac2a74cfb6be82624664c0586382138a686c609 $

# Whatever you do, do NOT set 'Auth-Type := EAP'. The server
# is smart enough to figure this out on its own. The most
# common side effect of setting 'Auth-Type := EAP' is that the

# users then cannot use ANY other authentication method.

# EAP types NOT listed here may be supported via the "eap2" module.
# See experimental.conf for documentation.

#

eap {

# Invoke the default supported EAP type when

# EAP-Identity response is received.

#

# The incoming EAP messages DO NOT specify which EAP
# type they will be using, so it MUST be set here.

#

# For now, only one default EAP type may be used at a time.
#

# If the EAP-Type attribute is set by another module,

# then that EAP type takes precedence over the

# default type configured here.

#

default_eap_type = peap

# A list is maintained to correlate EAP-Response
# packets with EAP-Request packets. After a

# configurable length of time, entries in the list



# expire, and are deleted.
#

timer_expire =60

# There are many EAP types, but the server has support
# for only a limited subset. If the server receives

# arequest for an EAP type it does not support, then

# it normally rejects the request. By setting this

# configuration to "yes", you can tell the server to

# instead keep processing the request. Another module
# MUST then be configured to proxy the request to

# another RADIUS server which supports that EAP type.

# If another module is NOT configured to handle the
# request, then the request will still end up being
# rejected.

ignore_unknown_eap_types = no

# Cisco AP1230B firmware 12.2(13)JA1 has a bug. When given
# a User-Name attribute in an Access-Accept, it copies one

# more byte than it should.

#

# We can work around it by configurably adding an extra

# zero byte.

cisco_accounting_username_bug = no

#

# Help prevent DoS attacks by limiting the number of
# sessions that the server is tracking. For simplicity,
# this is taken from the "max_requests" directive in

# radiusd.conf.

max_sessions = ${max_requests}

# Supported EAP-types

#

# We do NOT recommend using EAP-MD5 authentication
# for wireless connections. It is insecure, and does

# not provide for dynamic WEP keys.

#



#md5 {

#}

#

# EAP-pwd -- secure password-based authentication
#

# pwd {

# group = 19

#

# server_id = theserver@example.com

# This has the same meaning as for TLS.

# fragment_size = 1020

# The virtual server which determines the

# "known good" password for the user.

# Note that unlike TLS, only the "authorize"

# section is processed. EAP-PWD requests can be

# distinguished by having a User-Name, but

# no User-Password, CHAP-Password, EAP-Message, etc.
# virtual_server = "inner-tunnel"

#}

# Cisco LEAP

# We do not recommend using LEAP in new deployments. See:

# http://www.securiteam.com/tools/5STP012ACKE.html

# Cisco LEAP uses the MS-CHAP algorithm (but not

# the MS-CHAP attributes) to perform it's authentication.

# As aresult, LEAP *requires* access to the plain-text
# User-Password, or the NT-Password attributes.

# 'System' authentication is impossible with LEAP.

#

#leap {

#}

# Generic Token Card.
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#

#

Currently, this is only permitted inside of EAP-TTLS,
or EAP-PEAP. The module "challenges" the user with
text, and the response from the user is taken to be

the User-Password.

Proxying the tunneled EAP-GTC session is a bad idea,
the users password will go over the wire in plain-text,

for anyone to see.

#gtc {

#

#

The default challenge, which many clients

ignore..

#challenge = "Password: "

#

#

The plain-text response which comes back
is put into a User-Password attribute,

and passed to another module for
authentication. This allows the EAP-GTC
response to be checked against plain-text,

or crypt'd passwords.

If you say "Local" instead of "PAP", then
the module will look for a User-Password
configured for the request, and do the

authentication itself.

# auth_type = PAP

#}

## Common TLS configuration for TLS-based EAP types

#

#

See raddb/certs/README for additional comments

on certificates.

If OpenSSL was not found at the time the server was

built, the "tls", "ttls", and "peap" sections will
be ignored.
If you do not currently have certificates signed by



# atrusted CA you may use the 'snakeoil' certificates.

# Included with the server in raddb/certs.

# If these certificates have not been auto-generated:
# cd raddb/certs

# make

# These test certificates SHOULD NOT be used in a normal
# deployment. They are created only to make it easier
# to install the server, and to perform some simple

# tests with EAP-TLS, TTLS, or PEAP.

# See also:

# http://www.dslreports.com/forum/remark,9286052~mode=flat

# Note that you should NOT use a globally known CA here!
# e.g. using a Verisign cert as a "known CA" means that

# ANYONE who has a certificate signed by them can

# authenticate via EAP-TLS! This is likely not what you want.
tls-config tls-common {

private_key_password = yyyyyyyy

private_key_file = ${certdir}/key.pem

# If Private key & Certificate are located in
# the same file, then private_key_file &
# certificate_file must contain the same file

# name.

# If ca_file (below) is not used, then the
# certificate_file below MUST include not
# only the server certificate, but ALSO all
# of the CA certificates used to sign the
# server certificate.

certificate_file = ${certdir}/server.pem

# Trusted Root CA list
#
# ALL of the CA's in this list will be trusted

# to issue client certificates for authentication.
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# In general, you should use self-signed
# certificates for 802.1x (EAP) authentication.
# In that case, this CA file should contain

# *one* CA certificate.

# This parameter is used only for EAP-TLS,

# when you issue client certificates. If you do

# not use client certificates, and you do not want
# to permit EAP-TLS authentication, then delete
# this configuration item.

#ca_file = ${cadir}/ca.pem

#

# If OpenSSL supports TLS-PSK, then we can use
# a PSK identity and (hex) password. When the

# following two configuration items are specified,

# then certificate-based configuration items are

# not allowed. e.g.:

#

# private_key_password

# private_key_file

# certificate_file

# ca_file

# ca_path

#

# For now, the identity is fixed, and must be the

# same on the client. The passphrase must be a hex

# value, and can be up to 256 hex digits.

# Future versions of the server may be able to

# look up the shared key (hexphrase) based on the
# identity.

#

# psk_identity = "test"

# psk_hexphrase = "036363823"

#
# For DH cipher suites to work, you have to

# run OpenSSL to create the DH file first:



#
# openssl dhparam -out certs/dh 1024
#

dh_file = ${certdir}/dh

#

# If your system doesn't have /dev/urandom,
# you will need to create this file, and

# periodically change its contents.

#

# For security reasons, FreeRADIUS doesn't
# write to files in its configuration

# directory.

#

# random_file = ${certdir}/random

#

# This can never exceed the size of a RADIUS

# packet (4096 bytes), and is preferably half

# that, to accommodate other attributes in

# RADIUS packet. On most APs the MAX packet
# length is configured between 1500 - 1600

# In these cases, fragment size should be

# 1024 or less.

#

fragment_size = 1024

# include_length is a flag which is

# by default set to yes If set to

# yes, Total Length of the message is
# included in EVERY packet we send.
# If set to no, Total Length of the

# message is included ONLY in the

# First packet of a fragment series.

#

# include_length = yes

# Check the Certificate Revocation List
#

# 1) Copy CA certificates and CRLs to same directory.



# 2) Execute 'c_rehash <CA certs&CRLs Directory>'.
# 'c_rehash'is OpenSSL's command.

# 3) uncomment the line below.

# 5) Restart radiusd

check_crl =no

#ca_path = ${cadir}

# If check_cert_issuer is set, the value will
# be checked against the DN of the issuer in
# the client certificate. If the values do not
# match, the certificate verification will fail,

# rejecting the user.

# In 2.1.10 and later, this check can be done

# more generally by checking the value of the
# TLS-Client-Cert-Issuer attribute. This check
# can be done via any mechanism you choose.
#

# check_cert_issuer = "/C=GB/ST=Berkshire/L=Newbury/O=My Company Ltd"

# If check_cert_cn is set, the value will
# be xlat'ed and checked against the CN
# in the client certificate. If the values
# do not match, the certificate verification

# will fail rejecting the user.

# This check is done only if the previous
# "check_cert_issuer" is not set, or if

# the check succeeds.

# In 2.1.10 and later, this check can be done

# more generally by checking the value of the
# TLS-Client-Cert-CN attribute. This check

# can be done via any mechanism you choose.
#

# check_cert_cn = %{User-Name}

#

# Set this option to specify the allowed



# TLS cipher suites. The format is listed
#in "man 1 ciphers".

cipher_list = "DEFAULT"

#

# Elliptical cryptography configuration
#

# Only for OpenSSL >= 0.9.8.f

#

ecdh_curve = "prime256v1"

# Session resumption / fast reauthentication

# cache.

# The cache contains the following information:

# session Id - unique identifier, managed by SSL
# User-Name - from the Access-Accept
# Stripped-User-Name - from the Access-Request

# Cached-Session-Policy - from the Access-Accept

# The "Cached-Session-Policy" is the name of a

# policy which should be applied to the cached

# session. This policy can be used to assign

# VLANS, IP addresses, etc. It serves as a useful
# way to re-apply the policy from the original

# Access-Accept to the subsequent Access-Accept

# for the cached session.

# On session resumption, these attributes are
# copied from the cache, and placed into the

# reply list.

# You probably also want "use_tunneled_reply = yes"
# when using fast session resumption.
#

cache {



# Enable it. The default is "no".
# Deleting the entire "cache" subsection

# also disables caching.

# You can disallow resumption for a

# particular user by adding the following
# attribute to the control item list:

#

# Allow-Session-Resumption = No

#

# If "enable = no" below, you CANNOT
# enable resumption for just one user

# by setting the above attribute to "yes".
#

enable =yes

#

# Lifetime of the cached entries, in hours.
# The sessions will be deleted after this
# time.

#

lifetime = 24 # hours

#

# The maximum number of entries in the

# cache. Setto "0" for "infinite".

#

# This could be set to the number of users
# who are logged in... which can be a LOT.
#

max_entries = 255

# Internal "name" of the session cache.
# Used to distinguish which TLS context

# sessions belong to.

# The server will generate a random value

# if unset. This will change across server



#

#

#

restart so you MUST set the "name" if you

want to persist sessions (see below).

#name = "EAP module"

#

#

Simple directory-based storage of sessions.
Two files per session will be written, the SSL
state and the cached VPs. This will persist session

across server restarts.

The server will need write perms, and the directory

should be secured from anyone else. You might want

a script to remove old files from here periodically:

find ${logdir}/tiscache -mtime +2 -exec rm -f {} \;

This feature REQUIRES "name" option be set above.

#persist_dir = "${logdir}/tiscache"

}

H*

H*

#

#

As of version 2.1.10, client certificates can be
validated via an external command. This allows

dynamic CRLs or OCSP to be used.

This configuration is commented out in the
default configuration. Uncomment it, and configure

the correct paths below to enable it.

#verify {

#

#

A temporary directory where the client
certificates are stored. This directory
MUST be owned by the UID of the server,
and MUST not be accessible by any other
users. When the server starts, it will do
"chmod go-rwx" on the directory, for
security reasons. The directory MUST

exist when the server starts.



#
# You should also delete all of the files
# in the directory when the server starts.

# tmpdir = /tmp/radiusd

# The command used to verify the client cert.
# We recommend using the OpenSSL command-line

# tool.

# The ${..ca_path} text is a reference to

# the ca_path variable defined above.

# The %{TLS-Client-Cert-Filename} is the name

# of the temporary file containing the cert

# in PEM format. This file is automatically

# deleted by the server when the command

# returns.

# client = "/path/to/openssl verify -CApath ${..ca_path} %{TLS-Client-Cert-Filename}"

#

# OCSP Configuration

# Certificates can be verified against an OCSP
# Responder. This makes it possible to immediately
# revoke certificates without the distribution of
# new Certificate Revocation Lists (CRLsS).

#

ocsp {

#

# Enable it. The default is "no".

# Deleting the entire "ocsp" subsection

# also disables ocsp checking

#

enable = no

#

# The OCSP Responder URL can be automatically
# extracted from the certificate in question.

# To override the OCSP Responder URL set

# "override_cert_url = yes".



#

override_cert_url = yes

# If the OCSP Responder address is not
# extracted from the certificate, the

# URL can be defined here.

# Limitation: Currently the HTTP
# Request is not sending the "Host: "
# information to the web-server. This
# can be a problem if the OCSP

# Responder is running as a vhost.

url = "http://127.0.0.1/ocsp/"

#

# If the OCSP Responder can not cope with nonce

# in the request, then it can be disabled here.

#

# For security reasons, disabling this option

# is not recommended as nonce protects against

# replay attacks.

#

# Note that Microsoft AD Certificate Services OCSP

# Responder does not enable nonce by default. It is

# more secure to enable nonce on the responder than
# to disable it in the query here.

# See http://technet.microsoft.com/en-us/library/cc770413%28WS.10%29.aspx
#

# use_nonce = yes

#
# Number of seconds before giving up waiting
# for OCSP response. 0 uses system default.
#

# timeout = 0
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# Normally an error in querying the OCSP

# responder (no response from server, server did
# not understand the request, etc) will result in
# a validation failure.

#

# To treat these errors as 'soft' failures and

# still accept the certificate, enable this

# option.

#

# Warning: this may enable clients with revoked
# certificates to connect if the OCSP responder
# is not available. Use with caution.

#

# softfail = no

}

}

## EAP-TLS

#

# As of Version 3.0, the TLS configuration for TLS-based
# EAP types is above in the "tls-config" section.

#

#tls {

# Point to the common TLS configuration

tls = tls-common

#

# As part of checking a client certificate, the EAP-TLS

# sets some attributes such as TLS-Client-Cert-CN. This
# virtual server has access to these attributes, and can
# be used to accept or reject the request.

#

# virtual_server = check-eap-tls

#

## EAP-TTLS
#
# The TTLS module implements the EAP-TTLS protocol,

# which can be described as EAP inside of Diameter,



# inside of TLS, inside of EAP, inside of RADIUS...

#

# Surprisingly, it works quite well.

#

ttls {

# Which tls-config section the TLS negotiation parameters

# are in - see EAP-TLS above for an explanation.

# In the case that an old configuration from FreeRADIUS
# v2.x is being used, all the options of the tls-config

# section may also appear instead in the 'tls' section

# above. If that is done, the tls= option here (and in

# tls above) MUST be commented out.

#

tls = tls-common

# The tunneled EAP session needs a default EAP type

# which is separate from the one for the non-tunneled

# EAP module. Inside of the TTLS tunnel, we recommend
# using EAP-MDS5. If the request does not contain an

# EAP conversation, then this configuration entry is

# ignored.

#

default_eap_type = mschapv2

# The tunneled authentication request does not usually
# contain useful attributes like 'Calling-Station-1d’,

# etc. These attributes are outside of the tunnel,

# and normally unavailable to the tunneled

# authentication request.

# By setting this configuration entry to 'yes',
# any attribute which is NOT in the tunneled
# authentication request, but which IS available
# outside of the tunnel, is copied to the tunneled

# request.

# allowed values: {no, yes}
#

copy_request_to_tunnel = yes



# The reply attributes sent to the NAS are usually

# based on the name of the user 'outside’ of the

# tunnel (usually '‘anonymous’). If you want to send
# the reply attributes based on the user name inside
# of the tunnel, then set this configuration entry to

# 'yes', and the reply to the NAS will be taken from

# the reply to the tunneled request.

# allowed values: {no, yes}
#

use_tunneled_reply = yes

# The inner tunneled request can be sent
# through a virtual server constructed

# specifically for this purpose.

# If this entry is commented out, the inner
# tunneled request will be sent through

# the virtual server that processed the

# outer requests.

#

virtual_server = "inner-tunnel"

# This has the same meaning, and overwrites, the
# same field in the "tIs" configuration, above.

# The default value here is "yes".

#

# include_length = yes

#

# Unlike EAP-TLS, EAP-TTLS does not require a client
# certificate. However, you can require one by setting the
# following option. You can also override this option by

# setting

#

# EAP-TLS-Require-Client-Cert = Yes

#

# in the control items for a request.



#
require_client_cert = no

}

## EAP-PEAP

#

#

#

#

# If you see the server send an Access-Challenge,
# and the client never sends another Access-Request,
# then

#

# STOP!

#

# The server certificate has to have special OID's
# in it, or else the Microsoft clients will silently

# fail. See the "scripts/xpextensions" file for

# details, and the following page:

#

# http://support.microsoft.com/kb/814394/en-us

#

# For additional Windows XP SP2 issues, see:

#

# http://support.microsoft.com/kb/885453/en-us

#

#

# If is still doesn't work, and you're using Samba,
# you may be encountering a Samba bug. See:

#

# https://bugzilla.samba.org/show_bug.cgi?id=6563
#

# Note that we do not necessarily agree with their
# explanation... but the fix does appear to work.

#
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#

# The tunneled EAP session needs a default EAP type

# which is separate from the one for the non-tunneled

# EAP module. Inside of the TLS/PEAP tunnel, we

# recommend using EAP-MS-CHAPV2.

#

peap {

# Which tls-config section the TLS negotiation parameters

# are in - see EAP-TLS above for an explanation.

# In the case that an old configuration from FreeRADIUS
# v2.x is being used, all the options of the tls-config

# section may also appear instead in the 'tls' section

# above. If that is done, the tls= option here (and in

# tls above) MUST be commented out.

#

tls = tlIs-common

# The tunneled EAP session needs a default

# EAP type which is separate from the one for

# the non-tunneled EAP module. Inside of the

# PEAP tunnel, we recommend using MS-CHAPv2,
# as that is the default type supported by

# Windows clients.

#

default_eap_type = mschapv2

# The PEAP module also has these configuration
# items, which are the same as for TTLS.

#

copy_request_to_tunnel = yes

use_tunneled_reply = yes

# When the tunneled session is proxied, the
# home server may not understand EAP-MSCHAP-V2.
# Set this entry to "no" to proxy the tunneled
# EAP-MSCHAP-V2 as normal MSCHAPv2.

#



proxy_tunneled_request_as_eap = yes

# The inner tunneled request can be sent
# through a virtual server constructed

# specifically for this purpose.

# If this entry is commented out, the inner
# tunneled request will be sent through

# the virtual server that processed the

# outer requests.

#

virtual_server = "inner-tunnel"

# This option enables support for MS-SoH
# see doc/SoH.txt for more info.

# It is disabled by default.

#

# soh = yes

#

# The SoH reply will be turned into a request which
# can be sent to a specific virtual server:

#

# soh_virtual_server = "soh-server"

#

# Unlike EAP-TLS, PEAP does not require a client certificate.
# However, you can require one by setting the following

# option. You can also override this option by setting

#

# EAP-TLS-Require-Client-Cert = Yes

#

# in the control items for a request.

#

require_client_cert = no

}

#

# This takes no configuration.



# Note that it is the EAP MS-CHAPV2 sub-module, not

# the main 'mschap' module.

# Note also that in order for this sub-module to work,

# the main 'mschap' module MUST ALSO be configured.

# This module is the *Microsoft* implementation of MS-CHAPv2
# in EAP. There is another (incompatible) implementation

# of MS-CHAPv2 in EAP by Cisco, which FreeRADIUS does not
# currently support.

#

mschapv2 {

# Prior to version 2.1.11, the module never

# sent the MS-CHAP-Error message to the

# client. This worked, but it had issues

# when the cached password was wrong. The

# server *should* send "E=691 R=0" to the

# client, which tells it to prompt the user

# for a new password.

# The default is to behave as in 2.1.10 and
# earlier, which is known to work. If you

# set "send_error = yes", then the error

# message will be sent back to the client.

# This *may* help some clients work better,
# but *may* also cause other clients to stop
# working.

#

# send_error = no

}

}

Dicionéarios

Os dicionarios sé&o o que permite referenciar atributos RADIUS por nomes. Ou seja, séo tabelas que traduzem um valor inteiro para um nome/string.
Como ja referimos, existem atributos standard e atributos associados a fabricantes.

letc/freeradius/dictionary

Estabelece a relagdo entre atributos/nomes e os codigos transmitidos nos pacotes RADIUS. Aguando o suporte de hardware novo, se se pretende usar
atributos especificos de algum vendor, ha que verificar se o freeradius ja tras o dicionério, ou inclui-lo neste ficheiro.



O atributo acrescentado, Operator-Name, € Unico a cada instituicdo na confederagdo EDUROAM, e pretende identificar a instituicdo nas mensagens
trocadas para facilitar o processo de debugging de problemas. Entretanto, ha também que use o CUI, mas ao nivel da federacéo PT ainda nédo é usado.

letc/freeradius/dictionary

ATTRIBUTE Operator-Name 126 string

ATTRIBUTE Chargeable-User-Identity 89 string

Veja mais sobre Attribute-Value Pairs (AVP) em http://www.cisco.com/en/US/products/sw/secursw/ps2086
/p@}lcts_user_guide_chapter09186a008007e6b7.html

Filtros/propriedades de utilizadores

Existem varios capacidades de tratamento da autenticacao de utilizadores ao nivel do
FreeRADIUS, desde:

as directivas unlang para reenforcar o formato user@dominio, na seccao authorize do
tunel exterior;

a lista de MACs/utilizadores bloqueados em unland/MySQL;

os ficheiros da familia users, que lidam com propriedades de utilizadores;

os ficheiros da familia attrs, que permitem construir filtros baseados nas propriedades
RADIUS relacionadas com as mensagens trocadas para autenticacao.

Filtros unlang

Existem varios filtros unlang que acrescentamos, entre 0os quais, os filtros da entrada do
processamento do tunel exterior e a blacklist eduroam, no ficheiro default. Ver também o
capitulo lista negra/ficheiro policy.conf.

letc/freeradius/users (v2.x)

letc/freeradius/mods-config/files/authorize (v3.x)

Ja usamos em tempos o ficheiro de users como ponto central para definir a autenticacéo de utilizadores; no entanto, um unlang temos mais controle, e
conseguimos definir melhor em que pontos do processo as ligacdes ao LDAP s&o feitas. Hoje em dia, sé usamos este ficheiro para definir as passwords
temporarias do nosso realm para eventos guest.iscte. Neste ficheiro, pode-se "programar"” o tratamento dado aos utilizadores, de forma a descrever a
interaccdes destes com as varias fases do tratamento da autenticacdo, que tipo de logins sédo aceitados ou rejeitados, e a atribuicdo de VLANs de acordo
com grupos. E mais simples lidar com questdes de utilizadores neste ficheiro do que com unlang (ou néo é, na altura de run-time torna-se mais
complicado perceber onde as directivas tém efeito).

Note-se que o processamento de directivas neste ficheiro € ligeiramente mais lento que através do unlang.

Neste ficheiro, a sintaxe é colocar os itens a verificar na primeira linha, e as respostas a devolver na(s) linha(s) seguintes. Uma linha em branco significa
que esse bloco de tratamento terminou, e se pretendermos outro seguimos a mesma sintaxe.

Para equipamento Cisco as VLAN's fornecidas pelo FREERADIUS tém de estar configuradas no equipamento. Caso falte a configuragdo no equipamento
d AN enviada pelo FreeRadius o AP utiliza a VLAN associada ao SSID a que o utilizador se associou. O protocolo RADIUS né&o tem qualquer
provisdo para colocar em VLANs de quarentena autenticag6es falhadas. Uma autenticacao falhada é um acesso rejeitado.

embora exista um campo Reply-Message, a maior parte dos drivers de sistemas operativos ignoram a mensagem que tém de volta.


http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_chapter09186a008007e6b7.html
http://www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_chapter09186a008007e6b7.html

Como exemplo, aqui ficam alguns utilizadores definidos para a rede guest, que é usada em EAP-TTLS +MSCHAPv2

letc/freeradius/mods-config/files/authorize

guest 1 Cl eartext-Password : = "XXXXXXXXXXXX"
guest 2 d eartext-Password := "yyyyyyyyyyyy"
guest 3 Cl eartext-Password : = "zzzzz227272727"
guest 4 Cl eartext-Password : = "kkkkkkkkkkkk"
guest 5 Cl eart ext - Password : = " WAWMWWWWWWWWW'

Para gerar o ficheiro de users guest, cada vez que ha um evento, é necessario correr o seguinte script e fazer restart ao FreeRadius.

make_guest.sh

#! / bi n/ bash
FI LE=/ et c/ freer adi us/ nods- config/fil es/authorize
cat /dev/null > $FILE
for i in {1..40}
do
PASS=" makepasswd --chars=12"
echo -e guest$i @uest.iscte"\t"$PASS
echo -e guest$i"\tC eartext-Password := \"$PASS\"" >> $FI LE
echo >> $FI LE
done

O Ficheiro users exemplo esta aqui apenas por uma razao histérica, e ndo é para usar na configuracéo corrente. O trabalho de atribuicdo de VLAN esta
feito em unlang na seccéo de servidores virtuais.



letc/freeradius/users

# Rejeita tentativas de autenticacdo de utilizadores com doninios |ocais

DEFAULT Real m =~ ".*\\.iscte\\.local", Auth-Type := Reject
# Rejeita utilizadores de subdom ni os
DEFAULT Real m =~ ".*\\.iscte\\.pt", Auth-Type := Reject

# se emroanming, ndo retorna atributos - mas autentica.
# A verificacdo de Operator-Nanme deve vir emprineiro, para mnimzar queries LDAP.
DEFAULT Operator-Nane =~ "1*", Realm == "iscte.pt", Ldap-G oup == "Funcionari os"

# autenticacdo do Domi nio

DEFAULT Real m == "iscte.pt", Ldap-G oup == "Funcionari os"
Servi ce-Type = "Franed- User",
Repl y- Message = "Eduroam | SCTE",
Framed- MTU = 1300,
Tunnel - Type = VLAN,
Tunnel - Medi um Type = | EEE- 802,
Tunnel - Private-Goup-1d = "200"

# se emroanming, ndo retorna atributos
DEFAULT Operator-Nane =~ "1*", Realm == "iscte.pt", Ldap-Goup == "Al unos"

DEFAULT Real m == "iscte.pt", Ldap-Goup == "Al unos"
Servi ce-Type = "Franed- User",
Repl y- Message = "Eduroam Al unos",
Franmed- MTU = 1300,
Tunnel - Type = VLAN,
Tunnel - Medi um Type = | EEE- 802,
Tunnel - Private-Goup-1d = "201"

# ndo necessita de testar se roaning, porque convidado.local ndo é um endereco privado
DEFAULT Real m == "guest.iscte", Ldap-G oup == "Convi dados"

Servi ce- Type = "Franed- User",

Repl y- Message = " Convi dados Event os",

Franed- MTU = 1300,

Tunnel - Type = VLAN,

Tunnel - Medi um Type = | EEE- 802,

Tunnel - Private-Goup-1d = "202"

## os utilizadores que ndo sejamdo donminio local, ficamna VLAN EDUROAM
DEFAULT Real m!= iscte.pt"

Service-Type = "Franed- User",

Repl y- Message = "Edur oam Roani ng",

Tunnel - Medi um Type = | EEE- 802,

Tunnel - Type = VLAN,

Tunnel - Private-Goup-1d = "203"

## rejeita autenti cacdo dos utilizadores |ocais que ndo tenham nenhum dos grupos anteriores
DEFAULT
Aut h- Type : = Rej ect

O processamento deste ficheiro é mais lento que as directivas unlang, pelo que algum esfor¢o foi realizado para minimizar o seu uso, balanceando a

ra| dﬁt de execugdo com a compreensdo da configuragdo. O atributo Operator-Name nédo existe em pedidos locais, pelo que usamos a sua presenga
para saber que estamos a tratar de autenticacdo em roaming. Embora de qualquer forma, nos filtros de saida a informacéo de VLAN seja filtrada, assim
também usamos menos recursos, incluindo menos espago em disco e menos I/O para quem tem logs detalhados activos. No entanto expressdes
regulares nunca funcionarem muito bem neste ficheiro, pelo que nesses casos, € mesmo melhor usar unlang.

no passado o suporte para weathermap estava neste ficheiro, mas dado termos configurado o freeradius para minimizar as consultas a este ficheiro, e ser
m ento, ele j& ndo é consultado na secgdo authorize. Em consequéncia, adicionamos directivas unlang na secc¢éo authorize. A configuragéo que
estava no freeradius, aconselhada pela federagéo, no ficheiro users era:

# weat herman FCCN - obsol eta, ndo usar.

radi us-teste Aut h- Type : = Rej ect
Repl y- Message == "RADI US OK",
User - Password == "xxXXXX"

Podem se fazer curtos testes também neste ficheiro, desde que a directiva files seja activa no inner-tunnel. Por exemplo, para testar uma password em
Windows:



# snbencrypt kakao

LM Hash NT Hash
3658E2D04E81CC72AAD3B435B51404EE 30600A1973AA628A1F4C2F828C1CFFOC
r ui NT- Password : = Ox30600A1973AA628A1F4C2F828C1CFFOC

letc/freeradius/preproxy_users
Este ficheiro em seguida é consultado antes do reencaminhamento para proxies externos. Se o dominio a tratarmos nao for local, identificamos 0 nosso

operador para em debugging de situagdes de roaming, facilitar a identificacéo da precedéncia das ligagGes; substituimos também qualquer referéncia a
NAS/APs internos pelo nosso enderego de servidor RADIUS. Mascaramos também os IPs internos dos APs locais.

/etc/freeradius/preproxy_users

# This file is simlar to the "users" file. The check itens
# are conpared agai nst the request, but the "reply" itens are
# used to update the proxied packet, not the reply to the NAS.
#
# You can use this file to re-wite requests which are about to
# be sent to a home server.
DEFAULT Real m!= "iscte.pt"

NAS- | P- Address : = 193. 136. 188. 36,

Operator-Nanme := "liscte.pt"

Pode se optar para ndo mascarar o IP de APs internos para facilitar o debugging de problemas de autenticagado de utilizadores em roaming.
O 1 em 1liscte.pt ndo é um erro, mas sim uma convengao.

letc/freeradius/attrs (2.x)

letc/freeradius/mods-config/attr_filter/post-proxy (3.x)

Filtra atributos e valores nos pacotes de RADIUS recebidos e transmitidos. Estabelece politicas de filtragem de mensagens trocadas com NAS e home
servers.



letc/freeradius/attrs

DEFAULT

Service-Type == Framed-User,
Service-Type == Login-User,
Login-Service == TCP-Clear,
Login-TCP-Port <= 65536,
Framed-IP-Address == 255.255.255.254,
Framed-IP-Netmask == 255.255.255.255,
Framed-Protocol == PPP,
Framed-Compression == Van-Jacobson-TCP-IP,
Framed-MTU >= 576,

Framed-Filter-ID =* ANY,
Reply-Message =* ANY,

Proxy-State =* ANY,

EAP-Message =* ANY,
Message-Authenticator =* ANY,
MS-MPPE-Recv-Key =* ANY,
MS-MPPE-Send-Key =* ANY,
MS-CHAP-MPPE-Keys =* ANY,

State =* ANY,

Session-Timeout <= 28800,

Idle-Timeout <= 600,

Port-Limit <= 2,

User-Name=* ANY,
Operator-Name =* ANY,
Class =* ANY,
Calling-Station-ID =* ANY,
Chargeable-User-ldentity =* ANY,
Called-Station-ld =* ANY,
Acct-Status-Type =* ANY,
Acct-Session-ID =* ANY,

Cached-Session-Policy =* ANY

Para ver mais sobre filtros, consultar: http://freeradius.org/radiusd/man/rim_attr_filter.html

letc/freeradius/attrs.pre-proxy (v2.x)

letc/freeradius/mods-config/attr_filter/pre-proxy (v3.x)

O ficheiro attrs.pre-proxy é consultado para filtrar os atributos e correspondentes valores associados que que é permitido enviar para proxies. Ou seja,
séo reencaminhado para os proxies os atributos presentes neste ficheiro.


http://freeradius.org/radiusd/man/rlm_attr_filter.html

letc/freeradius/attrs.pre-proxy

DEFAULT

User-Name =* ANY,
User-Password =* ANY,
CHAP-Password =* ANY,
CHAP-Challenge =* ANY,
MS-CHAP-Challenge =* ANY,
MS-CHAP-Response =* ANY,
EAP-Message =* ANY,
Message-Authenticator =* ANY,
State =* ANY,
NAS-IP-Address =* ANY,
NAS-Identifier =* ANY,
Proxy-State =* ANY,

NAS-IP-Address =* ANY,
NAS-Identifier =* ANY,
NAS-Port-Type =* ANY,

Calling-Station-ld =* ANY

Clientes / entrada da federagdo EDUROAM

O ficheiro clients.conf destina-se a configurar/autorizar todos os clientes passiveis de fazer perguntas ao nosso servidor de Freeradius. Podem usar-se
IPs ou nomes de DNS para identificar equipamentos. A menos que o cliente especial “DEFAULT” seja definido, todos os pedidos de clientes ndo
implicitamente configurados seréo ignorados.

Sao clientes tanto os AP’s como outros servidores RADIUS que utilizem o servidor para efectuar pedidos de autenticagdo/accounting, estejam abaixo ou
acima na hierarquia. O nastype é cisco para equipamento Cisco ou other para outros fabricantes. O campo shortname devera ter nomes diferentes em
todas as suas ocorréncias neste ficheiro.

letc/freeradius/clients.conf (v2.x)



letc/freeradius/clients.conf

client |ocal host {

i paddr = 127.0.0.1

# netmask = 32

secret = kkkkkk

requi re_nessage_aut henticator = no
nastype = other # |ocalhost isn't usually a NAS..
}

client 193.136.188.36 {

i paddr = 193. 136. 188. 36

net mask = 32

secret = XXXXXXX

requi re_nmessage_aut henticator = no
nastype = ot her

}

client 192.168.10.0/24 {

nastype = cisco

secret = qqqgqqqqqqq

shortnane = redel_aps

}

# PROXY NACI ONAL

client 193.136.192.43 {

nastype = ot her

secret = password_a_conbi nar _com FCCN
shortnane = proxyNaci onal 1

}

# PROXY NACI ONAL

client 193.136.192.44 {

nastype = ot her

secret = password_a_conbi nar _com FCCN
shortnane = proxyNaci onal 2

}

letc/freeradius/clients.conf (v3.x)



letc/freeradius/clients.conf

client |ocal host {

i paddr = 127.0.0.1

# netmask = 32

secret = kkkkkk

requi re_nessage_aut henticator = no
nas_type = other # local host isn't usually a NAS..
}

client 193.136.188.36 {

i paddr = 193. 136. 188. 36

net mask = 32

secret = XXXXXXX

requi re_nmessage_aut henticator = no
nas_type = other

}

client 192.168.10.0/24 {

nas_type = cisco

secret = qqqgqqqqqqq

shortnane = redel_aps

}

# PROXY NACI ONAL

client 193.136.192.43 {

nas_type = other

secret = password_a_conbi nar _com FCCN
shortnane = proxyNaci onal 1

}

# PROXY NACI ONAL

client 193.136.192.44 {

nas_type = other

secret = password_a_conbi nar _com FCCN
shortnane = proxyNaci onal 2

}

um AP que ndo estiver neste ficheiro, provocara uma entrada em log: "lgnoring request from unknow client enderego-IP"

Saida para a (con)federacao

O proxy.conf destina-se a configurar a localidade dos dominios, e o reencaminhamento dos dominios a que néao respondemos (proxying). Neste caso
define-se o iscte.pt como local, define-se dominios internos ou logins sem dominio como vazios, para estes ndo serem reencaminhados para a federacéo,
e define-se uma configuracéo de alta disponibilidade usando os dois proxies nacionais da FCCN.

Neste ficheiro sdo definidos os parametros globais para proxying (retrys; timeouts; etc.) bem como os pedidos que seréo “alvo” de proxy ou ndo. O proxy
de um pedido de autenticacéo é decidido com base no Realm contido no User- Name do utilizador que se pretende autenticar.

O Realm é a parte do login que sucede uma ‘@’ ou seja, para um login user@fccn.pt , fccn.pt € o Realm. O Realm especial "~.*.~*" ser4 utilizado para
tratar de todos os pedidos que ndo foram tratados por Realm'’s conhecidos.

E necessario definir o(s) realm’s que sdo conhecidos do servidor para os pedidos de autenticagdo sejam “entregues” no servidor local, e um Realm "~.
*' para encaminhar todos 0s outros para o servidor acima na hierarquia de autenticagao.

A directiva NULL é usada para os casos de utilizadores sem dominio. Se for pretendido que utilizadores sem dominio se autentiquem, ter-se-a de colocar
uma configuragéo idéntica ao dominio, e modificar o ficheiro users para permitir na regexp utilizadores sem @.

Ja ndo usamos suffix em todos os locais que fazemos proxying, mas sim unlang, o que nos da mais controle sobre o processo.

Nos pedidos a encaminhar para o Proxy Nacional é fundamental ter a opgao nostrip, porque por omisséo o servidor retirarda o REALM do username. Os
pedidos que saiam da instituicdo sem REALM ser&o descartados no Proxy Nacional por ndo ser possivel identificar qual o seu destino.
O "~.*" substitui 0o DEFAULT, para nos logs do f_ticks aparecer o dominio ao invés da string DEFAULT.

letc/freeradius/proxy.conf

O proxy.conf define a configurac&o de tratamento a dar aos realms, e decidir quando se reencaminha pacotes para a federagéo.


mailto:user@fccn.pt

letc/freeradius/proxy.conf

## autenticacdo |ocal de @scte. pt
real miscte. pt {

type = aut h+acct

secret = wirel essiscte

aut hhost = LOCAL

acct host = LOCAL

nostrip

}

## autenticacdo de convi dados (opcional)
real m guest.iscte {

type = aut h+acct

secret = wirel essiscte

aut hhost = LOCAL

acct host = LOCAL

}

## ignore users@oni ni ol ocal wi ndows
realm"~ *\\.iscte\\.local $" {

}

## ignora subdomi nos de iscte. pt
realm"~ *\\.iscte\\.pt$" {

}

real m LOCAL {

# If we do not specify a server pool, the realmis LOCAL, and
# requests are not proxied to it.

}

real m NULL {

}

## 1o proxy nacional

home_server cv-radius {

type = aut h+acct

i paddr = 193.136. 192. 43

port = 1812

secret = password_a_conbi nar _com FCCN
st atus_check = status-server

requi re_nessage_aut henticator = yes
num answers_to_alive = 3

}

## 20 proxy nacional

honme_server cv2-radius {

type = aut h+acct

i paddr = 193.136.192. 44

port = 1812

secret = password_a_conbi nar _com FCCN
status_check = status-server

requi re_nessage_aut henticator = yes
num answers_to_alive = 3

}

## configuracdo de failover, se falha o prineiro, tenta o segundo
hone_server _pool EDUROAM {
type = fail-over
home_server = cv-radius
home_server = cv2-radius
}
## todos os domini os que ndo seja iscte.pt caem aqui
##tpara tratanmento da instrugdo suffix
realm"~.*" {
pool = EDUROCAM
nostrip

}

## para tratanento de roteanento de PROXY em unl ang
real m TO_EDUROAM {

pool = EDUROAM

nostrip



o realm/dominio guest.iscte nem sequer precisa de existir no DNS, j& que pela AUP da EDUROAM, nédo pode fazer roaming. Tem é de ser configurado no
ficﬁa}o users para ter VLAN e nas estatisticas para ndo contar como dominios de roaming.

com ligagbes EAP, ndo é recomendado fazer load-balancing, dai a configuragao de fail-over. Ja vimos referéncias ao uso de keyed-balance, mas ainda

n conseguimos colocar a trabalhar com sucesso.

Logs detalhados

O FreeRadius nesta corrente configuragéo, esta configurado para criar logs detalhados das diversas fases transacgdes de autenticagdo, para as
processar no fim do més, de forma a possibilitar a FCCN recolher dados estatisticos.

Estes logs sdo guardados no directério a seguir descrito. Consulte o capitulo de Resolucdo de Problemas para descricdo do formato deste directorio.

/var/log/freeradius/radacct

Para os logs detalhados configurados a seguir em varios locais funcionarem, tem de se criar o directério que os vai alojar:
Portanto, faca-se:

mkdir -p /var/log/freeradius/radacct

chown -R freerad.freerad /var/log/freeradius

chmod 755 /var/log/freeradius/radacct

Mesmo que se decida ndo usar o detail, nomeadamente por usar possivelmente de futuro uma alternativa as estatisticas, convém criar este directorio ja
q caso de necessidade de debugging, ele ja estara la4. As permissdes tem de ser freerad.freerad o daemon freeradius escrever no directério.

Ligacdo ao MySQL

O FreeRADIUS tem a possibilidade de fazer trabalhar com bases de dados, sendo que desta forma, torna-se mais facil consultar o histérico dos logins
efectuados.

No nosso caso, seleccionamos o MySQL.
Poderao ser criadas varias tabelas nesta modalidade, no entanto para logging e accounting, s6 sdo usadas as tabelas radacct e radpostauth. Usamos
também uma tabela criada por nés, banned_list para cumprir a exigéncia da confederagdo EDUROAM de ter capacidade de banir MACs de maquinas

/utilizadores.

Do lado do servidor MySQL, faz-se:

create database radius;
grant all on radius.* to radius@adi us.iscte.pt identified by "XXXXXXXXX";
flush privileges;

Em seguida para popular a BD radius, ha que correr um script em SQL presente no servidor:

(sql remoto)

nysql -u root -p radius --host=nysqgl.local < /etc/freeradius/sql/nysql/schema. sql # (v2.x)
nysqgl -u root -p radius --host=nysql.local < /etc/freeradius/nmods-config/sql/min/nysql/schema.sql # (v3.Xx)

(sql local)
nysqgl -u root -p radius < /etc/freeradius/sql/nysqgl/schema. sql # (v2.x)

nysql -u root -p radius < /etc/freeradius/nods-config/sql/min/nysql/schema.sql # (v3.Xx)

Caso tenha problemas com o schema.sq|, as instrugées de cria¢éo sdo as seguintes (v2.x):



CREATE TABLE radacct (

radacctid bigint(21) NOT NULL auto_increnent,
acct sessionid varchar(64) NOT NULL default "',
acctuni quei d varchar(32) NOT NULL default "',
usernane varchar(64) NOT NULL default "',
groupnane varchar(64) NOT NULL default '',

real mvarchar (64) default "',

nasi paddress varchar (15) NOT NULL default '',
nasportid varchar(15) default NULL,

nasporttype varchar(32) default NULL,
acctstarttime datetine NULL default NULL,
acctstoptinme datetine NULL default NULL,
acctsessiontinme int(12) default NULL,

acct aut hentic varchar(32) default NULL,
connectinfo_start varchar(50) default NULL,
connecti nfo_stop varchar(50) default NULL,
acctinputoctets bigint(20) default NULL,
acctout putoctets bigint(20) default NULL,

cal | edstationid varchar(50) NOT NULL default "',
cal lingstationid varchar(50) NOT NULL default '',
acctterm natecause varchar(32) NOT NULL default "',
servi cetype varchar(32) default NULL,
framedprotocol varchar(32) default NULL,

franmedi paddress varchar (15) NOT NULL default '',
acctstartdelay int(12) default NULL,

acct stopdel ay int(12) default NULL,

xascendsessi onsvrkey varchar (10) default NULL,
PRI MARY KEY (radacctid),

KEY user nane (usernane),

KEY franedi paddress (franedi paddress),

KEY acct sessionid (acctsessionid),

KEY acctsessiontime (acctsessiontine),

KEY acctuni quei d (acctuni queid),

KEY acctstarttine (acctstarttine),

KEY acctstoptinme (acctstoptine),

KEY nasi paddress (nasi paddress)

)

v3.X



CREATE TABLE radacct (
radacctid bigint(21) NOT NULL auto_increnent,
acctsessionid varchar(64) NOT NULL default "',
acctuni quei d varchar(32) NOT NULL default "',
usernane varchar(64) NOT NULL default "',
groupnane varchar(64) NOT NULL default '',
real mvarchar (64) default "',
nasi paddress varchar (15) NOT NULL default "',
nasportid varchar(50) default NULL,
nasporttype varchar(32) default NULL,
acctstarttime datetime NULL default NULL,
acctupdatetime datetime NULL default NULL,
acctstoptinme datetinme NULL default NULL,
acctinterval int(12) default NULL,
acctsessiontine int(12) unsigned default NULL,
acctaut hentic varchar(32) default NULL,
connectinfo_start varchar(50) default NULL,
connectinfo_stop varchar(50) default NULL,
acctinputoctets bigint(20) default NULL,
acctout put octets bigint(20) default NULL,
cal | edstationid varchar(50) NOT NULL default "',
cal lingstationid varchar(50) NOT NULL default "',
acctterm nat ecause varchar(32) NOT NULL default "',
servi cetype varchar (32) default NULL,
framedprotocol varchar(32) default NULL,
franmedi paddress varchar(15) NOT NULL default '',
PRI MARY KEY (radacctid),
UNI QUE KEY acct uni queid (acctuni queid),
KEY usernane (usernane),
KEY framedi paddress (franedi paddress),
KEY acct sessionid (acctsessionid),
KEY acctsessiontine (acctsessiontinge),
KEY acctstarttime (acctstarttinme),
KEY acctinterval (acctinterval),
KEY acctstoptinme (acctstoptine),
KEY nasi paddr ess (nasi paddress)

) ENG NE = | NNODB;

CREATE TABLE radpostauth (
idint(11) NOT NULL auto_increnent,
user nane varchar(64) NOT NULL default "',
pass varchar (64) NOT NULL default "',
reply varchar(32) NOT NULL default '',
aut hdate timestanp NOT NULL,
PRI MARY KEY (i d)

) ENG NE = | NNODB;

Como optimizacéo para ambientes de largo uso, pode também fazer-se partitioning das tabelas. Atencéo que isso tem consequéncias ao nivel dos
qt@s, entre os quais se necessitar de usar ORDER BY para ter resultados de queries ordenados por id ou no tempo (o comportamento por defeito sem
0 partitioning). Outra das optimiza¢Ges que se pode fazer em innoDB é usar a directiva innodb_file_per_table=1 na sec¢éo [ mysqld ] do ficheiro my.cnf,
para criar um ficheiro por cada tabela.

use radius
ALTER TABLE radacct PARTI TI ON BY HASH(radacctid) PARTITI ONS 32;
ALTER TABLE radpostauth PARTI TI ON BY HASH(i d) PARTI TI ONS 32;

O que é partitioning: http://dev.mysql.com/tech-resources/articles/partitioning.html

Para mais optimiza¢des do MySQL, corra o Tunning Primer script https://launchpad.net/mysql-tuning-primer/ e em http://mysqltuner.com


http://dev.mysql.com/tech-resources/articles/partitioning.html
https://launchpad.net/mysql-tuning-primer/+download
http://mysqltuner.com

Do lado do freeRADIUS, é necessario editar varios ficheiros para activar esta configuracdo. Nos ficheiros anteriormente revistos, esta op¢éo ja foi
activada quando possivel. No caso de se ndo optar por esta configuracéo, todos as directivas "sql" activadas nos ficheiros anteriores terédo de ser
comentadas.

Sendo assim, tem-se de definir qual o endereco do servidor, a BD, o login e a password a usar.

das tabelas criadas pelo schema.sq|, a corrente configuragéo s6 usa a radacct e a radpostauth.
na directiva server, deve-se indicar o IP do servidor MySQL e ndo o nome. Os pedidos de DNS caso se indique o nome séo frequentes.

letc/freeradius/sql.conf (v2.x)

letc/freeradius/sql.conf

sql {
dat abase = "nysql "
server = "10.10.1.2" # (nysql.local)

login = "radi us"
password = "XXXXXXXXX"
radi us_db = "radi us"

num sql _socks = 50

/etc/freeradius/mods-available/sql (v3.x)

letc/freeradius/mods-available/sql

# -*- text -*-

#it

## sqgl . conf -- SQ nodul es
#it

sql {

driver = "rlmsql _nysql"

# The dialect of SQL you want to use, this should usually match
# the driver you selected above.

#

# If you're using rimsql_null, then it should be the type of

# dat abase the | ogged queries are going to be executed against.
dialect = "nysql"

# Connection info:

#

server = "10.10.1.2"
port = 3306

login = "radi us"
password = "XXXXXX"

# Dat abase table configuration for everything except Oracle

radi us_db = "radi us"
acct _tablel = "radacct"
acct _table2 = "radacct"

# Allow for storing data after authentication
postaut h_t abl e = "radpost aut h”



# Renove stale session if checkrad does not see a double login
del ete_stal e_sessions = yes

# As of version 3.0, the "pool" section has replaced the
# follow ng configuration itens:

#

# num.sql _socks

# connect_failure_retry_del ay

# lifetine

# max_queries

#

# The connection pool is new for 3.0, and will be used in many
# nodules, for all kinds of connection-related activity.
#

# Wien the server is not threaded, the connection pool

# limts are ignored, and only one connection is used.

#

°
o
=2

{

# Nunber of connections to start
start =5

# M ni mum nunber of connections to keep open
mn =4
Maxi mum nunber of connections

If these connections are all in use and a new one
is requested, the request will NOT get a connection.

Setting 'max' to LESS than the nunmber of threads neans
that some threads may starve, and you will see errors
like "No connections available and at max connection limt"

Setting 'max' to MORE than the nunber of threads neans
that there are nore connections than necessary.

HOHH R HHH R HHH

max = ${thread[ pool ]. max_servers}

# Spare connections to be left idle

#

# NOTE: |dle connections WLL be closed if "idle_tineout"
# is set.

spare = 20

# Nunber of uses before the connection is closed
# 0 nmeans "infinite"
uses = 0

# The lifetine (in seconds) of the connection
lifetime =0

# idle timeout (in seconds). A connection which is
# unused for this length of time will be closed.
idle_tineout = 0

NOTE: Al configuration settings are enforced. If a
connection is closed because of "idle_tinmeout",
"uses", or "lifetine", then the total nunber of
connections MAY fall below "mn". Wen that

happens, it will open a new connection. It wll

al so I og a WARNI NG nessage.

The solution is to either lower the "m n" connections,
or increase lifetine/idle_tinmeout.

HOHH R H R R



# Read dat abase-specific queries
$I NCLUDE ${nodconfdir}/${.: name}/ mai n/ ${di al ect}/ queri es. conf

letc/freeradius/radiusd.conf

Em seguida, aumentam-se também o nimero de pedidos e remove-se o comentario da directiva no ficheiro principal de configuragéo que vai incluir as
configuragdes do ficheiro anterior. O max_servers tem de ser idéntico ao num_sql_socks, ja que é criado um socket por thread.

letc/freeradius/radiusd.conf

max_requests = 10024
max_servers =50

$INCLUDE sql.conf

A partir da v2.2.4, o servidor freeradius faz uma verificagdo da verséo da libssl devido ao heartbleed. No entanto, como a Debian faz patching sem alterar
Vi s, esta verificagdo ndo estéa correcta, pelo que nos obriga a incluir no radiusd.conf a directiva seguinte para arrancar o servico.

security {

allow_vulnerable_openssl = yes

}
A partir da verséo 3.0.6 é também necessério incluir correct_escapes = true para processar os filtros regexp.

letc/freeradius/modules/sql_log (v2.x)

No ficheiro de configuracéo sql_log, é também configurado a possibilidade de usar caracteres em codepage UTF-8. Na v3, é s0 activar o utf8 em mods-
enabled



letc/freeradius/modules/sql_log

sql_log {
path = "${radacctdir}/sql-relay"
acct_table = "radacct"
postauth_table = "radpostauth”

sql_user_name = "%{%{User-Name}:-DEFAULT}"

#

# Setting this to "yes" will allow UTF-8 characters to be
# written to the log file. Otherwise, they are escaped
# as being potentially invalid.

#

utf8 = yes

Start = "INSERT INTO ${acct_table} (AcctSessionld, UserName, \
NASIPAddress, FramedIPAddress, AcctStartTime, AcctStopTime, \
AcctSessionTime, AcctTerminateCause) VALUES \
('%{Acct-Session-Id}', '%{User-Name}', '%{NAS-IP-Address}’, \
'%{Framed-IP-Address}, '%S', '0', '0", ");"
Stop = "INSERT INTO ${acct_table} (AcctSessionld, UserName, \
NASIPAddress, FramedIPAddress, AcctStartTime, AcctStopTime, \
AcctSessionTime, AcctTerminateCause) VALUES \
('%{Acct-Session-Id}, '%{User-Name}', '%{NAS-IP-Address}’, \
'%{Framed-IP-Address}, '0', '%S', '%{Acct-Session-Time}', \
'%{Acct-Terminate-Cause}');"
Alive = "INSERT INTO ${acct_table} (AcctSessionld, UserName, \
NASIPAddress, FramedIPAddress, AcctStartTime, AcctStopTime, \
AcctSessionTime, AcctTerminateCause) VALUES \
(‘%{Acct-Session-Id}, '%{User-Name}', '%{NAS-IP-Address}’, \

'%{Framed-IP-Address}', '0', '0', '%{Acct-Session-Time}',");"

Post-Auth = "INSERT INTO ${postauth_table} \
(username, pass, reply, authdate) VALUES \
('%{User-Name}', '%{User-Password:-Chap-Password}', \

'%{reply:Packet-Type}', '%S');"

Lista negra de utilizadores



A AUP da EDUROAM define que a instituicéo tem de ter mecanismos para bloquear utilizadores. A partida, implementar uma lista para este efeito do lado
do servidor RADIUS tem as suas limitagdes. Nomeadamente, a AUP define que qualquer instituicdo tem de ter a capacidade de bloquear MACs de
equipamento.

Para situagGes complicadas de ataques de servigo, faz mais sentido bloquear MACs nos préprios APs que sobrecarregar os APs e RADIUS com pedidos
de autenticacdo, mesmo que estes ndo sejam autorizados. O bloqueio de MACs também né&o é das melhores formas de bloguear equipamento, devido a
diversos factores, entre os quais néo é a alheio a facilidade em fazer spoofing de MACs.

Quanto a bloquear utilizadores, também néo é uma questao linear. Apenas se consegue bloquear utilizadores eficientemente no tunel interior, sendo que
no externo, o utilizador pode perfeitamente colocar outro utilizador. Ao nivel da instituigo mae, podera também fazer mais sentido retirar o utilizador de
grupos que lhe permitam usar a EDUROAM de que o colocar numa lista negra local. No entanto, tal hip6tese ndo estara colocada de lado, quer por a
vertente transitéria da acgdo, quer em virtude de configuragées locais a isso nos forcarem.

letc/freeradius/policy.conf (v2.x)



letc/freeradius/policy.conf

policy {
local_blacklist {
# Reject Calling-Station-ld-less authentications
if (!(Calling-Station-Id)) {
update reply {
Reply-Message := "No Calling-Station-Id"
}

reject

if (!(User-Name)) {
update reply {
Reply-Message := "No User-Name"
}
reject
}
filter_username
if (Calling-Station-Id =~ /([0-9a-f[{2})[-:]?([0-9a-f[{2})[-:] ?([0-9a-f{2})[-:] ?([0-9a-T{2})[-:] ?([0-9a-T{2})[-:] ?([0-9a-T{2})/i){
update request {

Calling-Station-1d := "%({toupper:%{1}:%{2}:%{3}:%{4}:%{5}.%{6}}"

else {
noop

}

if ("%{sql: SELECT count(*) FROM banned_list WHERE mac_address = '%{Calling-Station-Id}' or username = LOWER('%{User-Name}') }" =

update reply {
Reply-Message = "quarantined, contact ISCTE"

}

reject

}

/etc/freeradius/policy.d/local_blacklist (v3.x)



letc/freeradius/policy.d/local_blacklist

local_blacklist {
# Reject Calling-Station-1d-less authentications
if (!(Calling-Station-1d)) {
update reply {
Reply-Message := "No Calling-Station-Id"
}

reject

if ({(User-Name)) {
update reply {
Reply-Message := "No User-Name"
}
reject
}
filter_username
if (Calling-Station-Id =~ /([0-9a-f}{2})[-]2([0-9a-{2})[-12([0-9a-f{2})[-]2(10-9a-fl{2})[-:]2((0-9a-{2})[-12(10-9a-{2})/i){
update request {

Calling-Station-Id := "%({toupper:%{1}:%{2}:%{3}:%{4}:%{5}:%{6}}"

}
updated
}
else {
noop
}
g) . if ( "%{sqgl: SELECT count(*) FROM banned_list WHERE mac_address = '%{Calling-Station-Id}' or username = LOWER('%{User-Name}') }" I=
# update reply {
# Reply-Message = "quarantined, contact ISCTE"
# }
# reject
# }
}

Para criar uma BD de utilizadores banidos:



create TABLE banned_list (

idint auto_increnent,

mac_address varchar (50) NOT NULL default '',
user name varchar (64) NOT NULL default "',
PRI MARY KEY (i d)

)

Nota: os mac_address tem de usar apenas letras mailsculas, e o username letras mindsculas.

Para inserir um utilizador/equipamento na lista:

use radius
insert into banned_list (mac_address, usernane) values ("60:C5:47:8B: FF: 44", "rffro@scte.pt");
Query OK, 1 row affected (0.00 sec)

Para retirar um utilizador/equipamento da lista:

use radius
del ete from banned_| i st where username="rffro@scte.pt";

O acesso a esta tabela é feito no dominio default/outer tunnel no bloco authorize, com a instrugéo if ("%{sql: SELECT count(*) FROM banned_list
WHERE mac_address = '%{Calling-Station-1d}' or username=LOWER('%{User-Name}') }" 1=0)

Socket de controlo

Ao nivel do freeradius, pode-se também configurar um control socket para controlar directamente diversas
operacdes e fazer debugging com o comando radmin, e um script wrapper do radmin, o raddebug.

Para tal fazer:

#cd /etc/freeradi us/sites-enabl ed

#ln -s ../sites-avail abl e/ control - socket
#addgroup radi us

#adduser root radius

editar o ficheiro control-socket e modificar:
letc/freeradius/sites-enabled/control-socket

letc/freeradius/sites-enabled/control/socket

listen {
type = control
socket = ${run_dir}/${nane}. sock

gid = radi us
mode = rw
}

Embora o ficheiro diga que esta funcionalidade é experimental, ja deixou de o ser ha muito tempo. O grupo radius tem de ser diferente do grupo freerad,
pof=tjna questao de seguranga, e o socket de controle néo ficar desprotegido no caso do servi¢co ser comprometido remotamente.



Arranque do servico

No final do servico estar configurado pode arrancar com o comando:

service freeradius start

Caso o servigo esteja a correr, usa-se:

service freeradius restart

Se o servigo der erros ou ndo funcionar como o esperado, sera melhor ver na secgéo de Resolucéo de Problemas como arrancar com o freeRADIUS em
m@ de debug.

Paragem do servigo

E para o parar:

service freeradius stop

em _versGes mais antigas de Debian o comando service ndo era suportado, e era necessario fazer /etc/init.d/freeradius start

Se parar o servico com o0 monit e/ou o script de recuperagéo de servigo operacional, o servi¢o arranca de novo. Para o parar de vez, é necessario
c tar no crontab a chamada ao recover.sh e fazer:

service nonit stop
service freeradi us stop

Setup do servi¢o no arranque

Em principio, os pacotes de Debian ao instalar o freeradius, colocaram-no no arranque.

Para verificar isso basta fazer:

#chkconfi g freeradius
freeradius on

Caso isso ndo tenha acontecido, ou se esteja a compilar a méo:

chkconfig freeradius on

Certificado digital



O protocolo TTLS usa um certificado X.509 do lado do servidor para codificar as comunicagées.
A primeira vez que o freeradius é levantado em Debian, este cria imediatamente um certificado com assinatura privada.

Para mudar a palavra chave e os dados com que o certificado aparece, é recomendavel mudar a descricdo do mesmo e a password por defeito que vem
com o Debian.

Para tal, € necessério editar o ficheiro /usr/share/doc/freeradius/examples/certs/server.cnf e mudar os seguintes parametros.

/usr/share/doc/freeradius/examples/certs/server.cnf

Configuragao de CA em Debian 7.

lusr/share/doc/freeradius/examples/certs/server.cnf

HOVE = .
RANDFI LE = $ENV: : HOWE/ . rnd

# Extra OBJECT | DENTIFI ER i nfo:

#oid_file = $ENV: : HOWE/ . oi d

oi d_section = new_oi ds

# To use this configuration file with the "-extfile" option of the
# "openssl x509" utility, nanme here the section containing the

# X.509v3 extensions to use:

# extensions =

# (Alternatively, use a configuration file that has only

# X.509v3 extensions in its main [= default] section.)

[ new_ oids ]

# We can add new O Ds in here for use by 'ca', 'req" and 'ts'.

# Add a sinple QD like this:
# testoidl=1.2.3.4
# O use config file substitution like this:

# testoi d2=${testoidl}.5.6

# Policies used by the TSA exanpl es.
tsa_policyl = 1.2.3.4.1
tsa_policy2 = 1.2.3.4.5.6

tsa_policy3 = 1.2.3.4.5.7

[ ca]

default_ca = CA _default # The default ca section

HUHHHH AR LR A S R A

[ CA default ]



dir = ./ denpCA # Where everything is kept

certs = $dir/certs # Where the issued certs are kept
crl_dir = $dir/crl # Where the issued crl are kept

dat abase = $di r/index. txt # dat abase index file.

#uni que_subj ect = no # Set to 'no' to allow creation of

new certs_dir

certificate

seri al
crl nunber
crl

private_key

# several ctificates with same subject.

= $dir/newcerts # default place for new certs.
= $dir/cacert.pem # The CA certificate

= $dir/serial # The current serial nunber
$dir/crl nunber # the current crl nunber

# nust be commented out to | eave a V1 CRL
= $dir/crl.pem # The current CRL

= $dir/privatel/cakey. pen# The private key

RANDFI LE = $dir/private/.rand # private random nunber file

x509_ext ensi ons

= usr_cert # The extentions to add to the cert

# Conment out the following two lines for the "traditional"

# (and highly broken) fornat.

name_opt

cert_opt

# Extension copyi

n

ca_defaul t # Subj ect Nane options

ca_defaul t # Certificate field options

g option: use with caution.

# copy_extensions = copy

# Extensions to add to a CRL. Note: Netscape communi cator chokes on V2 CRLs

# so this is conmented out by default to |leave a V1 CRL.

# crlnunber nust also be commented out to | eave a V1 CRL.

# crl_extensions

= crl_ext



def aul t _days = 365 # how long to certify for

defaul t _crl_days= 30 # how | ong before next CRL
defaul t _md = defaul t # use public key default M
preserve = no # keep passed DN ordering

# A few difference way of specifying how sinilar the request should | ook
# For type CA the listed attributes nust be the sane, and the optional
# and supplied fields are just that :-)

policy = policy_match

# For the CA policy

[ policy_match ]

count r yName = match

stat eOr Provi nceNane = match

or gani zat i onNane = match

or gani zat i onal Uni t Nane = optional
comonNane = supplied
emai | Addr ess = optional

# For the '"anything' policy
# At this point in tine, you must list all acceptable 'object’
# types.

[ policy_anything ]

count r yName = optional
stat eOr Provi nceNane = optional

| ocal i t yName = optional
or gani zat i onNane = optional

or gani zati onal Uni t Nanme = optional
comonNane = supplied
emai | Addr ess = optional

[ req]

default_bits = 2048



defaul t _keyfile = privkey. pem

di sti ngui shed_nane = req_di stingui shed_nane
attributes = req_attributes
x509_ext ensi ons = v3_ca # The extentions to add to the self signed cert

# Passwords for private keys if not present they will be pronpted for
# i nput_password = secret

# out put _password = secret

# This sets a mask for pernmitted string types. There are several options.

# default: PrintableString, T61String, BMPString.

# pki x : PrintableString, BWPString (PKIX recommendation before 2004)
# utf8only: only UTF8Strings (PKIX recommendation after 2004).

# nonmbstr : PrintableString, T61String (no BMPStrings or UTF8Strings).

# MASK: XXXX a literal mask val ue.

# WARNI NG anci ent versions of Netscape crash on BWMPStrings or UTF8Stri ngs.

string_mask = utf8only

# reg_extensions = v3_req # The extensions to add to a certificate request

[ req_distingui shed_nane ]

count ryName Country Nanme (2 letter code)

count ryName_def aul t = AU
count ryName_mi n =2
count r yNanme_max =2

st at eOr Provi nceNane

State or Province Nane (full nane)

Sone- St at e

st at eOr Provi nceNane_def aul t

| ocal i t yNane = Locality Name (eg, city)

0. organi zati onNane = Organi zati on Nane (eg, conpany)



0. organi zati onNane_def aul t = Internet Wdgits Pty Ltd

# we can do this but it is not needed normally :-)

Second Organi zati on Nane (eg, conpany)

#1. organi zat i onName

#1. or gani zat i onName_def aul t = Wrld Wde Wb Pty Ltd

or gani zati onal Uni t Nanme = Organi zational Unit Name (eg, section)

#or gani zat i onal Uni t Narme_def aul t =

comonNane = Common Nanme (e.g. server FQDN or YOUR nane)
commonName_nmax = 64

emai | Addr ess = Enmi |l Address

emai | Addr ess_max = 64

# SET-ex3 = SET extensi on nunber 3

[ reg_attributes ]

chal | engePasswor d = A chal | enge password
chal | engePasswor d_mi n =4

chal | engePasswor d_nax = 20

unst ruct ur edNane = An optional conpany nane

[ usr_cert ]

# These extensions are added when 'ca' signs a request.

# This goes agai nst PKI X gui delines but some CAs do it and sonme software

# requires this to avoid interpreting an end user certificate as a CA



basi cConst r ai nt s=CA: FALSE

# Here are sone exanples of the usage of nsCertType. If it is omtted

# the certificate can be used for anything *except* object signing.

# This is OK for an SSL server.

# nsCert Type = server

# For an object signing certificate this would be used.

# nsCert Type = objsign

# For normal client use this is typical

# nsCertType = client, enmil

# and for everything including object signing:

# nsCert Type = client, enmmil, objsign

# This is typical in keyUsage for a client certificate.

# keyUsage = nonRepudi ation, digital Signature, keyEnciphernent

# This will be displayed in Netscape's comrent |istbox.

nsComrent = "OpenSSL Generated Certificate"

# PKI X recommendations harmess if included in all certificates.
subj ect Keyl denti fi er =hash

aut horityKeyl denti fi er=keyi d, i ssuer

# This stuff is for subjectAl tName and issuerAltnane.
# Inport the enmmil address.

# subj ect Al t Nane=emai | : copy



# An alternative to produce certificates that aren't
# deprecated according to PKIX

# subj ect Al t Name=emai | : nove

# Copy subject details

# issuer Al t Nane=i ssuer: copy

#nsCaRevocat i onUr | = http://ww. dormi n. donif ca-crl.pem
#nsBaseUr |

#nsRevocati onUr|

#nsRenewal Ur |

#nsCaPol i cyUrl

#nsSsl| Ser ver Nane

# This is required for TSA certificates.

# extendedKeyUsage = critical,tineStanping

[ v3_req ]

# Extensions to add to a certificate request

basi cConstrai nts = CA: FALSE

keyUsage = nonRepudi ation, digital Signature, keyEnciphernent

[ v3_ca]

# Extensions for a typical CA



# PKI X recommendat i on.

subj ect Keyl denti fi er =hash

aut horityKeyl denti fi er =keyi d: al ways, i ssuer

# This is what PKI X recomends but sone broken software chokes on critical
# extensions.

#basi cConstraints = critical, CAitrue

# So we do this instead.

basi cConstraints = CA:true

# Key usage: this is typical for a CA certificate. However since it wll
# prevent it being used as an test self-signed certificate it is best
# left out by default.

# keyUsage = cRLSi gn, keyCertSign

# Some might want this also

# nsCert Type = ssl CA, enmil CA

# Include enmil address in subject alt nanme: another PKI X recommendati on
# subj ect Al t Nane=emai | : copy
# Copy issuer details

# issuer Al t Nane=i ssuer: copy

# DER hex encodi ng of an extension: beware experts only!
# obj =DER: 02: 03

# Where 'obj' is a standard or added object

# You can even override a supported extension:

# basi cConstraints= critical, DER 30:03:01:01: FF



[ crl_ext ]

# CRL extensions.

# Only issuerAltNanme and authorityKeyldentifier nake any sense in a CRL.

# issuer Al t Nane=i ssuer: copy

aut horityKeyl denti fi er =keyi d: al ways

[ proxy_cert_ext ]

# These extensions shoul d be added when creating a proxy certificate

# This goes agai nst PKI X gui delines but some CAs do it and sone software

# requires this to avoid interpreting an end user certificate as a CA

basi cConst r ai nt s=CA: FALSE

# Here are sone exanples of the usage of nsCertType. If it is omtted

# the certificate can be used for anything *except* object signing.

# This is OK for an SSL server.

# nsCert Type = server

# For an object signing certificate this would be used.

# nsCert Type = objsign

# For nornmal client use this is typical

# nsCertType = client, enuil

# and for everything including object signing:

# nsCertType = client, enmil, objsign



# This is typical in keyUsage for a client certificate.

# keyUsage = nonRepudi ation, digital Signature, keyEnci phernent

# This will be displayed in Netscape's comment |i stbox.

ns Comrent = "OpenSSL Generated Certificate"

# PKI X recormendations harmess if included in all certificates.
subj ect Keyl denti fi er =hash

aut horityKeyl denti fi er=keyi d, i ssuer

# This stuff is for subjectAl tNanme and issuerAltnane.
# Inmport the enmil address.

# subj ect Al t Nane=emai | : copy

# An alternative to produce certificates that aren't
# deprecated according to PKIX

# subj ect Al t Nane=emai | : nove

# Copy subject details

# issuer Al t Nane=i ssuer: copy

#nsCaRevocat i onUr | = http://ww. domai n. doni ca-crl.pem
#nsBaseUr |

#nsRevocati onUr |

#nsRenewal Ur |

#nsCaPol i cyUr|

#nsSsl Ser ver Nane

# This really needs to be in place for it to be a proxy certificate.

proxyCertlnfo=critical,|anguage:id-ppl-anyLanguage, pat hl en: 3, policy: foo




[ tsa]

default _tsa = tsa_configl # the default TSA section

[ tsa_configl ]

# These are used by the TSA reply generation only.

dir = ./ denpCA # TSA root directory
seri al = $dir/tsaserial # The current serial nunber (nmandatory)
crypto_device = builtin # OpenSSL engine to use for signing
si gner _cert = $dir/tsacert.pem # The TSA signing certificate
# (optional)
certs = $dir/cacert. pem # Certificate chain to include in reply

# (optional)

si gner _key = $dir/privatel/tsakey. pem# The TSA private key (optional)

defaul t _policy tsa_policyl # Policy if request did not specify it

# (optional)

ot her _policies = tsa_policy2, tsa_policy3 # acceptabl e policies (optional)
di gests = md5, shal # Accept abl e nessage digests (mandatory)
accuracy = secs: 1, mllisecs:500, mcrosecs: 100 # (optional)
clock_precision_digits =0 # nunber of digits after dot. (optional)
ordering = yes # |'s ordering defined for timestanps?

# (optional, default: no)
tsa_nane = yes # Must the TSA name be included in the reply?

# (optional, default: no)

no # Miust the ESS cert id chain be included?

ess_cert_id_chain

# (optional, default: no)

Para criar o novo certificado, fazer:

cd /usr/share/doc/freeradi us/exanpl es/certs
aptitude install nake
make



em seguida, ou fazer:

mv /etc/freeradius/certs /etc/freeradius/cert.orig
cd /etc/freeradius/
In -s /usr/share/doc/freeradi us/ exanpl es/certs certs

ou fazer em vez disso:

cp ca.pemdh server.key server.pem/etc/freeradius/certs

ou entdo em vez das duas operagdes anteriores, mudar as directivas certdir e cadir no /etc/freeradius/eap.conf para apontar para os ficheiros correntes.

No final, fazer restart com o comando /etc/init.d/freeradius restart ou service freeradius restart

E preciso ter ateng&o ao algoritmo das Digest Messages/hashing. Embora certificados publicos hoje em dia venham (quase) todos com SHA-2, o openssl|
-.’-Ia por defeito estar configurado para outro algoritmo ao gerar certificados privados. O dispositivos Apple a partir do iOS 5 ndo suportam MD5.
Correntemente se os certificados ndo forem pelo menos SHA-1, ndo séo aceites. A Microsoft também néo aceita qualquer certificado SHA-1 como cliente
a partir de 1 de Janeiro de 2017. Para quem esteja também a gerar certificados numa CA Microsoft, os servidores SHA-1 ndo séo suportados em CAs a
partir de 1 de Janeiro de 2016.

Criacao de certificado

Para criar sem ser por os scripts dos FreeRadius, ou certificado publicos, ha que o gerar ou no Certificate Server da Microsoft como web server, ou no
openssl com as seguintes propriedades para ser aceite por esta¢des de trabalho Windows:

Certificado do servidor RADIUS

[ xpserver_ext]
ext endedKeyUsage = 1.3.6.1.5.5.7.3.1

OID 1.3.6.1.5.5.7.3.1 = serverAuth / TLS Web Server Authentication - Indicates that a certificate can be used as an SSL server certificate.
1

Certificados de cliente
Os certificados para autenticar clientes, que sdo usados em configuragées com EAP-TLS ou EAP-TTLS autenticadas por certificado, e ndo por password

tem de ter estes atributos. Apenas incluimos isto neste documento por uma questédo de completar a documentagao, j& que ndo usamos certificados para
autenticar clientes.

[ xpclient_ext]
ext endedKeyUsage = 1.3.6.1.5.5.7.3.2

Se pretender autenticacdo a maquina e néo o utilizador, a extensao é:



[ xpclient_ext]
ext endedKeyUsage = 1.3.6.1.4.1.311.17.2

0OID 1.3.6.1.5.5.7.3.2 = clientAuth / TLS Web Client Authentication - Indicates that a certificate can be used as an SSL client certificate.
1

OID 1.3.6.1.4.1.311.17.2 = LocalKeySet

Note-se que se pretender ter autentica¢éo do lado do cliente por certificado, é aconselhado usar um certificado assinado numa CA privada.
Tem-se em seguida de criar um csr do pedido, e solicitar o certificado.
Depois deste passo, tem-se de transformar quer o certificado da CA, quer o certificado obtido a partir do pedido csr, em formato PEM.

Para mais considerag¢des se um certificado publico ou privado, consultar este endereco: https://confluence.terena.org/display/H2eduroam
/EAP+Server+Certificate+considerations

CA Certificate File pU=Domain Coentrol Validated
CMN=radius2.iscte-iul.pt

CA Certificate File {-=pL .

O=TERENA
CM=TEREMNA S5L CA

CA Certificate File ic—psg

ST=UT

L=Salt Lake City

0=The USERTRUST Metwork
OU=http:

www, usertrust.com
CMN=UTN-USERFirst-Hardware

Estrutura de certificado server.pem que usamos.

Pistas para criagdo de certificado em Windows. https://confluence.fcen.pt/display/tcs/SO%27s+Windows

Instalacdo do certificado root no servidor

Uma vez que o certificado entregue pela TERENA é um certificado intermédio, recomenda-se também instalar certificado root no Linux/Debian, ja que o
debian 7 e 8 n&o o trazem. Para tal colocamos o ficheiro TERENA_SSL_CA.pem http://www.terena.org/activities/tcs/repository/ em /etc/ssl/certs.

Construimos também o ficheiro /etc/freeradius/certs/ca.pem. Para tal colocamos neste ficheiro a cadeia de certificados AddTrust External CA Root+ UTN-
USERFirst-Hardware+TERENA SSL CA .

Estes certificados/ficheiros estdo em http://www.terena.org/activities/tcs/repository/ debaixo de Server Certificate, e € necessario ter em atencéo que de
acordo com o certificado do servidor ser SHA-1 ou SHA-2, é preciso também o cuidado de ser realizado o download dos pem aqui descritos assinados
com o protocolo correspondente (i.e. existem dois conjuntos diferentes, um para SHA-1, e outro mais recente para SHA-2).

Como exemplo para criar o ca.pem em SHA-2:

curl -k https://ww.terena.org/activities/tcs/repository/AddTrust_External _CA_Root.pem > /etc/freeradius/certs
/ ca. pem

curl -k https://ww.terena.org/activities/tcs/repository/sha2/USERtrust_RSA Certification_Authority.pem>> /etc
/freeradius/certs/ca. pem

curl -k https://ww.terena.org/activities/tcs/repository/sha2/ TERENA SSL_CA 2. pem >> /etc/freeradius/certs/ca.
pem

Ao fazer a renovacao de um certificado antigo, o mais certo é ester ter passado de SHA-1 para SHA-2, e é necessario renovar também o ficheiro ca.pem.
Tdfribém poderao ter de ser mudados certificados no CAT.


https://confluence.terena.org/display/H2eduroam/EAP+Server+Certificate+considerations
https://confluence.terena.org/display/H2eduroam/EAP+Server+Certificate+considerations
https://confluence.fccn.pt/display/tcs/SO%27s+Windows
http://www.terena.org/activities/tcs/repository/TERENA_SSL_CA.pem
http://www.terena.org/activities/tcs/repository/TERENA_SSL_CA.pem

Problemas conhecidos
De momento, existem dois problemas conhecidos neste setup em especial:

a construcdo do certificado com a chain toda de trust, ja descrita;

a desinstalacéo por vezes deixar algumas linhas residuais no /var/lib/dpkg/statoverride que da problemas ao tentar reinstalar;
em Debian 7, com o pacote de base freeradius 2.1.x, a paragem de tempos a tempos de autenticacdo de users em AD locais;
crashes do servigo também com pacotes 2.1.x.

Estas Ultimas duas razdes séo o fundamento de recomendarmos construir os pacotes deb.

/etc/logrotate.d/freeradius

Se foi instalada a versao de freeradius.org, ndo se recomenda fazer esta alterag@o. Apenas sera feita por quem néo se sentir confortavel em compilar
c()ﬂ@), e tenha mantido a verséo stock 2.1.12 do Debian 7.

Em relacéo a este Ultimo bug da verséo 2.1.12 presente no Debian 7, este j& € conhecido, e ja corrigido na verséo 2.2.x, e deve-se a 0 HUP do daemon
freeradius de tempos a tempos colocar fora de servigo o modulo mschap.

A forma de tornear isto, é além de colocar o nosso script de testes de servigo, a que chamamos recover.sh e descrevemos mais a frente, € modificar a
rotacdo de logs (logrotate) para fazer restart ao servico em vez de reload.

Sendo assim, a alteracdo é a seguinte:

/etc/logrotate.d/freeradius

Ivar/log/freeradius/*.log {
weekly
rotate 52
compress
delaycompress
notifempty
missingok
postrotate
/etc/init.d/freeradius restart > /dev/null

endscript

Em Debian, por defeito, o logrotate é realizado por volta das 6.30AM.

Problema de reinstalagcdo/erro de statoverride

Aquando da reinstalacéo de freeradius, por vezes o erro seguinte surge.



root @en3:/hone/rui # aptitude install freeradius
The foll owi ng NEW packages will be installed:
freeradi us freeradi us-comon{a} freeradius-config{a} |ibfreeradius3{a}
The fol | owi ng packages are RECOMMENDED but will NOT be installed:
freeradius-utils
0 packages upgraded, 4 newWwy installed, O to renmove and O not upgraded.
Need to get 2,246 kB of archives. After unpacking 5,009 kB will be used.
Do you want to continue? [Y/n/?]
Get: 1 http://debian.srv.rede/local/ iscte/wheezy freeradius-conmmn all 3.1.0+git [263 kB]
Get: 2 http://debian.srv.rede/local/ iscte/wheezy freeradi us-config amd64 3.1.0+git [201 kB]
Get: 3 http://debian.srv.rede/local/ iscte/wheezy |ibfreeradius3 and64 3.1.0+git [182 kB]
Get: 4 http://debian.srv.rede/local/ iscte/wheezy freeradius anmd64 3.1.0+git [1, 600 kB]
Fetched 4 B in Os (51 B/s)
dpkg: unrecoverable fatal error, aborting:
syntax error: unknown user 'freerad' in statoverride file
E: Sub-process /usr/bin/dpkg returned an error code (2)
A package failed to install. Trying to recover:

De alguma forma, as rotinas de desinstala¢éo do freeradius ndo limpam este ficheiro, e é necessério apagar as linhas que mencionem o utilizador freerad
para continuar a instalacéo.

Servidor Redundante

Para fazer setup de um servidor redundante, a configuracdo é idéntica ao aqui exposto, excepto sendo necessario comentar no inner e outer tunnel as
directivas de sql. N&@o é necessario fazer configuragées complicadas de cluster. Basta colocar nos APs um segundo servidor RADIUS para autenticagdo e
accounting. Normalmente, quando o primeiro servidor (Free)Radius néo trata um pacote, o controlador/AP envia de novo esse pacote para o servidor
redundante.

Pode haver fabricantes que ndo cumpram o reenvio de pacote para o servidor redundante, pelo que se recomenda uma fase de testes desta configuragao.

Recomenda-se no entanto, que idealmente estejam em:

ambientes virtuais diferentes;

redes diferentes;

conectados a ADs diferentes;

e a servidores SQL diferentes (caso se opte por ter SQL no servidor redundante);

e que tenham versdo de FreeRadius diferentes (para por exemplo, se um bug crashar o primério, o secundario ser capaz de satisfazer o pedido).

No nosso caso, 0 master conecta-se a uma replica da AD, e ndo faz logging em MySQL. Tivemos também o cuidado de Ihe dar exactamente 0 mesmo
certificado, e de no reverso de DNS dar o mesmo nome do RADIUS primario, ja que os clientes verificam o certificado e o reverso de DNS. A utilizagdo
deste depois de o colocar como segundo servidor RADIUS nos nossos controladores é transparente.

Recomendados vivamente o uso de um servidor redundante para manter a continuidade do servigo.

Pode-se enviar as queries do MySQL a posteriori, fazendo-as offline, no secundario, de forma a néo ficar dependentes da disponibilidade do servigo
M L para este trabalhar.
Notavelmente os clientes Windows né&o aceitam certificados wildcard no (T)TLS.

RadSec

Aqui descrevemos como fazer setup do RadSec. O RadSec é RADIUS encapsulado em TLS, a porta por defeito é a 2083/TCP e esta formalizado no
RFC 6614.Toda e qualquer conexdo RADIUS tem os dados em claro, e de acordo com as configurag@es, o0 RadSec permite que qualquer conectividade
do servidor RADIUS pode ser efectuada em TLS como medida de protecgdo.

Normalmente, as configuragdes mais comuns séo para estabelecer ligacdes RadSec com os servidores da federacéo.
O RadSec é implementado directamente na verséo 3 do FreeRadius. Para configurar o RadSec na verséo 2, é necessario usar o software radsecproxy.

Existe a necessidade de criar certificados de servidor e cliente. Para a fase inicial até poderdo ser idénticos aos dos servidor nas duas pontas. Em
producéo, serdo usados os certificados da eduPKI em servidores da infra-estruturas EDUROAM.

Nos ficheiros de configuragado, na parte de cliente, existe também um novo protocolo chamado tls.

Em seguida descrevemos como fazer setup em FreeRadius 3.



Ver apéndice para ver como obter certificados da eduPKI.

letc/init.d/freeradius/sites-available/tls

listen {
i paddr = *
port = 2083

type = aut h+acct

# For now, only TCP transport is allowed.
proto = tcp

# Send packets to the default virtual server
virtual _server = default
clients = radsec

This is *exactly* the same configuration as used by the EAP-TLS
nodule. It's OK for testing, but for production use it's a good
idea to use different server certificates for EAP and for RADI US
transport.

I's {
# These are used to sinplify later configurations.
certdir = ${confdir}/radsec
cadir = ${confdir}/radsec

~ o W R

private_key_password = whatever
private_key_file = ${certdir}/server.real mtld-key. pem

If Private key & Certificate are located in
the same file, then private_key file &
certificate file nust contain the sanme file
nane.

If CAfile (below) is not used, then the
certificate_file bel ow MUST include not

only the server certificate, but ALSO all

of the CA certificates used to sign the

server certificate.

certificate_file = ${certdir}/server.real mtld-eduPKl.pem

HOHHH O HH R H R

Trusted Root CA Ii st

ALL of the CA's in this list will be trusted
to issue client certificates for authentication.

I'n general, you should use self-signed
certificates for 802.1x (EAP) authentication.
In that case, this CA file should contain
*one* CA certificate.

This paraneter is used only for EAP-TLS,

when you issue client certificates. |f you do
not use client certificates, and you do not want
to permt EAP-TLS authentication, then delete
this configuration item

CA file = ${cadir}/eduPKl-CA crt

HOHH R HHHHHHHHHHHR

#

# For DH cipher suites to work, you have to
# run OpenSSL to create the DHfile first:
#

# openssl dhparam -out certs/dh 1024

#

dh_file = ${certdir}/dh
randomfile = ${certdir}/random

This can never exceed the size of a RADI US
packet (4096 bytes), and is preferably half
that, to acconpdate other attributes in

H* OB B



RADI US packet. On nobst APs the MAX packet
length is configured between 1500 - 1600
In these cases, fragment size should be
1024 or |ess.

O R R H R

ragnent _si ze = 1024

include_length is a flag which is
by default set to yes If set to
yes, Total Length of the nessage is
included in EVERY packet we send.
If set to no, Total Length of the
message is included ONLY in the
First packet of a fragnent series.

HoH R HHHH

nclude_l ength = yes
Check the Certificate Revocation List

1) Copy CA certificates and CRLs to same directory.
2) Execute 'c_rehash <CA certs&CRLs Directory>'.
c_rehash' is QpenSSL's conmand.

3) uncomment the line bel ow

5) Restart radiusd

# check_crl = yes

# CA path = ${cadir}

HoH O H R B R

If check_cert_issuer is set, the value will
be checked agai nst the DN of the issuer in
the client certificate. |If the values do not
match, the cerficate verification will fail,
rejecting the user.

In 2.1.10 and later, this check can be done
nore general ly by checking the value of the
TLS-Client-Cert-lssuer attribute. This check
can be done via any nmechani smyou choose.

HoHOH R HE R H B HH

# this doesnt work yet
check_cert_i ssuer = "/ DC=or g/ DC=edupki / CN=eduPKI "

H*

If check_cert_cn is set, the value will

be xlat'ed and checked agai nst the CN
inthe client certificate. |If the values
do not match, the certificate verification
will fail rejecting the user.

This check is done only if the previous
"check_cert_issuer" is not set, or if
the check succeeds.

In 2.1.10 and later, this check can be done
nore generally by checking the value of the
TLS-Client-Cert-CN attribute. This check
can be done via any nechani smyou choose.

check_cert_cn = % User - Nanme}

HOHHFH R H O HH R HEHHH

# Set this option to specify the allowed
# TLS cipher suites. The format is listed
#in "man 1 ciphers".
ci pher_list = "DEFAULT"

#

# This configuration entry should be del eted
# once the server is running in a nornal

# configuration. It is here ONLY to nmake

# initial deployments easier.



This is enabled in eap.conf, so we don't need it here.

H*H OH H R

make_cert_command = "${certdir}/bootstrap”

Session resunption / fast reauthentication
cache.

The cache contains the follow ng information:

session |Id - unique identifier, managed by SSL
User-Name - fromthe Access-Accept

Stri pped-User-Nanme - fromthe Access-Request
Cached- Session-Policy - fromthe Access-Accept

The "Cached- Session-Policy" is the nane of a
policy which should be applied to the cached
session. This policy can be used to assign
VLANs, |P addresses, etc. It serves as a useful
way to re-apply the policy fromthe original
Access- Accept to the subsequent Access-Accept
for the cached session.

On session resunption, these attributes are
copied fromthe cache, and placed into the
reply list.

You probably also want "use_tunneled_reply = yes"
when using fast session resunption.

HoHOHH R HH R HHHH R

o
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Enable it. The default is "no".
Del eting the entire "cache" subsection
Al so di sabl es cachi ng.

{
#
#
#
#
#
# You can disallow resunption for a

# particular user by adding the follow ng
# attribute to the control itemlist:

#

#

#

#

#

#

Al | ow Sessi on- Resunpti on = No

If "enable = no" bel ow, you CANNOT
enabl e resunption for just one user
by setting the above attribute to "yes".

enabl e = yes

#

# Lifetine of the cached entries, in hours.
# The sessions will be deleted after this
# tine.

#

lifetine = 24 # hours

#
# The maxi mum nunber of entries in the
# cache. Set to "0" for "infinite".
#
# This could be set to the nunmber of users
# who are logged in... which can be a LOT.
#
max_entries = 255
}
#
# Require a client certificate.
#
require_client_cert = yes



HoH O HHH R HH

As of version 2.1.10, client certificates can be
val idated via an external command. This allows
dynanmic CRLs or OCSP to be used

This configuration is comented out in the
default configuration. Uncomment it, and configure
the correct paths below to enable it

verify {
# A tenporary directory where the client
# certificates are stored. This directory
# MJST be owned by the U D of the server,
# and MJST not be accessible by any other
# wusers. \Wen the server starts, it will do
# "chmod go-rwx" on the directory, for
# security reasons. The directory MJST
# exist when the server starts
#
# You should also delete all of the files
# in the directory when the server starts
tnpdir = /etc/raddb/tenporary
# The command used to verify the client cert.
# We recommend using the OpenSSL conmand-1ine
# tool.
#
# The ${..CA path} text is a reference to
# the CA_path variable defined above
#
# The YTLS-dient-Cert-Filenane} is the nane
# of the tenporary file containing the cert
# in PEMformat. This file is automatically
# deleted by the server when the conmmand
# returns.
# this doesnt work yet either
#client = "/usr/bin/openssl verify -CAfile /etc/raddb/radsec/eduPKl-CA. crt
{TLS-Cient-Cert-Filenane}"
}
}
}
clients radsec {
client 127.0.0.1 {
i paddr = 127.0.0.1
proto = tcp
secret = testingl23
}
client cv-radius.fccn.pt {
i paddr = 193.136. 192. 43
proto = tls
secret = radsec
}

cli

ent cv2-radius.fccen. pt {

i paddr = 193. 136. 192. 44

pro
sec

to =tls
ret = radsec

# local test listener for debug (present by default)

listen {

i paddr = 127.0.0.1

port
type

= 4000
= auth

- pur pose crlsign

%



hone_server cv-radius-radsec {
i paddr 193.136.192. 43
port = 2083
type = auth
secret = radsec
proto = tcp
status_check = status-server

tls {
#
# These are used to sinplify later configurations.
#
certdir = ${confdir}/radsec
cadir = ${confdir}/radsec

private_key_password = whatever
private_key file = ${certdir}/server.realmtld-key. pem

If Private key & Certificate are |located in
the sane file, then private_key file &
certificate_file nust contain the sanme file
name.

If CAfile (below) is not used, then the
certificate_file bel ow MJUST include not

only the server certificate, but ALSO all

of the CA certificates used to sign the

server certificate.

certificate_file = ${certdir}/server.real mtld-eduPKl.pem

HOH OH R HHHHH

Trusted Root CA Ii st

ALL of the CA's in this list will be trusted
to issue client certificates for authentication.

In general, you should use self-signed
certificates for 802.1x (EAP) authentication.
In that case, this CA file should contain
*one* CA certificate.

This paraneter is used only for EAP-TLS,

when you issue client certificates. |If you do
not use client certificates, and you do not want
to permt EAP-TLS authentication, then delete
this configuration item

CA file = ${cadir}/eduPKI-CA crt

H o OHHHH R HHHHHHH

#

# For DH cipher suites to work, you have to
# run QOpenSSL to create the DHfile first:
#

# openssl dhparam -out certs/dh 1024

#

dh_file = ${certdir}/dh
random file = ${certdir}/random

This can never exceed the size of a RADI US
packet (4096 bytes), and is preferably half
that, to acconodate other attributes in
RADI US packet. On nost APs the MAX packet
length is configured between 1500 - 1600
In these cases, fragment size should be
1024 or |ess.

T H R H HH R W

ragment _size = 1024

include_length is a flag which is
by default set to yes If set to
yes, Total Length of the nessage is
included in EVERY packet we send.

H*H OH R



# |If set to no, Total Length of the
# nmessage is included ONLY in the
# First packet of a fragnent series.
#
i

nclude_l ength = yes

# Check the Certificate Revocation List
#
# 1) Copy CA certificates and CRLs to same directory.
# 2) Execute 'c_rehash <CA certs&CRLs Directory>'.
# 'c_rehash' is OpenSSL's conmmand.
# 3) uncomment the line bel ow
# 5) Restart radiusd
# check_crl = yes
# CA path = ${cadir}
#
# |f check_cert_issuer is set, the value wll
# be checked against the DN of the issuer in
# the client certificate. |If the values do not
# match, the cerficate verification will fail,
# rejecting the user.
#
# In 2.1.10 and later, this check can be done
# nore generally by checking the value of the
# TLS-Client-Cert-lssuer attribute. This check
# can be done via any nechani smyou choose.
#
# check_cert_i ssuer = "/ C=GB/ ST=Ber kshi r e/ L=Newbury/ O=My Conpany Ltd"
#
# |1f check_cert_cn is set, the value will
# be xlat'ed and checked agai nst the CN
# in the client certificate. |f the values
# do not match, the certificate verification
# wll fail rejecting the user.
#
# This check is done only if the previous
# "check_cert_issuer" is not set, or if
# the check succeeds.
#
# |In 2.1.10 and later, this check can be done
# nore generally by checking the value of the
# TLS-Client-Cert-CN attribute. This check
# can be done via any nechani smyou choose.
#
# check_cert_cn = % User - Nane}
#
# Set this option to specify the allowed
# TLS cipher suites. The format is listed
# in "man 1 ciphers".
ci pher_list = "DEFAULT"
}

}
#second hone server config cleared to the values required for brevity

hone_server cv2-radius-radsec {
i paddr 193.136.192. 44

port = 2083
type = auth
secret = radsec
proto = tcp

st at us_check = status-server

tls {
certdir = ${confdir}/radsec
cadir = ${confdir}/radsec
private_key_password = whatever
private_key file = ${certdir}/server.real mtld-key. pem



certificate_file = ${certdir}/server.real mtld-eduPKl.pem
CA file = ${cadir}/eduPKl-CA crt
dh_file = ${certdir}/dh
random file = ${certdir}/random
fragnment _size = 1024
include_l ength = yes
ci pher _Iist = "DEFAULT"
}

honme_server _pool CV {
type = fail-over
honme_server = cv-radius-radsec
home_server = cv2-radius-radsec

}

real m edur oam {
aut h_pool = CV
}

Em seguida:

$sudo In -s /etc/freeradius/sites-enabled/tls
$service freeradius restart

Depois do RadSec estar a funcional, o modo normal de debugging néo funciona. Isto porque o c6digo TLS necessita de threads para trabalhar.
1

Portanto em substituicdo de
$ radiusd -X
faz-se:

$ radiusd -fxx -l stdout

Monitorizacao
Existem varios niveis de monitorizagdo, desde ao nivel do:

host

portas TCP/IP

servigo layer 7

logs syslog

logs detalhados em /var/log/freeradius/radacct

logs e accounting em MySQL

monitoriza¢&o em real-time e agregados de recolha de estatisticas por parte da federagao.

Estatisticas mensais

A FCCN tem também um servico que recolhe as estatisticas mensais do servigo de todos os intervenientes nacionais na federagao.
Para tal, é necessario:

ter os logs detalhados do FreeRADIUS configurado;

configurar um servidor de paginas um vhost com nome de DNS a combinar com a FCCN;

acordar também num utilizador/palavra chave de acesso a este vhost;

obter o hotstop id, pivot id e nome de hotspot atribuido a instituicdo pela FCCN;

fazer download do script stats.1.2.1.zip fornecido pela FCCN na pagina http://www.fccn.pt/pt/servicos/conectividade-e-infraestrutura/rede-de-
mobilidade-e-u-eduroam/documentos/;

descompactar este ficheiro em /opt/bin/eduroam e fazer um link do directério criado para stats;

configurar o ficheiro e-U-hotspot.cfg tal como se mostra no exemplo abaixo, adaptado para a instituicdo;

® colocar o script stats.sh abaixo escrito em /opt/bin/eduroam;


http://www.fccn.pt/pt/servicos/conectividade-e-infraestrutura/rede-de-mobilidade-e-u-eduroam/documentos/
http://www.fccn.pt/pt/servicos/conectividade-e-infraestrutura/rede-de-mobilidade-e-u-eduroam/documentos/

® colocar no crontab a linha seguinte, a correr dia 1 do més:

1 * * Jusr/bin/nice -n 19 /opt/bin/eduroan stats.sh
*

7
6 * * * [usr/bin/nice -n 19 /opt/bin/eduroam gzip_files.sh

o o

# wget http://ww. fcen. pt/fotos/editor2/ Eduroam stats.1.2.1.zip
# unzip stats.1.2.1.zip
#1n -s STATS.1.2.1 stats

para acrescentar algo no contrab, terd de fazer: sudo crontab -e ou caso néo use sudo ou n&o tenha permissées sudo, correr como root crontab -e

/opt/bin/feduroam/stats/e-U-hotspot.cfg

Este ficheiro é a configuracéo do script, em que se define o hotspot, o pivot, 0 nome do hotspot, o realm, a path onde os ficheiros serdo armazenados, e
expressares regulares para serem vistas como os enderecos locais. Note-se que 10.10.2 é a rede local de controladoras/APs.

/opt/bin/eduroam/stats/e-U-hotspot.cfg

#### 1 nicio de codi gos

#### Estes |D s devem ser solicitados a FCCN

$i d_hot spot = "182";

$i d_pivot = "39";

$none_hot spot = "I SCTE";

#### Fim de codi gos

## Preencher coma | ocalizacdo no filesystempara a criagdo do XM
$file_path = "/var/ww';

# Realmutilizado para registos semrealm

$default _realm= "iscte.pt";

# Nome e Descricdo de todos os Real ns do hotspot que se queremlistar conp "locais"

% OCAL_REALM = ("iscte.pt", "Instituto Superior de Ciencias do Trabal ho e da Enpresa", guest.iscte,
" Convi dados") ;

# Expressao regul ar para sel eccionar os registos "locais"
# A verificacdo s6 é efectuada para realms |ocais (definidos em LOCAL_REALM

YCHECK_ORI G N_ATTR = (" NAS-| P- Address", "~10\.10\.2\.", "W SPr-Location-Nanme", "~ISCTE");
$ci pher = 1;
1;

/opt/bin/eduroam/stats.sh

Este script em seguida, automatiza o processo de gerar os ficheiros xml com estatisticas para a FCCN os recolher todos os meses. De notar que esta
configurado para guardar 90 dias de accounting detalhado; se se achar que esta a consumir disco, no minimo, pode se colocar 33 dias; no entanto atente-
se aos requerimentos da AUP da federacgéo ja referidos anteriormente.



/opt/bin/eduroam/stats.sh

#!/ bi n/ bash

##Rui Ri beiro/| SCTE/ 2013- 2015

DAYS_TO KEEP_ACCT=180 # 6 nonths

STATS=/ opt / bi n/ edur oan st at s

DI RACCT=/ var /| og/ f r eer adi us/ r adacct

YEAR="date +% --date="last nonth""

MONTH="dat e +%n --date="last nonth""

cd $STATS

cat $DI RACCT/ */ *det ai | - ${ YEAR} ${ MONTH}* | ./e-U Stats.pl $YEAR $MONTH -xml 2> /dev/ nul |
find $DI RACCT -type f -ntime +$DAYS_TO KEEP_ACCT -exec rm{} \;

/opt/bin/feduroam/gzip_files.sh

Compress log detail files to save space and allow for more months. The gzip saves 85% of space.

/opt/bin/eduroam/gzip_files.sh

##Rui Ri beiro/| SCTE/ 2015

DAYS_TO KEEP_ACCT=32

DI RACCT=/ var /| og/ f r eer adi us/ r adacct

# conpress if not last nonth detail files

find $DI RACCT -type f -ntinme +$DAYS_TO KEEP_ACCT -not -name "*gz" -exec gzip {} \;

O e-U-Stats.pl tem instrucdes obsoletas de perl, e o separador de strings nos logs detalhados mudou de ser no FR 2 ", para ser no FR 3 ', pelo que se
recomenda o seguinte patch, que reconhece quer ", quer ' como separadores validos de strings.

euStats.patch

110c110

< if (defined Y%9EMPREC) {process_last_record();}
> if (YWEMPREC) {process_|last_record();}
170c170

< return if (! defined EMPREC);

> return if (! % EMPREC);

429, 430c429, 430

< $s =~ s/ g;

< $s =~ s/"$//g;

> $s =~ s/™['"]1/]g;

> $s =~ s/['"]$//g;

patch e-U-Stats.pl < euStats.patch

Recolha centralizada de Estatisticas

Existe de momento uma funcionalidade recente da RCTS, para recolher estatisticas em paralelo a recolha mensal.

Para tal é necessario obter o awesant do confluence da pagina oficial das novas estatisticas da FCCN, dado ter algumas modifica¢Ges locais. Em seguida
fazer:



# instal ar pacotes necessarios

sudo apt-get install 1iblog-handler-perl |ibjson-perl |ibparans-validate-perl |ibio-string-perl |ibsys-hostnane-
I ong-perl I|ibclass-accessor-perl

# desconprimr a versdo de awesant alterada pela FCCN

tar -zxvf awesant.tar.gz

apt-get install apt-src

# conpilar/contruir o deb

dpkg- bui | dpackage

cd ..

# instalar o deb

dpkg -i awesant_*deb

# correccdo de erro na configuracao

sed "s/radius/freeradi us/g" /etc/awesant/agent. conf

sed "s/\/var\/log\/freeradius\/awesant/g" /etc/awesant/agent. conf
# arrancar o servico

servi ce awesant-agent start

Os ficheiros produzidos pelo fticks também devem ser rodados. O daemon apercebe-se que eles foram rodados, sé ha que ter o cuidado de nédo
comprimir apés a primeira rotagado, para ndo se perderem logs/ndo dar erro. A rotacéo sera diaria, com backups de 30 dias.

Para isso criar um ficheiro /etc/logrotate.d/fticks

letc/logrotate.d/fticks

/var/1 og/freeradi us/ awesant/*. 1 og
{

rotate 30

daily

m ssi ngok

notifenpty

conpress

del ayconpress

create 640 freerad freerad

Weathermap da FCCN

Como monitorizagéo do estado do servicos momentaneo, a FCCN disponibiliza o servico weathermap em, que faz um teste ao servico RADIUS cada 15
minutos.

http://www.eduroam.pt/?&accao=paginaf&pag=weathermap ou http://mon.e-u.pt:8080/wm.html
O NAS-IP-ADDRESS do servigo de weathermap aparece como 127.0.0.1 do lado do servidor RADIUS da instituigdo. O tempo minimo medido pelo

sefvigo sdo 90 ms.
ver o ficheiro de dominio default para ver a configuracéo do servico de suporte para weathermap em unlang.

Péagina da RCTS de Weathermap:


http://www.eduroam.pt/?&accao=paginaf&pag=weathermap
http://mon.e-u.pt:8080/wm.html
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Para mais dados sobre a monitorizagdo da confederagéo, a pagina http://monitor.eduroam.org é também bastante util.

Scripts de monitorizag&o de accounting
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Recuperacéo de servicos

Uma das estratégias para recuperacéo de servicos podera ser usar localmente o servico monit.

Para activar o servico:

/etc/default/monit

startup=1

/etc/monit/monitrc


http://monitor.eduroam.org

/etc/monit/monit.rc

set daenon 60 # espera 60 segundos antes de comecar a nonitorar

set event queue

basedir /var/nmonit # set the base directory where events will be stored
slots 100

set mail-format { from nonit@scte. pt

subject: monit alert -- $EVENT $SERVI CE

nessage: $EVENT Service $SERVI CE

Date: $DATE
Action: $ACTI ON
Host: $HOST

Descri ption: $DESCRI PTI ON

Best regards,

sysl og

}

set alert sistema. alertas@scte. pt

check process freeradius with pidfile /var/run/freeradius/freeradius.pid
start program= "/etc/init.d/freeradius start"
stop program = "/etc/init.d/freeradius stop"
if failed host 193.136.188.36 port 1812 type UDP then restart

check process snbd with pidfile /var/run/sanba/snbd. pid
start program = "/etc/init.d/ sanba start”
stop program = "/etc/init.d/ sanba stop"
if failed host 127.0.0.1 port 139 type TCP then restart
if 5restarts within 5 cycles then tinmeout

check process nnbd with pidfile /var/run/sanba/ nnbd. pi d
start program = "/etc/init.d/ sanba start”
stop program = "/etc/init.d/ sanba stop"
if failed host 127.0.0.1 port 138 type UDP then restart
if failed host 127.0.0.1 port 137 type UDP then restart
if 5restarts within 5 cycles then timeout

check process wi nbindd with pidfile /var/run/sanba/w nbindd. pi d
start program = "/etc/init.d/ winbind start"
stop program = "/etc/init.d/ w nbind stop"

Em seguida, fazer:

service nonit restart

Teste e recuperacao de servigcos na camada 7 OSI

Este script destina-se a testar varias condigdes, desde o funcionamento do SAMBA, até o ntim_auth/winbind, acabando em testes do FreeRADIUS, pela
autenticagdo normal e em seguida testando uma conexdo EAP.

/opt/bin/eduroam/recover.sh



/opt/bin/eduroam/recover.sh

#1 / bi n/ bash

/etc/init.d/ sanba status > /dev/null

if [ $?2 -ne 0]

t hen

/etc/init.d/ sanba restart

fi

/usr/bin/wbinfo -a radius_teste%xxpass > /dev/null

if [ $? -ne 0]

t hen

/etc/init.d/ winbind restart

fi

/ opt/bin/eapol _test -c /opt/bin/eduroant conf/ peap-nschapv2.conf -s testingl23 -a 193.136.188.36 > /dev/null
if [ $?2 -ne 0]

t hen

/etc/init.d/freeradius stop

/etc/init.d/freeradius start

echo $HOSTNAME: "restarted due to PEAP failure" | nail -s "radius restart" alertas@scte. pt
fi

Depois de testar, acrescentar no crontab:

*/5 * * * * [opt/bin/eduroanirecover.sh

Aconselha-se a ter este script activo, j& que em caso de falha sobe o servico. Se se persistir em usar a verséo de stock Debian 7, 2.1.12, é obrigatério, j&
q m demasiada frequéncia, esta verséo de FreeRADIUS deixa de autenticar devidamente utilizadores locais, e apenas o faz com utilizadores em
roaming.

A verséo 2.12 em Debian Wheezy tem um bug conhecido no HUP, que é realizado todos os dias na rota¢éo do syslog. Com alguma regularidade, depois
de@eber multiplos sinais HUP, o médulo mschap deixa de trabalhar. Tem também problemas de estabilidade, e deadlocks. Recorda-se no entanto
novamente que o0 minimo que recomendamos usar a data da escrita deste documento € a verséo 2.2.7 ou a 3.0.9. A versao Debian 8 Jessie vem com o
FreeRadius 2.2.5.

SNMP

Também se pode recolher estatisticas de uso do FreeRadius a partir do agente snmpd.

Criar o script a ser invocado pelas extensdes do snmpd

/opt/bin/feduroam/radstat.sh

/opt/bin/feduroam/radstat.sh

#!'/ bi n/ bash
echo "Message- Aut henticator = 0x00, FreeRADI US- St ati stics-Type = 31" | radclient |ocal host: 18121 status
adnmi nsecr et

Nao esquecer fazer:

#chnod a+rx /opt/bin/eduroan radstat.sh

Em seguida, instalamos o agente/server snmp(d) e as tools:

#aptitude install snnmpd snnp



Em seguida editamos a configuragdo do snmp.

letc/snmp/snmpd.conf

/etc/snmp/snmpd.conf

## Comentar bind ao localhost
#agentAddress udp:127.0.0.1:167
## definir comunidade snmp e acesso a partir do servidor de monitorizagéo

rocommunity suacomunidadesnmp 10.2.2.12

## extender os comandos
extend radstat /opt/bin/feduroam/radstat.sh

Em seguida fazer restart ao servico snmp para activar esta configuracéo

#servi ce snnpd restart

Para invocar a extenséo/script através de snmp, ou através de Nagios/Cacti/Observium/NNMP usar a OID 1.3.6.1.4.1.8072.1.3 (nsExtensions)

#snmpwal k -v2c -c¢ suaconuni dadesnnp radius2.iscte.pt 1.3.6.1.4.1.8072.1.3
is0.3.6.1.4.1.8072.1.3.2.1.0 = INTEGER 1
150.3.6.1.4.1.8072.1.3.2.2.1.2.7.114.97. 100. 115. 116. 97. 116 = STRING "/ opt/bi n/ edur oani r adst at. sh"
iso0.3.6.1.4.1.8072.1.3.2.2.1.3.7.114.97. 100. 115. 116. 97. 116 = ""
is0.3.6.1.4.1.8072.1.3.2.2.1.4.7.114.97.100. 115. 116. 97. 116 = ""
is0.3.6.1.4.1.8072.1.3.2.2.1.5.7.114.97.100. 115. 116. 97. 116 = | NTEGER 5
is0.3.6.1.4.1.8072.1.3.2.2.1.6.7.114.97.100. 115. 116. 97. 116 = | NTEGER 1
is0.3.6.1.4.1.8072.1.3.2.2.1.7.7.114.97.100. 115. 116. 97. 116 = I NTEGER 1
is0.3.6.1.4.1.8072.1.3.2.2.1.20.7.114. 97. 100. 115. 116. 97. 116 = | NTEGER 4
is0.3.6.1.4.1.8072.1.3.2.2.1.21.7.114.97. 100. 115. 116. 97. 116 = | NTEGER 1
is0.3.6.1.4.1.8072.1.3.2.3.1.1.7.114. 97.100. 115. 116. 97. 116 = STRING "Received response |D 96, code 2, |length
512"

is0.3.6.1.4.1.8072.1.3.2.3.1.2.7.114.97.100. 115. 116. 97. 116 = STRING "Received response ID 96, code 2, length

Fr eeRADI US- Tot al - Access- Requests = 1012398

Fr eeRADI US- Tot al - Access- Accepts = 81957

Fr eeRADI US- Tot al - Access- Rej ects = 55766

Fr eeRADI US- Tot al - Access- Chal | enges = 874305

Fr eeRADI US- Tot al - Aut h- Responses = 1012028

Fr eeRADI US- Tot al - Aut h- Dupl i cat e- Requests = 336

Fr eeRADI US- Tot al - Aut h- Mal f or med- Requests = 0
FreeRADI US- Tot al - Aut h- I nval i d- Requests = 0
Fr eeRADI US- Tot al - Aut h- Dr opped- Requests = 370

Fr eeRADI US- Tot al - Aut h- Unknown- Types = 0

Fr eeRADI US- Tot al - Account i ng- Requests = 221333

Fr eeRADI US- Tot al - Account i ng- Responses = 220546
Fr eeRADI US- Tot al - Acct - Dupl i cat e- Requests = 652
Fr eeRADI US- Tot al - Acct - Mal f or med- Requests = 0

Fr eeRADI US- Tot al - Acct -1 nval i d- Requests = 0

Fr eeRADI US- Tot al - Acct - Dr opped- Requests = 787

Fr eeRADI US- Tot al - Acct - Unknown- Types = 0

Fr eeRADI US- Tot al - Proxy- Access- Requests = 87580
Fr eeRADI US- Tot al - Pr oxy- Access- Accepts = 5488

Fr eeRADI US- Tot al - Proxy- Access- Rej ects = 8744

Fr eeRADI US- Tot al - Proxy- Access- Chal | enges = 73018
Fr eeRADI US- Tot al - Pr oxy- Aut h- Responses = 87250
Fr eeRADI US- Tot al - Pr oxy- Aut h- Dupl i cat e- Request s
Fr eeRADI US- Tot al - Pr oxy- Aut h- Mal f or med- Request s
Fr eeRADI US- Tot al - Proxy- Aut h- I nval i d- Requests =
Fr eeRADI US- Tot al - Pr oxy- Aut h- Dr opped- Requests =
Fr eeRADI US- Tot al - Pr oxy- Aut h- Unknown- Types = 0
Fr eeRADI US- Tot al - Pr oxy- Account i ng- Requests = 16595

1
o

o ol


http://udp:127.0.0.1:161

Fr eeRADI US- Tot al - Pr oxy- Account i ng- Responses
Fr eeRADI US- Tot al - Proxy- Acct - Dupl i cat e- Request s
Fr eeRADI US- Tot al - Pr oxy- Acct - Mal f or ned- Request s

Fr eeRADI US- Tot al - Proxy- Acct - I nval i d- Request s
Fr eeRADI US- Tot al - Pr oxy- Acct - Dr opped- Request s

Fr eeRADI US- Tot al - Pr oxy- Acct - Unknown- Types = 0

FreeRADI US- Stats-Start-Time = \"May 6 2014 16:

Fr eeRADI US- Queue- Len- | nt er nal

Fr eeRADI US- Queue- Len- Proxy =

Fr eeRADI US- Queue- Len- Aut h
Fr eeRADI US- Queue- Len- Acct

Fr eeRADI US- Queue- Len- Det ai |
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Fr eeRADI US- Tot al - Access- Rej ect s
Fr eeRADI US- Tot al - Access-
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Fr eeRADI US- Tot al - Aut h- Mal f or ned-
Fr eeRADI US- Tot al - Aut h- I nval i d-
Fr eeRADI US- Tot al - Aut h- Dr opped-
Fr eeRADI US- Tot al - Aut h- Unknown-
Fr eeRADI US- Tot al - Account i ng-
Fr eeRADI US- Tot al - Account i ng-
Fr eeRADI US- Tot al - Acct -
Fr eeRADI US- Tot al - Acct -
Fr eeRADI US- Tot al - Acct - I nval i d-
Fr eeRADI US- Tot al - Acct - Dr opped-
Fr eeRADI US- Tot al - Acct - Unknown-
Fr eeRADI US- Tot al - Pr oxy- Access-
Fr eeRADI US- Tot al - Pr oxy- Access-
Fr eeRADI US- Tot al - Pr oxy- Access-
Fr eeRADI US- Tot al - Pr oxy- Access-
Fr eeRADI US- Tot al - Pr oxy- Aut h-
Fr eeRADI US- Tot al - Pr oxy- Aut h-
Fr eeRADI US- Tot al - Pr oxy- Aut h-
Fr eeRADI US- Tot al - Pr oxy- Aut h-
Fr eeRADI US- Tot al - Pr oxy- Aut h-

Fr eeRADI US- Tot al - Pr oxy- Aut h-



is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97.116. 29 = STRING " Fr eeRADI US- Tot al - Pr oxy-
Accounti ng- Requests = 16595"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97.100. 115. 116. 97. 116. 30 = STRING " Fr eeRADI US- Tot al - Pr oxy-
Account i ng- Responses = 16461"

i50.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 31 = STRING " Fr eeRADI US- Tot al - Pr oxy- Acct -
Dupl i cat e- Requests = 0"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 32 = STRING " Fr eeRADI US- Tot al - Pr oxy- Acct -
Mal f or med- Requests = 0"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 33 = STRING " Fr eeRADI US- Tot al - Pr oxy- Acct -

I nval i d- Requests = 0"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97.100. 115. 116. 97. 116. 34 = STRING " Fr eeRADI US- Tot al - Pr oxy- Acct -
Dr opped- Requests = 0"

i50.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 35 = STRING " Fr eeRADI US- Tot al - Pr oxy- Acct -
Unknown- Types = 0"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 36 = STRING " FreeRADI US- Stats-Start-Tine =
\"May 6 2014 16:16:36 WEST\""

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 37 = STRING " FreeRADI US- St at s-HUP-Tinme = \"
May 10 2014 06:25: 04 WEST\""

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97.100. 115. 116. 97. 116. 38 = STRING " Fr eeRADI US- Queue- Len- | nt er nal
= O"

i50.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 39 = STRING " Fr eeRADI US- Queue- Len- Proxy = 0"
is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97.100. 115. 116. 97. 116. 40 = STRING " Fr eeRADI US- Queue- Len- Auth = 0"
is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 41 = STRING " Fr eeRADI US- Queue- Len- Acct = 0"
i50.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 42 = STRING " Fr eeRADI US- Queue- Len-Detail =

0"

Pode usar as extensdes SNMP/nsExtentions para invocar 0s scripts necessarios para monitorizar por Nagios, e assim néo ter o nagios-nrpe-server
i do.

NAGIOS

Colocar o script em /opt/bin/nagios_radius.sh

/opt/bin/nagios_radius.sh

#! / bi n/ bash
cd /opt/bin/ edur oam
QUT=$(/ opt/ bi n/ eapol _test -c conf/peap-nmschapv2.conf -s testingl23 -a 193.136. 188. 36)
V=$?
if [ $? -ne 0]
t hen
V=2
fi
echo $QUT | sed -n "s/.*\(FreeRADI US: tine.*seconds\).*/\1/p"
exit $V

Fazer:

chnod a+rx /opt/ bin/nagi os_radius. sh

Adicionar em /etc/nagios/nrpe.cfg



command[ check_dp] =/ opt / bi n/ nagi os_r adi us. sh

Fazer

service nagi os-nrpe-server restart

com nConf

Fazer login no nConf

escolher: advanced-services add
advanced service name Check Radius
FreeRADIUS

check_nrpe

check 24x7

notification 24x7

assign to host radius2

assign to servicegroup check_nrpe
service template - generic-service
contact groups network-admins
notification options w,c,r,u

active checking: 1

notification enable: 1

params for check command: check_radius

Generate Nagios config

Deploy

Em alternativa, configurando a méo:



advanced_services.cfg

define service {

service_description FreeRADIUS
notification_options w,c,r,u
active_checks_enabled 1
notifications_enabled 1
check_command check_nrpelcheck_radius
check_period 24x7
notification_period 24x7
host_name radius2.iscte.pt
servicegroups check_nrpe
contact_groups network-admins
use generic-service

Para este script trabalhar tem de se compilar e aplicar as patches ao eapol_test

Pagina de NAGIOS de monitorizagéo do servidor/servigo:

800 Nagios Core =
[<1r] (&S] (2] [5] (O] [+ N nagios3.srv.rede
N a i o s‘7 Current Network Status Host Status Totals Service Status Totals
9 bﬁl?’fa‘“ hgﬂgn Oet 2311 12:39:15 WEST 2013 Up Down Unreachable Pending Ok Warning Unknown Critical Pending
— ated every 90 seconds
General Nagios® Care™ 3.4.1 - www.nagios.arg E' [e] o ] o J o o]
Logged in as rfro@iscte.pt All Problems Al Types All Problems Al Types
+ Home View History For This Host
+ Documentation View Natifications For This Host
D View Service Status Detail For All Hosts [
Current Status Service Status Details For Host 'radius*
¢ lactical OVervieW it mosus: (Al 2|
* Map + + + + + +
« Hosis Host * % Service ¥ ¥ Status *#  Last Check * ¥ Duration * ¥ Attempt *#  Status Information
o Sereioss radius2.Iscte.pt M & Current IP oK 2013-10-20 16:26:36  65d 20h 44m 7s 13 183.136.188.36/24
« Host Groups opP 2013-10-20 16:31:36  62d 14h 45m 53s 13 A0B.20
o Summary FreeRADIUS 2013-10-21 12:3804  0d 1h44m S1s 13 FreeRADIUS: time 0.010 seconds
o Grid Load 2013-10-21 12:3324 50 21h 56m 188 13 OK - load average: 0.07, 0.08, 0.05
o Service Groups Memory 2013-10-21 12:38:53 5d 12h 51m 558 13 CHECK_MEMORY OK - 442M frea
o Summary NTP 2013-10-21 12:43:22  66d 18h 21m 36s 13 193.136.188.36 clock Is accurate to the second : OK
o Grid 08 Info 2013-10-21 12:37:28 54 21h 52m 25s 13 Debian 7.2
o Problems PING OK 2013-10-21 12:3324 50 21h 56m 18s 13 PING OK - Packet loss = 0%, RTA= 0.81 ms
o Services Upgrades OK 2013-10-21 08:31:38 1276 13h55m23s 13 0 packages to upgrade last:2013-10-20
(Unhandled) Uptime OK 2013-10-21 12:3450 384 4h im 458 13 OK: Linux radius2.iscte-iul.pt 3.2.0-4-686-pae - up 5 days 12 hours 48 minutes
o Hosts Viware OK 2013-10-21 12:38.04 313d 1h 43m 50s 13 NA
Unhandled)
o Network Results 1 - 11 of 11 Matching Services
Outages

Raptor

Héa quem use o Raptor para fazer loggings das autenticagdes no FreeRadius. Ndo usamos o Raptor, mas deixamos um link aqui. https://community.ja.net
/groups/dot1x-sig/document/format-freeradius-log-enable-interoperation-raptor

Resolucéo de problemas


https://community.ja.net/groups/dot1x-sig/document/format-freeradius-log-enable-interoperation-raptor
https://community.ja.net/groups/dot1x-sig/document/format-freeradius-log-enable-interoperation-raptor

A resolucéo de problemas pode ser realizada em diferentes camadas da infra-estrutura do servidor, com diversos comandos especializados.

De seguida vamos dar alguns exemplos, com o output esperado. Aqui fica uma breve resenha da sintaxe de ferramentas opensource para despistar
problemas, embora relembremos que mais importante que ter ferramentas disponiveis, é ter a capacidade de interpretar os seus outputs.

De notar que o site freeradius.org e as mailing list associadas sdo também bastante activas e Uteis. Antes de enviar algo para a mailing list, também é
recomendado procurar nos arquivos em

htpp://freeradius.org/list/users.html

Podem também contactar o autor deste documento em rui.ribeiro@iscte.pt ou ruyrybeyro@gmail.com Dentro dos limites do possivel sera feito um esforgo
para responder.

Ressalve-se no entanto, que existem véarias camadas de troubleshooting, mas neste documento centramo-nos mais na parte do FreeRadius. Existem
também limitagdes da tecnologia conhecida, como a dificuldade de migragédo entre diferentes tecnologias de APs ou mesmo migrando entre

diferentes familias do mesmo fabricante (quando o utilizador se desloca dentro de um espaco fisico e muda de AP). Normalmente para ultrapassar estas
situagdes, o melhor sera fechar e abrir o wifi, ou activar momentaneamente o modo v6o do aparelho. Temos também casos raros de iPhones, de
utilizadores ao migrarem entre faculdades, serem forcados a fazer reboot para usar a EDUROAM. Instalando um profile de iOS de eduroam (por exemplo
do CAT), aparentemente o iPhone néo é bloqueado pelo AP. Os SSIDs do profile sdo testados primeiro, e em vez de testar varios métodos de
autenticagao, o profile define o método usado.

Existem também problemas conhecidos com bugs de Android entre a versdo 2.3 e a versdo 2.5. http://blogs.it.ox.ac.uk/networks/2012/01/25/eduroam-
connectivity-issues-on-android-2-3/comment-page-1/#comment-8606

pcregrep
Mostrar entradas de um log de utilizador individual.

pcregrep -M "manuel @scte.pt(.*\n){0,12}" detail-20140115*

PsS
Verificar se processos estéo a correr.

SAMBA:

#ps ax | grep [n]nbd
1618 ? Ss 0: 20 /usr/sbin/nnbd -D

SAMBA:

# ps ax | grep [s]nbd

1638 ? Ss 0: 06 /usr/sbin/snbd -D
1684 ? S 0: 00 /usr/sbin/snbd -D
winbind

# ps ax | grep [w i nbindd

16817 ? Ss 0: 28 /usr/ sbi n/w nbi ndd
16830 ? S 0: 36 /usr/ sbi n/w nbi ndd
FreeRADIUS

# ps ax | grep [f]reeradius
21981 ? Ssl 0: 10 /usr/sbin/freeradius


mailto:rui.ribeiro@iscte.pt
mailto:ruyrybeyro@gmail.com.
http://blogs.it.ox.ac.uk/networks/2012/01/25/eduroam-connectivity-issues-on-android-2-3/comment-page-1/#comment-8606
http://blogs.it.ox.ac.uk/networks/2012/01/25/eduroam-connectivity-issues-on-android-2-3/comment-page-1/#comment-8606

whbinfo

Para verificar se estamos joined a AD.

radi us:/ home/ rui # wbinfo -t
checking the trust secret for domain | SCTE via RPC calls succeeded

Fazer uma lista dos nossos trusted domains:

radi us:/ hone/rui # wbi nfo --trusted-domains
BU LTI N

RADI US

| SCTE

Listar os dominios activos:

radi us: / hone/rui # wbinfo --online-status
BU LTIN : online

RADI US2 : online

| SCTE : online

Verificar a validade de um utilizador/password. Password errada:

whinfo -a user%pass

plaintext password authentication failed

Could not authenticate user user%pass with plaintext password
challenge/response password authentication failed

error code was NT_STATUS_NO_SUCH_USER (0xc0000064)
error message was: No such user

Could not authenticate user user with challenge/response

Password correcta:

# whinfo -a radius%xxxxxx
plaintext password authentication succeeded

challenge/response password authentication succeeded

Verificar password usando o protocolo kerberos:

# wbinfo --krb5auth=radius_user%password
plaintext kerberos password authentication for [radius_user%password] succeeded (requesting cctype: FILE)

credentials were put in: FILE:/tmp/krb5cc_0

whbinfo -u | we -I (numero de utilizadores na AD)


http://radius2/home/rui

radi us: /horme/ rui# wbinfo -u | we -I
42619

nunero de grupos

wbinfo -g | we -1
radi us:/home/rui # wbinfo -g | we -1
81

Descobrir o DC que estamos a usar.

#wbi nfo --dc-info=l SCTE
dcOl.iscte.local (10.1.1.1)

Descobrir se a pilha bind/winbind esta a trabalhar bem e fazer ligacéo ao socket.

radi us:/ hone/rui # whinfo -p
Ping to wi nbindd succeeded

Testar a ligagéo ao DC.

# wbinfo -P
checki ng the NETLOGON dc connection succeeded

net

Fazer queries de capacidade de auditing do dominio a que estamos conectados:

#net rpc audit list -Urffro
Enter rffro's password:

Audi ting: Enabl ed

Audi ting categories: 7

Audi ting settings:

System Events Success, Failure
Logon events Success, Failure
Obj ect Access Success, Failure
Privil ege Use Success, Failure
Process Tracki ng Success, Failure
Pol i cy Change Success, Failure
Account Managenent Success, Failure

Ver shares disponiveis:



#net rpc share -Urffro
Enter rffro's password:
| PC$

Descobrir quem trata do LDAP de um dominio:

#net | ookup | dap | SCTE. LOCAL
10.1.1.1:389

ntim_auth

Testar a password de um utilizador no dominio.

[usr/bin/ntl mauth --request-nt-key --usernane=radi us --donai n=I SCTE
passwor d:
NT_STATUS_OK: Success (0x0) ou NT_STATUS WRONG PASSWORD: Wong Password (0xc000006a)

Neste caso, corria tudo bem, os diagnosticos de estarmos joined na AD, também estavam bem, sendo que acabamos por descobrir que o DC estava com
problemas.

/usr/bin/ntl mauth --usernane=radi us --domai n=l SCTE
passwor d:
NT_STATUS_ACCESS_DENI ED: Access deni ed (0xc0000022)

Erro do winbind antes de fazer join ao dominio e consequentemente ter o winbind em baixo.

# [usr/bin/ntlmauth --request-nt-key --usernane=rffro --donai n=W SCTE
passwor d:
NT_STATUS_CANT_ACCESS_DOVAI N_I NFO  NT_STATUS_CANT_ACCESS_DOVAI N_I NFO (0xc00000da)

E em caso de erro no nome do utilizador:

# [usr/bin/ntlmauth --request-nt-key --usernane=rui --donmai n=I SCTE
passwor d:
NT_STATUS_NO_SUCH USER: No such user (0xc0000064)

Kerberos

Gestéo de tickets kerberos.



# kinit rffro

Password for adm nistrator@ SCTE. LOCAL

# klist

Ti cket cache: FILE:/tnp/krb5cc_0

Defaul t principal: adm nistrator @V SCTE. WFARM

Valid starting Expi res Service principal
22/10/ 2013 10: 47 22/10/2013 20:47 krbtgt/| SCTE. LOCAL@ SCTE. LOCAL

renew until 23/10/2013 10: 47
kdest r oy

testparm

O testparm verifica se existem erros no ficheiro de configuracdo do SAMBA.



#testparm

Load smb config files from /etc/samba/smb.conf

rlimit_max: increasing rlimit_max (1024) to minimum Windows limit (16384)
Loaded services file OK.

Server role: ROLE_DOMAIN_MEMBER

Press enter to see a dump of your service definitions

[global]

workgroup = ISCTE

realm = ISCTE.WFARM

server string = %h server

interfaces = lo

bind interfaces only = Yes

security = ADS

obey pam restrictions = Yes

pam password change = Yes

passwd program = /usr/bin/passwd %u
passwd chat = *Enter\snew\s*\spassword:* %n\n *Retype\snew\s*\spassword:* %n\n *password\supdated\ssuccessfully* .
syslog =0

log file = /var/log/samba/log.%m

max log size = 1000

load printers = No

printcap name = /dev/null

disable spoolss = Yes

os level =0

local master = No

domain master = No

dns proxy = No

panic action = /usr/share/samba/panic-action %d
winbind enum users = Yes

winbind enum groups = Yes

winbind use default domain = Yes
idmap config * : range = 10000-20000
idmap config * : backend = tdb

printing = bsd

print command = Ipr -r -P'%p" %s

Ipg command = Ipq -P'%p’

Iprm command = Iprm -P'%p" %j

Pode-se usar o output do testparm para criar um smb.conf mais "limpo".



smbencrypt
O smbencrypt pode ser usado para gerar NT hashes de passwords, para colocar um ficheiros de FreeRadius ou testar em unlang.

$ smbencrypt kakao
LM Hash NT Hash

3658E2D04E81CC72AAD3B435B51404EE 30600A1973AA628A1F4C2F828C1CFFOC

password user = 0x30600A1973AA628A1F4C2F828C1CFFOC

freeradius

Para verificar erros ao nivel dos ficheiros de configuracéo, e da camada aplicacional do FreeRADIUS, pode-se correr o freeradius em modo debug:

/etc/init.d/nonit stop # (se se estiver a correr o nonit para recuperar 0O Servigo)
/etc/init.d/freeradius stop

freeradius -X

#ou

freeradius -Xxx # para ter mais detal he nos erros gerados

No caso de ao arranque, apresentar o erro seguinte, este deve-se ao Debian ndo aumentar as versdes das aplicagdes com patch. Ver o comentario do
ssl no radiusd.conf

[ FAIL] Checki ng FreeRADI US daenon configuration...failed (Once you have verified |libssl has been correctly
patched, set security.allow vul nerable_openssl = 'CVE-2014-0160').

Salienta-se que é mandatdrio usar o formato freeradius -X para colocar problemas na mailing list oficial.

e para rearrancar de novo:

/etc/init.d/freeradius start
/etc/init.d/ nonit start

Aconselha-se o0 uso do modo de debug desta forma apenas nas fases anteriores a entrada em producéo, sendo que em produgéo, aconselha-se o uso do
ra /raddebug, que tem menos implica¢des na estabilidade do servigo. Note-se também, e isto é importante, que é importante apagar passwords do
ficheiro de debug antes de o enviar a alguém.

Em freeradius3 com configuracdes radsec, usar em alternativa para debugging freeradius -fxx -/ stdout

Para ver a versédo de freeradius, op¢des de compilacao, e a partir da v2.2.4, a versdo do libssl (depois do heartbleed), fazer:



$ freeradius -xv

Tue May 6 16:20:09 2014 : Info: freeradius: FreeRADIUS Version 2.2.5 (git #b75980d), for host x86_64-pc-Ilinux-
gnu, built on May 6 2014 at 16:15:19

Tue May 6 16:20:09 2014 : Debug: Server was built wth:

Tue May 6 16:20:09 2014 : Debug: accounti ng

Tue May 6 16:20:09 2014 : Debug: aut henti cati on

Tue May 6 16:20:09 2014 : Debug: W TH_DHCP

Tue May 6 16:20:09 2014 : Debug: W TH_VMPS

Tue May 6 16:20:09 2014 : Debug: Server core libs:

Tue May 6 16:20:09 2014 : Debug: ssl: OpenSSL 1.0.1le 11 Feb 2013

Tue May 6 16:20:09 2014 : Info: Copyright (C 1999-2013 The FreeRADI US server project and contributors.
Tue May 6 16:20:09 2014 : Info: There is NO warranty; not even for MERCHANTABILITY or FI TNESS FOR A
Tue May 6 16:20:09 2014 : Info: PARTI CULAR PURPCSE.

Tue May 6 16:20:09 2014 : Info: You may redistribute copies of FreeRADI US under the terns of the

Tue May 6 16:20:09 2014 : Info: GNU General Public License.

Tue May 6 16:20:09 2014 : Info: For nore information about these natters, see the file nanmed COPYRI GHT.

Para correr sem threads, usar a opcao -t.

radclient

Para obter dados de status localmente no servidor freeradius fazer:



$echo "Message- Aut henti cator = 0x00, FreeRADI US- Statistics-Type = 31" | radclient |ocal host:18121 status
admi nsecret
Recei ved response ID 18, code 2, length = 512
Fr eeRADI US- Tot al - Access- Requests = 74084
Fr eeRADI US- Tot al - Access- Accept s 5921
Fr eeRADI US- Tot al - Access- Rej ects = 5207
Fr eeRADI US- Tot al - Access- Chal | enges = 62942
Fr eeRADI US- Tot al - Aut h- Responses = 74070
Fr eeRADI US- Tot al - Aut h- Dupl i cat e- Requests =
Fr eeRADI US- Tot al - Aut h- Mal f or med- Request s
Fr eeRADI US- Tot al - Aut h- 1 nval i d- Requests =
Fr eeRADI US- Tot al - Aut h- Dr opped- Requests =
Fr eeRADI US- Tot al - Aut h- Unknown- Types = 0
Fr eeRADI US- Tot al - Account i ng- Requests = 17155
Fr eeRADI US- Tot al - Account i ng- Responses = 17110
Fr eeRADI US- Tot al - Acct - Dupl i cat e- Requests = 35
Fr eeRADI US- Tot al - Acct - Mal f or ned- Request s 0
Fr eeRADI US- Tot al - Acct - I nval i d- Requests =
Fr eeRADI US- Tot al - Acct - Dr opped- Requests = 44
Fr eeRADI US- Tot al - Acct - Unknown- Types = 0
Fr eeRADI US- Tot al - Pr oxy- Access- Requests = 4779
Fr eeRADI US- Tot al - Proxy- Access- Accepts = 282
Fr eeRADI US- Tot al - Proxy- Access- Rej ects = 852
Fr eeRADI US- Tot al - Proxy- Access- Chal | enges = 3640
Fr eeRADI US- Tot al - Pr oxy- Aut h- Responses = 4774

|
IN

ool

o

Fr eeRADI US- Tot al - Proxy- Aut h- Dupl i cat e- Requests = 0
Fr eeRADI US- Tot al - Pr oxy- Aut h- Mal f or ned- Requests = 0
Fr eeRADI US- Tot al - Pr oxy- Aut h-1 nval i d- Requests = 0
Fr eeRADI US- Tot al - Pr oxy- Aut h- Dr opped- Requests = 0

Fr eeRADI US- Tot al - Pr oxy- Aut h- Unknown- Types = 0

Fr eeRADI US- Tot al - Pr oxy- Account i ng- Requests = 748
Fr eeRADI US- Tot al - Pr oxy- Account i ng- Responses = 737
Fr eeRADI US- Tot al - Proxy- Acct - Dupl i cat e- Requests = 0

Fr eeRADI US- Tot al - Pr oxy- Acct - Mal f or ned- Requests = 0
Fr eeRADI US- Tot al - Proxy- Acct - I nval i d- Requests = 0
Fr eeRADI US- Tot al - Pr oxy- Acct - Dr opped- Requests = 0

Fr eeRADI US- Tot al - Pr oxy- Acct - Unknown- Types = 0

FreeRADI US- Stats-Start-Time = "Mar 31 2014 13:02: 27 WEST"
FreeRADI US- St at s- HUP- Ti me = "Mar 31 2014 13:02: 27 WEST"
Fr eeRADI US- Queue-Len-Internal = 0

Fr eeRADI US- Queue- Len-Proxy = 0

Fr eeRADI US- Queue- Len- Auth =
Fr eeRADI US- Queue- Len- Acct =
Fr eeRADI US- Queue- Len- Det ai |

o o

Este comando pode ser invocado do snmp para uma ligagdo a uma ferramenta de monitorizacéo, Observium ou Cacti, ou entéo invocado a partir de um
SCi para o Nagios. O radclient também tem a opg&o -c para invocar vérias vezes os mesmos dados, -g para quiet mode e -x para descrever o que faz.

radeapclient

O radeapclient é baseado no radclient, mas tem mais opcdes e funciona em eap. Tem também umas operagdes bastante interessantes para auditing de
servigos, que infelizmente sé foram inserias no git 3.1.x. Podera valer a pena fazer backporting/compilar essa verséo

added option -n (rate limit)

fixed option -q (quiet mode)

improved option -s (statistics)

added option -o (periodic report)

added option -c (send each packet several times)

De futuro, o codigo podera ser fundido com o radclient, e este comando podera desaparecer.

radtest



Para verificar se o freeradius esté a autenticar correctamente um utilizador também se pode executar o comando:

$radtest -t nschap radius_teste@scte.pt password radi us2.iscte.pt: 1812 0 password_de_|I P_no_clients. conf
Sendi ng Access- Request of id 207 to 193.136.188.36 port 1812

User-Nane = "radi us_teste@scte. pt”

NAS- | P- Address = 193. 136. 188. 36

NAS-Port = 0

Message- Aut henti cat or = 0x00000000000000000000000000000000

MS- CHAP- Chal | enge = 0x7f 50f 83f b8726022

M5- CHAP- Response =

0x00010000000000000000000000000000000000000000000000009278635d44ade71b8e24950df 3eae8878cc85f e7f 379f d25
rad_recv: Access-Accept packet from host 193.136.188.36 port 1812, id=207, |ength=128

Servi ce- Type = Franed- User

Repl y- Message = "Edur oam | SCTE"

Framed- MTU = 1300

Tunnel - Type: 0 = VLAN

Tunnel - Medi um Type: 0 = | EEE- 802

Tunnel - Private-Goup-1d: 0 = "201"

MS- CHAP- MPPE- Keys = 0x0000000000000000454848d8f caab877388d5d6adf ef e07e0000000000000000

Ms- MPPE- Encrypti on-Pol i cy = 0x00000002

MS- MPPE- Encr ypti on- Types = 0x00000004

EAPTest

Ferramenta grafica para Mac para testar autenticagdes EAP, suportando uma série de protocolos. Cédigo de eapol_test adaptado para uma interface OS
/X. Pago.

http://www.macupdate.com/app/mac/49625/eaptest

radperf

A ferramenta radperf propde-se ser uma ferramenta de referéncia de analise de performance RADIUS, escrita pelo autor do FreeRadius. Eram
disponibilizados binarios para 32 bits no passado para Windows, OS/X e Linux. Hoje em dia os binarios sdo para 64 bits. E extremamente compacta e
rapida. O URL é http://networkradius.com/radperf.html|


http://www.macupdate.com/app/mac/49625/eaptest
http://networkradius.com/radperf.html

$radperf - Performance testing tool for RADI US systens.
Copyright (C) 2012 Network RADIUS SARL. All rights reserved.
Usage: radperf [options] server[:port] <command> [<secret>]

<command> One of auth, acct, status, coa, or disconnect.
-a type Use aut hentication method <type> (pap, chap, none)
-Ad | After Access-Accept, send accounting packets.
-c count Send each packet 'count' tines.

-d raddb Set dictionary directory.

-Dfile Print packet statistics to file

-f file Read packets fromfile, not stdin.

-F Updat e Franed-| P- Address, too.

-n num Send a maxi mum of 'num packets per second

-p num Send a maxi mum of 'num packets in parallel.

-q Do not print anything out.

-r retries |If tinmeout, retry sending the packet 'retries' tines.

-Rrealm Real m nane to append to the User-Nane

-s Print out summary information of auth results.

-Sfile read secret fromfile, not conmand line.

-t tineout WAt 'tineout' seconds before retrying (may be a floating point nunber).
-T tenplate Use tenplate file with every request

-u nunber Generate requests for 'nunber' users.

-V Show program version information.
- X Debuggi ng node.

-4 Use | Pv4 address of server

-6 Use | Pv6 address of server.

Em seguida, usando a verséo antiga de 32 bits, editamos o ficheiro bob.csv, e colocamos o utilizador do weathermap, que retorna um reply message e
falha de autenticacao.

radius-teste@iscte.pt,hello

$LD LI BRARY_PATH=./lib ./radperf -f bob.csv -a pap -c 200000 -s 193. 136.188.36 auth test
Recei ved response ID 186, code 3, length = 31
Repl y- Message = "RADI US OK"
Recei ved response ID 214, code 3, length = 31
Repl y- Message = "RADI US OK"
Recei ved response ID 31, code 3, length = 31
Repl y- Message = "RADI US OK"
Recei ved response ID 70, code 3, length = 31
Repl y- Message = "RADI US OK*
Recei ved response ID 40, code 3, length
Repl y- Message = "RADI US OK"

31

Total succeeded ]
Total failed ;200000
Total no reply )
Total time (s) : 143.890
Packet s/ s ;1390
Response tines

< 10 usec : O

< 100 usec : O

< nsec : 192122

< 10 nsec : 7718

< 0.1s . 157

<s 03

< 10s 0

< 100s 0

O teste foi realizado com um utilizador com negacgéo de autenticacdo em unlang, e ndo é representativo da capacidade de autenticar utilizadores com
M$EHAP. E também de ter em atencdo que utilizadores com autenticagdo negada tém um atraso de processamento parametrizado no freeradius.

raduat


mailto:radius-teste@iscte.pt

http://wiki.freeradius.org/guide/raduat

Radlogin

http://www.iea-software.com/products/radlogin4.cfm

LoadUl

Outra ferramenta interessante para analise de performance é o LOADUI; permite entre outras coisas, configurar o uso de varios scripts simultaneamente.

Pode-se obter a verséo gratis em http://sourceforge.net/projects/loadui/ e a paga, LoadUiPro, em http://www.loadui.org. A verséo free esta limitada a 300
users simultaneos.

Idapperf

Para fazer testes de velocidade a camada LDAP de queries.

https://github.com/arr2036/Idapperf/

Idapsearch

Para verificar se um utilizador local existe/estd em pelo menos um dos grupos necessarios para atribuir uma vlan:

Idapsearch -x -LLL -E pr=200/noprompt -h your_ad_server -D "CN=Radius,CN=Users,DC=iscte,DC=local" -w pass_Radius_AD_user -b "cn=users,
dc=iscte,dc=local" -s sub "(sAMAccountName=utilizador_a_fazer_debugging sem dominio)" memberOf

$l dapsearch -x -LLL -E pr=200/nopronpt -h 10.1.1.1 -D "CN=radi us_bi nd, CN=Users, DC=i scte, DC=l ocal " -w passord -b
"cn=users, dc=i scte,dc=local" -s sub "(sAMAccount Name=al uno_teste)" nenber O

dn: CN=al uno_t est e, CN=User s, DC=i sct e, DC=I ocal

menber O : CN=Al unos, CN=User s, DC=i sct e, DC=Il ocal

tcpdump

Ao nivel de rede, também se pode escutar se recebemos pacotes RADIUS dos APs e da federagdo com o comando:


http://wiki.freeradius.org/guide/raduat
http://www.iea-software.com/products/radlogin4.cfm
http://sourceforge.net/projects/loadui/
http://www.loadui.org
https://github.com/arr2036/ldapperf/

# tcpdunp -n port 1812 or port 1813

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
listening on ethO, |ink-type ENIOMB (Ethernet), capture size 65535 bytes
12:17:21.788969 | P 10.61.10.11. 60207 > 193. 136. 188. 36. 1813: RADI US, Accounting Request (4), id: O0x7f length: 201
12:17:21.790276 | P 193.136.188.36.1813 > 10. 61. 10. 11. 60207: RADI US, Accounting Response (5), id: Ox7f length: 20
12:17:21. 826514 | P 10.61.10. 11. 60207 > 193. 136. 188. 36. 1813: RADI US, Accounting Request (4), id: Ox80 length: 237
12:17:21.831775 | P 193.136.188. 36. 1813 > 10. 61. 10. 11. 60207: RADI US, Accounti ng Response (5), id: 0x80 length: 20
12:17:21.865924 | P 10.61.10.12. 56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxc7 length: 182
12:17:21. 866695 | P 193. 136. 188. 36. 1812 > 10. 61. 10. 12. 56350: RADI US, Access Chal l enge (11), id: Oxc7 length: 64
12:17:21. 923641 | P 10.61.10.12. 56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxc8 length: 187
12:17:21.924383 | P 193.136.188. 36. 1812 > 10. 61. 10. 12. 56350: RADI US, Access Chal |l enge (11), id: Oxc8 length: 64
12:17:21.953319 | P 10.61.10.11. 60207 > 193. 136. 188. 36. 1813: RADI US, Accounting Request (4), id: 0x81 length: 200
12:17:21.954237 | P 10.61.10.11. 60207 > 193. 136. 188. 36. 1813: RADI US, Accounting Request (4), id: 0x82 length: 242
12:17:21.955787 | P 10.61.10.12.56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxc9 length: 286
12:17:21.956498 | P 193.136.188. 36. 1812 > 10. 61. 10. 12. 56350: RADI US, Access Chal l enge (11), id: Oxc9 length: 1090
12:17:21.968523 | P 193.136.188. 36. 1813 > 10. 61. 10. 11. 60207: RADI US, Accounti ng Response (5), id: 0x81 length: 20
12:17:21.969503 | P 193.136. 188. 36. 1813 > 10. 61. 10. 11. 60207: RADI US, Accounting Response (5), id: 0x82 length: 20
12:17:21.978805 | P 10. 10. 66.5. 32770 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Ox17 length: 185
12:17:21.979368 | P 193.136.188. 36. 1812 > 10. 10. 66. 5. 32770: RADI US, Access Chal l enge (11), id: Ox17 length: 64
12:17:21.988407 | P 10.61.10.12.56350 > 193.136. 188. 36. 1812: RADI US, Access Request (1), id: Oxca length: 187
12:17:21.988953 | P 193.136.188. 36. 1812 > 10. 61. 10. 12. 56350: RADI US, Access Chal |l enge (11), id: Oxca length: 1086
12:17:22.052088 | P 10.61.10.12. 56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxcb length: 187
12:17:22.052719 | P 193.136.188.36.1812 > 10.61. 10. 12. 56350: RADI US, Access Chal |l enge (11), id: Oxcb length: 1086
12:17:22.086430 | P 10.61.10.12.56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxcc length: 187
12:17:22.087093 | P 193.136. 188. 36. 1812 > 10. 61. 10. 12. 56350: RADI US, Access Chal l enge (11), id: Oxcc |ength: 522
12:17:22.119212 | P 10.61.10.12.56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxcd length: 519
12:17:22.136861 | P 193.136.188.36.1812 > 10.61.10.12.56350: RADI US, Access Challenge (11), id: Oxcd length: 123
12:17:22.172056 | P 10.61.10.12.56350 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxce length: 187
12:17:22.172740 | P 193.136.188.36. 1812 > 10.61. 10.12. 56350: RADI US, Access Chal |l enge (11), id: Oxce length: 101
Pedido com secret errado (gerado com radtest no localhost):
# tcpdunp -n port 1812 -i lo
tcpdunmp: verbose output suppressed, use -v or -vv for full protocol decode
listening on lo, link-type ENIOMB (Ethernet), capture size 65535 bytes
12:32:10.587369 | P 193.136. 188. 36. 52547 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: 0x85 length: 146
12:32:14. 492220 | P 193.136. 188. 36. 32963 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxld length: 146
12:32:15.504623 | P 193. 136. 188. 36. 38887 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: 0x56 |ength: 146
12:32:16. 371053 | P 193.136. 188. 36. 32921 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: 0x52 length: 146
12:32:17. 214224 | P 193. 136. 188. 36. 34200 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: Oxa8 |ength: 146
12:32:17.983684 | P 193.136. 188. 36. 47958 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: O0x48 length: 146
12:32:18. 756234 | P 193. 136. 188. 36. 60883 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: 0x9a length: 146
12:32:19.520513 | P 193. 136. 188. 36. 48594 > 193. 136. 188. 36. 1812: RADI US, Access Request (1), id: 0x43 length: 146
Para ver com mais detalhe uma transac¢do RADIUS normal:
# tcpdunp -n -vvv port 1812 or port 1813
tcpdump: listening on ethO, link-type ENLOMB (Ethernet), capture size 65535 bytes
12:19: 43.875217 IP (tos 0x0, ttl 63, id 58184, offset 0, flags [none], proto UDP (17), length 228)
10. 61.10. 11. 60207 > 193. 136. 188. 36. 1813: [udp sum ok] RADI US, |ength: 200
Accounting Request (4), id: 0x85, Authenticator: 442bdc2391bace09f 3f e02d47babf 12a
Accounting Status Attribute (40), length: 6, Value: Start
0x0000: 0000 0001
Accounting Session ID Attribute (44), length: 19, Value: 5256C7CF- 0001B5AC
0x0000: 3532 3536 4337 4346 2d30 3030 3142 3541
0x0010: 43
Accounting Authentication Attribute (45), length: 6, Value: RADI US
0x0000: 0000 0001

Usernane Attribute (1),
0x0000: 6661 6361 66

NAS | P Address Attribute (4)
0x0000: 0a3d 0aOb

length: 7, Value

I ength: 6, Value:

f acaf

10.61.10.11



NAS Port Attribute (5), length: 6, Value: 0
0x0000: 0000 0000

NAS Port Type Attribute (61), length: 6, Value: Wreless - | EEE 802.11
0x0000: 0000 0013

NAS | D Attribute (32), length: 19, Value: 00-50-56-80-36-73
0x0000: 3030 2d35 302d 3536 2d38 302d 3336 2d37
0x0010: 33

Called Station Attribute (30), length: 32, Value: 00-50-56-80-36-73: EDUROAM 1020
0x0000: 3030 2d35 302d 3536 2d38 302d 3336 2d37
0x0010: 333a 4544 5552 4f41 4d5f 3130 3230

Calling Station Attribute (31), length: 19, Value: AO-OB-BA-28-2B-EB
0x0000: 4130 2d30 422d 4241 2d32 382d 3242 2d45
0x0010: 42

Connect Info Attribute (77), length: 23, Value: CONNECT Unknown radio
0x0000: 434f 4ede 4543 5420 556e 6b6e 6f77 6e20
0x0010: 7261 6469 6f

Accounting Delay Attribute (41), length: 6, Value: 00 secs
0x0000: 0000 0000

Vendor Specific Attribute (26), length: 12, Value: Vendor: Unknown (15983)
Vendor Attribute: 1, Length: 4, Value: ...H
0x0000: 0000 3e6f 0106 0000 0048

Vendor Specific Attribute (26), length: 13, Value: Vendor: Unknown (15983)
Vendor Attribute: 2, Length: 5, Value: AP-72
0x0000: 0000 3e6f 0207 4150 2d37 32

12:19:43.876022 IP (tos 0x0, ttl 63, id 58185, offset 0, flags [none], proto UDP (17), length 264)
10. 61.10. 11. 60207 > 193.136. 188. 36. 1813: [udp sum ok] RADI US, |ength: 236
Accounting Request (4), id: O0x86, Authenticator: 0272945202b30d20b3ac76f37caclb93

Accounting Status Attribute (40), length: 6, Value: Stop
0x0000: 0000 0002

Accounting Session |ID Attribute (44), length: 19, Value: 5256C7CF- 0001B5A4
0x0000: 3532 3536 4337 4346 2d30 3030 3142 3541
0x0010: 34

Accounting Authentication Attribute (45), length: 6, Value: RADI US
0x0000: 0000 0001

Usernane Attribute (1), length: 7, Value: facaf
0x0000: 6661 6361 66

NAS | P Address Attribute (4), length: 6, Value: 10.61.10.11
0x0000: 0a3d 0aOb

NAS Port Attribute (5), length: 6, Value: 2118
0x0000: 0000 0846

NAS Port Type Attribute (61), length: 6, Value: Wreless - | EEE 802. 11
0x0000: 0000 0013

NAS ID Attribute (32), length: 19, Value: 00-50-56-80-36-73
0x0000: 3030 2d35 302d 3536 2d38 302d 3336 2d37
0x0010: 33

Called Station Attribute (30), length: 32, Value: 00-50-56-80-36-73: EDUROAM 1020
0x0000: 3030 2d35 302d 3536 2d38 302d 3336 2d37
0x0010: 333a 4544 5552 4f41 4d5f 3130 3230

Calling Station Attribute (31), length: 19, Value: AO-0B-BA-28-2B-EB
0x0000: 4130 2d30 422d 4241 2d32 382d 3242 2d45
0x0010: 42

Connect Info Attribute (77), length: 23, Value: CONNECT Unknown radio
0x0000: 434f 4ede 4543 5420 556e 6b6e 6f77 6e20
0x0010: 7261 6469 6f

Accounting Session Time Attribute (46), length: 6, Value: 14 secs
0x0000: 0000 000e

Accounting Delay Attribute (41), length: 6, Value: 00 secs
0x0000: 0000 0000

Accounting Term nati on Cause Attribute (49), length: 6, Value: User Request
0x0000: 0000 0001

Accounting | nput Packets Attribute (47), length: 6, Value: 0
0x0000: 0000 0000

Accounting Qutput Packets Attribute (48), length: 6, Value: 0
0x0000: 0000 0000

Accounting Input Octets Attribute (42), length: 6, Value: 0
0x0000: 0000 0000

Accounting Qutput COctets Attribute (43), length: 6, Value: 0
0x0000: 0000 0000

Vendor Specific Attribute (26), length: 12, Value: Vendor: Unknown (15983)
Vendor Attribute: 1, Length: 4, Value: ...H
0x0000: 0000 3e6f 0106 0000 0048



Vendor Specific Attribute (26), length: 13, Value: Vendor: Unknown (15983)
Vendor Attribute: 2, Length: 5, Value: AP-72
0x0000: 0000 3e6f 0207 4150 2d37 32
12:19: 43.893929 IP (tos 0x0, ttl 64, id 11300, offset O, flags [none], proto UDP (17),
193.136. 188. 36. 1813 > 10. 61. 10. 11. 60207: [bad udp cksum 0x9222 -> 0x8506!] RADI US,
Accounting Response (5), id: Ox85, Authenticator: 5be45f6cea7f bdf 3702a8a87c62ecc37
12:19: 43.896277 IP (tos 0x0, ttl 64, id 11301, offset O, flags [none], proto UDP (17),
193. 136. 188. 36. 1813 > 10.61. 10. 11. 60207: [bad udp cksum 0x9222 -> 0xd776!] RADI US,
Accounting Response (5), id: 0x86, Authenticator: f93f30017d5e717abc070c6edb5ae280
12:19: 44. 004734 IP (tos 0x0, ttl 63, id 58186, offset O, flags [none], proto UDP (17),
10. 61.10. 11. 36000 > 193. 136. 188. 36. 1812: [udp sum ok] RADI US, |ength: 182
Access Request (1), id: O0x87, Authenticator: b574c133echd4f 00f 003cc4094279bb3
Usernane Attribute (1), length: 16, Value: facaf @scte.pt
0x0000: 6661 6361 6640 6973 6374 652e 7074
NAS | P Address Attribute (4), length: 6, Value: 10.61.10.11
0x0000: 0a3d 0aOb
NAS Port Attribute (5), length: 6, Value: 2118
0x0000: 0000 0846
Called Station Attribute (30), length: 32, Value: 00-50-56-80-36-73: EDUROAM 1020
0x0000: 3030 2d35 302d 3536 2d38 302d 3336 2d37
0x0010: 333a 4544 5552 4f41 4d5f 3130 3230
Calling Station Attribute (31), length: 19, Value: AO-0B-BA-28-2B-EB
0x0000: 4130 2d30 422d 4241 2d32 382d 3242 2d45
0x0010: 42
Framed MU Attribute (12), length: 6, Value: 1250
0x0000: 0000 04e2
NAS Port Type Attribute (61), length: 6, Value: Wreless - | EEE 802.11
0x0000: 0000 0013
Framed Conpression Attribute (13), length: 6, Value: None
0x0000: 0000 0000
Connect Info Attribute (77), length: 23, Value: CONNECT Unknown radio
0x0000: 434f 4ede 4543 5420 556e 6b6e 6f77 6e20
0x0010: 7261 6469 6f
Unassigned Attribute (89), length: 3, Value
0x0000: 00
EAP Message Attribute (79), length: 21, Value
0x0000: 0201 0013 0166 6163 6166 4069 7363 7465
0x0010: 2e70 74
Message Authentication Attribute (80), length: 18, Value: & .K ...5. ..... G
0x0000: 2684 e34b 8c16 0987 3503 eb8a f5ee dd47
12:19: 44. 005604 IP (tos Ox0, ttl 64, id 11302, offset O, flags [none], proto UDP (17),
193. 136.188. 36. 1812 > 10.61. 10. 11. 36000: [bad udp cksum 0x924e -> Oxa68c!] RADI US,
Access Chal l enge (11), id: Ox87, Authenticator: 09926dd7fdcc6651dca88df db1964ddf
EAP Message Attribute (79), length: 8, Value
0x0000: 0102 0006 1520
Message Authentication Attribute (80), length: 18, Value: oRV..sA .h..P. K
0x0000: 6f52 56a4 eb73 419b 8f68 b0f9 50c2 4b0c
State Attribute (24), length: 18, Value: .Ta..Vt.z0J.i..A
0x0000: 1la54 618f 1la56 74f6 7a30 4a97 69f8 Ob4l

Para sniffar as transac¢des LDAP:

I ength 48)
length: 20

I ength 48)
length: 20

I ength 210)

I ength 92)
length: 64



# tcpdunp -n -vvv port 389
tcpdump: listening on ethO, Iink-type ENLOMB (Ethernet), capture size 65535 bytes
12:21:49.097061 IP (tos 0x0, ttl 64, id 13945, offset O, flags [DF], proto TCP (6), length 192)

193. 136. 188. 36. 50435 > 10. 20. 10. 78.389: Flags [P.], cksum 0x92cl1l (incorrect -> Oxff42), seq 3599505020:
3599505160, ack 1435163761, win 4103, options [nop, nop, TS val 140856200 ecr 171411212], |length 140
12:21:49.097965 IP (tos 0x0, ttl 127, id 27275, offset O, flags [DF], proto TCP (6), length 154)

10. 20. 10. 78.389 > 193. 136. 188. 36. 50435: Flags [P.], cksum OxeOf1 (correct), seq 1:103, ack 140, wi n 510,
options [nop, nop, TS val 171411492 ecr 140856200], |ength 102
12:21:49.097981 IP (tos Ox0, ttl 64, id 13946, offset O, flags [DF], proto TCP (6), length 52)

193. 136. 188. 36. 50435 > 10.20.10.78.389: Flags [.], cksum 0x9235 (incorrect -> 0x07de), seq 140, ack 103,
win 4103, options [nop, nop, TS val 140856201 ecr 171411492], length O
12:21:49.098109 IP (tos O0x0, ttl 64, id 13947, offset O, flags [DF], proto TCP (6), length 162)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [P.], cksum 0x92a3 (incorrect -> 0x582b), seq 140: 250, ack
103, win 4103, options [nop, nop, TS val 140856201 ecr 171411492], length 110
12:21:49.098728 IP (tos 0x0, ttl 127, id 27276, offset O, flags [DF], proto TCP (6), length 75)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum 0x7034 (correct), seq 103:126, ack 250, wi n 509,
options [nop, nop, TS val 171411492 ecr 140856201], |length 23
12:21:49.098904 IP (tos 0x0, ttl 64, id 13948, offset 0, flags [DF], proto TCP (6), length 157)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [P.], cksum 0x929e (incorrect -> Oxb59a), seq 250: 355, ack
126, win 4103, options [nop, nop, TS val 140856201 ecr 171411492], |length 105
12:21:49.099505 IP (tos 0x0, ttl 127, id 27277, offset 0O, flags [DF], proto TCP (6), length 215)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum Oxc2ae (correct), seq 126:289, ack 355, wi n 509,
options [nop, nop, TS val 171411492 ecr 140856201], |ength 163
12:21:49.099664 IP (tos 0x0, ttl 64, id 13949, offset O, flags [DF], proto TCP (6), |ength 145)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [P.], cksum 0x9292 (incorrect -> 0Oxe7d6), seq 355:448, ack
289, win 4103, options [nop, nop, TS val 140856201 ecr 171411492], length 93
12:21:49. 100227 IP (tos 0x0, ttl 127, id 27278, offset O, flags [DF], proto TCP (6), length 75)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum Ox6eb2 (correct), seq 289:312, ack 448, w n 508,
options [nop, nop, TS val 171411493 ecr 140856201], |ength 23
12:21:49.100445 | P (tos 0x0, ttl 64, id 13950, offset O, flags [DF], proto TCP (6), |ength 163)

193. 136. 188. 36. 50435 > 10.20. 10. 78.389: Flags [P.], cksum 0x92a4 (incorrect -> Oxlb5c), seq 448:559, ack
312, win 4103, options [nop, nop, TS val 140856201 ecr 171411493], length 111
12:21:49.101059 IP (tos 0x0, ttl 127, id 27279, offset O, flags [DF], proto TCP (6), length 75)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum Ox6e2b (correct), seq 312: 335, ack 559, win 508,
options [nop, nop, TS val 171411493 ecr 140856201], |ength 23
12:21:49.101159 IP (tos O0x0, ttl 64, id 13951, offset O, flags [DF], proto TCP (6), length 157)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [P.], cksum 0x929e (incorrect -> 0xb390), seq 559: 664, ack
335, win 4103, options [nop, nop, TS val 140856201 ecr 171411493], length 105
12:21:49.101828 IP (tos 0x0, ttl 127, id 27280, offset O, flags [DF], proto TCP (6), |length 215)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum Oxc0Oa3 (correct), seq 335:498, ack 664, w n 507,
options [nop, nop, TS val 171411493 ecr 140856201], |length 163
12:21:49.102017 IP (tos 0x0, ttl 64, id 13952, offset O, flags [DF], proto TCP (6), |length 146)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [P.], cksum 0x9293 (incorrect -> 0x6d44), seq 664: 758, ack
498, win 4103, options [nop, nop, TS val 140856202 ecr 171411493], length 94
12:21:49.102588 IP (tos 0x0, ttl 127, id 27281, offset 0O, flags [DF], proto TCP (6), length 136)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum Ox09fc (correct), seq 498:582, ack 758, win 513,
options [nop, nop, TS val 171411493 ecr 140856202], |ength 84
12:21:49. 141698 IP (tos 0x0, ttl 64, id 13953, offset O, flags [DF], proto TCP (6), length 52)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [.], cksum 0x9235 (incorrect -> 0x0389), seq 758, ack 582,
win 4103, options [nop, nop, TS val 140856212 ecr 171411493], length O
12:21:50.680844 IP (tos 0x0, ttl 64, id 13954, offset O, flags [DF], proto TCP (6), length 192)

193. 136. 188. 36. 50435 > 10. 20. 10.78.389: Flags [P.], cksum 0x92cl (incorrect -> Oxf769), seq 758:898, ack
582, win 4103, options [nop, nop, TS val 140856596 ecr 171411493], length 140
12:21:50. 681647 IP (tos 0x0, ttl 127, id 27286, offset O, flags [DF], proto TCP (6), length 159)

10. 20. 10. 78. 389 > 193. 136. 188. 36. 50435: Flags [P.], cksum Oxf2ba (correct), seq 582:689, ack 898, wn 512,
options [nop, nop, TS val 171411651 ecr 140856596], |ength 107
12:21:50.681671 IP (tos 0x0, ttl 64, id 13955, offset O, flags [DF], proto TCP (6), length 52)

193. 136. 188. 36. 50435 > 10.20.10.78.389: Flags [.], cksum 0x9235 (incorrect -> 0x0073), seq 898, ack 689,
win 4103, options [nop, nop, TS val 140856597 ecr 171411651], length O
12:21:50. 682018 IP (tos Ox0, ttl 64, id 13956, offset O, flags [DF], proto TCP (6), length 162)

193. 136. 188. 36. 50435 > 10. 20.10.78.389: Flags [P.], cksum 0x92a3 (incorrect -> 0x57c0), seq 898: 1008, ack
689, win 4103, options [nop, nop, TS val 140856597 ecr 171411651], length 110

E normal ver pacotes a sair com checksum incorrecto num host vmware, sendo que isto é um problema/optimizag&o conhecida para ganhar tempo de
pr@dessamento, e o0 pacote ao sair do servidor/ambiente virtual ja sai com o checksum corrigido.

Escutar comeco e fim de transagées TCP



# tcpdunp "tcp[13] & 3 I=0'

tcpdunp: verbose out put suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 65535 bytes

12:37:28.178811 | P nagi 0s3. srv.rede. 45224 > radius2.iscte.pt.nrpe: Flags [S], seq 1549761472, w n 14600,
options [nmss 1460, sackOK, TS val 845939632 ecr 0, nop,wscale 4], length O

12:37:28.178850 | P radius2.iscte.pt.nrpe > nagi 0s3.srv.rede.45224: Flags [S.], seq 2953569873, ack 1549761473,
wi n 14480, options [mes 1460, sackOK, TS val 141090971 ecr 845939632, nop, wscale 3], length O

12:37:28.220497 | P radius2.iscte.pt.nrpe > nagi 0os3.srv.rede.45224: Flags [F.], seq 1037, ack 1037, wi n 2069,
options [nop, nop, TS val 141090981 ecr 845939634], length O

12:37:28.221356 | P nagi 0s3.srv.rede. 45224 > radius2.iscte.pt.nrpe: Flags [F.], seq 1037, ack 1038, w n 1042,
options [nop, nop, TS val 845939643 ecr 141090981], length O

12:38:19.425347 | P radius2.iscte.pt.50496 > horus2.w scte.wfarmldap: Flags [S], seq 1561846426, wi n 14600,
options [nmss 1460, sackOK, TS val 141103782 ecr O, nop,wscale 3], length O

12:38:19. 426046 | P horus2.w scte.wfarmldap > radi us2.iscte.pt.50496: Flags [S.], seq 832389402, ack
1561846427, win 8192, options [nss 1380, nop, wscal e 8, sackOK, TS val 171510525 ecr 141103782], length 0O

12: 38:40. 296018 | P nagi 0s3. srv.rede. 45302 > radius2.iscte.pt.nrpe: Flags [S], seq 2618866886, w n 14600,
options [nmes 1460, sackOK, TS val 845957661 ecr 0, nop,wscale 4], length O

12:38:40.296061 | P radius2.iscte.pt.nrpe > nagi 0s3.srv.rede. 45302: Flags [S.], seq 1631463945, ack 2618866887,
wi n 14480, options [mes 1460, sackOK, TS val 141109000 ecr 845957661, nop, wscale 3], length O

12: 38:40.550782 | P radius2.iscte.pt.nrpe > nagi 0s3.srv.rede.45302: Flags [F.], seq 1037, ack 1037, wi n 2069,
options [nop, nop, TS val 141109064 ecr 845957662], |length O

12: 38:40. 551293 | P nagi 0s3. srv.rede. 45302 > radius2.iscte.pt.nrpe: Flags [F.], seq 1037, ack 1038, wi n 1042,
options [nop, nop, TS val 845957725 ecr 141109064], length O

12:39: 09. 180239 | P nagi 0s3. srv.rede. 45380 > radius2.iscte.pt.nrpe: Flags [S], seq 2280252685, w n 14600,
options [nmes 1460, sackOK, TS val 845964882 ecr 0, nop,wscale 4], length O

12:39: 09.180279 I P radius2.iscte.pt.nrpe > nagi 0s3.srv.rede. 45380: Flags [S.], seq 1198201210, ack 2280252686,
wi n 14480, options [mes 1460, sackOK, TS val 141116221 ecr 845964882, nop, wscale 3], length O

12:39:09. 271131 I P radius2.iscte.pt.nrpe > nagi 0s3.srv.rede.45380: Flags [F.], seq 1037, ack 1037, wi n 2069,
options [nop, nop, TS val 141116244 ecr 845964886], |length 0

12:39: 09. 271632 | P nagi 0s3. srv.rede. 45380 > radius2.iscte.pt.nrpe: Flags [F.], seq 1037, ack 1038, wi n 1042,
options [nop, nop, TS val 845964905 ecr 141116244], length O

wireshark

Pode-se colocar no wireshark o shared secret do RADIUS.

Wireless Diagnostics

Em OS/X, no 10.10/yosemite e em 10.9/Mavericks, é possivel fazer sniffing ao trafego wifi com mecanismos do SO. Para tal, faz-se ALT-icon wifi-
>open wireless diagnostics->window (menu)->sniffer. Isto deixa um processo a escutar as transacgdes de wireless num determinado canal. Quando se
termina, cria um ficheiro raw em formato tcpdump no Desktop.

tcpreplay

O comando tcpreplay pode ser usado para fazer replay de capturas realizadas com tcpdump para efeitos de teste. < a completar>

netstat

Para ver as portas ocupadas com servigos, pode-se usar o comando netstat. Chama-se a atencéo para os LISTEN nos sockets TCP, os sockets unix
[ficheiros e as portas UDP no segundo comando.



$ netstat -an | grep LISTEN

tcp 0 0 0.0.0.0:22 0.0.0.0:* LI STEN

tep 0 0 0.0.0.0:443 0.0.0.0:* LI STEN

tcp 0 0 127.0.0. 1: 445 0.0.0.0:* LI STEN

tcp 0 0 127.0.0.1:139 0.0.0.0:* LI STEN

unix 2 [ ACC ] STREAM LI STENI NG 1088011 /var/run/ sanba/w nbi ndd_pri vi | eged/ pi pe

unix 2 [ ACC ] STREAM LI STENI NG 1088010 /tnp/.w nbi ndd/ pi pe

unix 2 [ ACC ] STREAM LI STENI NG 2276476 [usr/local/var/run/freeradi us/freeradi us. sock

$ netstat -an | grep 181[ 23]

udp 0 0 193.136.188. 36: 1812 0.0.0.0:*

udp 0 0 193.136. 188. 36: 1813 0.0.0.0:*

udp 0 0 127.0.0.1:18120 0.0.0.0:*

$sudo netstat -Itunp

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Forei gn Address State Pl D/ Progr am nane

tep 0 0 0.0.0.0:22 0.0.0.0:* LI STEN 1306/ sshd

tep 0 0 0.0.0.0:443 0.0.0.0:* LI STEN 1410/ l'i ghttpd

tcp 0 0 127.0.0. 1: 445 0.0.0.0:* LI STEN 1430/ smbd

tep 0 0 127.0.0.1:139 0.0.0.0:* LI STEN 1430/ snmbd

tcp6 0 0:::22 A LI STEN 1306/ sshd

tcp6 0 0 :::443 A LI STEN 1410/ 1i ghttpd

udp 214016 0 0.0.0.0:137 0.0.0.0:* 1327/ nmbd

udp 213248 0 0.0.0.0:138 0.0.0.0:* 1327/ nmbd

udp 0 0 0.0.0.0:54929 0.0.0.0:* 2871/ freer adi us

udp 0 0 0.0.0.0:161 0.0.0.0:* 1357/ snnpd

udp 0 0 127.0.0.1:18120 0.0.0.0:* 2871/ freer adi us

udp 0 0 127.0.0.1:18121 0.0.0.0:* 2871/ freeradi us

udp 0 0 0.0.0.0:1812 0.0.0.0:* 2871/ freeradi us

udp 0 0 0.0.0.0:1813 0.0.0.0:* 2871/ freeradi us

udp 0 0 0.0.0.0:46418 0.0.0.0:* 2871/ freeradi us
ngrep

O ngrep € bastante interessante para trafego nao codificado, como por exemplo, para ouvir os pedidos Idap. Foi através do ngrep que percebemos que as
configuracdes ldap precisavam de mudancas.

#ngrep -q "." "port 389"
T 193. 136. 188. 36: 54884 -> 10.1.1.1:389 [AP]
0o..... ch..CN=Users, DC=wi scte,DC=wfarm ............... 4. ...sAMAccount Nane. . Al unos. ... sAMAccount Nane. .

a221270...dn

T 10.1.1.1:389 -> 193. 136. 188. 36: 54884 [ AP]

T 193. 136.188.36: 54884 -> 10.1.1.1:389 [AP]
0x..... cq. GCCN=nonme conpl eto de utilizadora apagado, CN=Users, DC=i scte,DC=local ................. obj ect cl assO. ..

menberF1...." . UCN=Al unos, C
N=User s, DC=i scte,DC=local 0..........

T 193. 136. 188. 36: 54884 -> 10.1.1.1:389 [AP]
0]..... cV. UCN=Al unos, CN=User s, DC=i scte,DC=local . .................. sAMAccount Nane. . Al unosoO. ..
dn

T 10.1.1.1:389 -> 193.136.188. 36: 54884 [ AP|
0....8..... d....-.%N=Al unos, CN=User s, DC=i scte, DC=l ocal O. . ... 0.......... €.



SNMP

6.1.4.1.8072.1.3

snmpwalk
#snnpwal k -v2c -c suaconuni dadesnnp radi us2.iscte.pt 1.3.
is0.3.6.1.4.1.8072.1.3.2.1.0 = INTEGER 1
is0.3.6.1.4.1.8072.1.3.2.2.1. 2.
is0.3.6.1.4.1.8072.1.3.2.2.1.3.7.114.97. 100. 115. 116. 97. 116 = ""
is0.3.6.1.4.1.8072.1.3.2.2.1.4.7.114.97.100. 115.116.97. 116 = ""
is0.3.6.1.4.1.8072.1.3.2.2.1.5.7.114.97. 100. 115. 116. 97. 116 = I NTEGER 5
is0.3.6.1.4.1.8072.1.3.2.2.1.6.7.114.97. 100. 115. 116. 97. 116 = I NTECER 1
is0.3.6.1.4.1.8072.1.3.2.2.1.7.7.114.97.100. 115. 116.97. 116 = | NTECER 1
is0.3.6.1.4.1.8072.1.3.2.2.1.20.7.114. 97.100. 115. 116. 97. 116 = | NTEGER 4
is0.3.6.1.4.1.8072.1.3.2.2.1.21.7.114. 97. 100. 115. 116. 97. 116 = | NTECER 1
is0.3.6.1.4.1.8072.1.3.2.3.1.1.7.114.97.100. 115. 116. 97. 116 = STRING
512"

"Recei ved response I D 96, code 2, length =

7.114.97.100. 115. 116. 97. 116 = STRING "/opt/bi n/ eduroant radstat. sh"

i50.3.6.1.4.1.8072.1.3.2.3.1.2.7.114.97. 100. 115. 116. 97. 116 = STRING "Received response |ID 96, code 2, length =

512
Fr eeRADI US- Tot al - Access- Requests = 1012398
Fr eeRADI US- Tot al - Access- Accepts = 81957
Fr eeRADI US- Tot al - Access- Rej ects = 55766
Fr eeRADI US- Tot al - Access- Chal | enges = 874305
Fr eeRADI US- Tot al - Aut h- Responses = 1012028
Fr eeRADI US- Tot al - Aut h- Dupl i cat e- Request s
Fr eeRADI US- Tot al - Aut h- Mal f or med- Request s
Fr eeRADI US- Tot al - Aut h- | nval i d- Requests =
Fr eeRADI US- Tot al - Aut h- Dr opped- Requests = 370
Fr eeRADI US- Tot al - Aut h- Unknown- Types = 0
Fr eeRADI US- Tot al - Account i ng- Requests = 221333
Fr eeRADI US- Tot al - Account i ng- Responses = 220546
Fr eeRADI US- Tot al - Acct - Dupl i cat e- Requests = 652
Fr eeRADI US- Tot al - Acct - Mal f or med- Requests = 0
Fr eeRADI US- Tot al - Acct -1 nval i d- Requests = 0
Fr eeRADI US- Tot al - Acct - Dr opped- Requests = 787
Fr eeRADI US- Tot al - Acct - Unknown- Types = 0
Fr eeRADI US- Tot al - Proxy- Access- Requests = 87580
Fr eeRADI US- Tot al - Pr oxy- Access- Accepts = 5488
Fr eeRADI US- Tot al - Proxy- Access- Rej ects = 8744
Fr eeRADI US- Tot al - Proxy- Access- Chal | enges = 73018
Fr eeRADI US- Tot al - Pr oxy- Aut h- Responses = 87250
Fr eeRADI US- Tot al - Proxy- Aut h- Dupl i cat e- Requests =
Fr eeRADI US- Tot al - Pr oxy- Aut h- Mal f or med- Request s
Fr eeRADI US- Tot al - Proxy- Aut h- I nval i d- Requests =
Fr eeRADI US- Tot al - Pr oxy- Aut h- Dr opped- Requests =
Fr eeRADI US- Tot al - Pr oxy- Aut h- Unknown- Types = 0

336
0

o

o ol

Fr eeRADI US- Tot al - Pr oxy- Account i ng- Requests = 16595
Fr eeRADI US- Tot al - Pr oxy- Account i ng- Responses = 16461

Fr eeRADI US- Tot al - Proxy- Acct - Dupl i cat e- Request s
Fr eeRADI US- Tot al - Proxy- Acct - Mal f or ned- Request s
Fr eeRADI US- Tot al - Proxy- Acct - I nval i d- Requests =
Fr eeRADI US- Tot al - Pr oxy- Acct - Dr opped- Requests =
Fr eeRADI US- Tot al - Pr oxy- Acct - Unknown- Types = 0

o ol

0
0

FreeRADI US-Stats-Start-Time = \"May 6 2014 16: 16: 36 WEST\"
FreeRADI US- Stats-HUP-Time = \"May 10 2014 06:25: 04 WEST\"

FreeRADI US- Queue- Len-Internal = 0
Fr eeRADI US- Queue- Len-Proxy = 0
Fr eeRADI US- Queue-Len-Auth = 0
Fr eeRADI US- Queue- Len- Acct =

Fr eeRADI US- Queue- Len- Det ai | 0"

150.3.6.1.4.1.8072.1.3.2.3.1.3.7.114. 97. 100. 115. 116. 97. 116 = | NTEGER 42

iso.3.6.1.4.1.8072.

= 512"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 2

Requests = 1012398"

is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 3

1.3.2.3.1.4.7.114.97.100. 115. 116. 97. 116 = I NTEGER 0
is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116.

STRING "

STRI NG

1 = STRING "Received response ID 96, code 2, length

Fr eeRADI US- Tot al - Access-

Fr eeRADI US- Tot al - Access- Accept s



= 81957"
iso.3.6.1.4.1.8072.
= 55766"
iso.3.6.1.4.1.8072.
Chal | enges = 874305
iso.3.6.1.4.1.8072.
= 1012028"
iso.3.6.1.4.1.8072.
Requests = 336"
iso.3.6.1.4.1.8072.
Requests = 0"
iso.3.6.1.4.1.8072.
Requests = 0"
iso.3.6.1.4.1.8072.
Requests = 370"
iso.3.6.1.4.1.8072.
Types = 0"
iso.3.6.1.4.1.8072.
Requests = 221333"
iso.3.6.1.4.1.8072.
Responses = 220546"

1.3.

1.3.

1.3.

1.3.

1.3.

1.3.

1.3.

1.3.

1.3.

1.3.

is0.3.6.1.4.1.8072.1.3.2.4.1.
Dupl i cat e- Requests = 652"

is0.3.6.1.4.1.8072.1.3.2.4.1.
= Q0"
1.3.2.4.1.

Mal f or med- Request s
iso.3.6.1.4.1.8072.
Requests = 0"
iso.3.6.1.4.1.8072.
Requests = 787"
iso0.3.6.1.4.1.8072.
Types = 0"
iso0.3.6.1.4.1.8072.
Requests = 87580"

iso0.3.6.1.4.1.8072.
Accepts = 5488"
iso.3.6.1.4.1.8072.
Rej ects = 8744"

iso.3.6.1.4.1.8072.
Chal | enges = 73018"

1.3.

1.3.

1.3.

1.3.

1.3.

1.3.

is0.3.6.1.4.1.8072.1.3.2.4.1.

Responses = 87250"

is0.3.6.1.4.1.8072.1.3.2.4.1.
Dupl i cat e- Requests = 0"
is0.3.6.1.4.1.8072.1.3.2.4.1.
Mal f or med- Requests = 0"
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i50.3.6.1.4.1.8072.1.3.2.4.1.2.7.114. 97. 100. 115. 116. 97. 116. 39 = STRING " Fr eeRADI US- Queue- Len- Proxy = 0"
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i50.3.6.1.4.1.8072.1.3.2.4.1.2.7.114. 97. 100. 115. 116. 97. 116. 42 = STRING " Fr eeRADI US- Queue- Len-Detai | =
o

snmpget

Pode-se invocar qualquer das OIDs anteriores individualmente com o comando snmpget. E preciso ter atengdo que as OIDs individuais das extensdes
podem variar de acordo com a configuragao local, e se estiverem mais extensdes configuradas.

#snnpget -v2c -c ciestero |ocal host iso.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97.100. 115. 116. 97. 116. 13
is0.3.6.1.4.1.8072.1.3.2.4.1.2.7.114.97. 100. 115. 116. 97. 116. 13 = STRING " Fr eeRADI US- Tot al - Account i ng-
Responses = 220690"

radmin

O radmin e o wrapper associado raddebug sdo bastante interessantes para fazer debugging de questdes do freeradius. o radmin da para enviar
comandos directamente, ou simplesmente invocado, abre uma shell que aceita comandos.

Ficam aqui exemplos de uso do radmin, no entanto, recomenda-se o uso do raddebug para fazer despite de problemas de utilizadores.
radmin [-e command] [-i input_file] [-n name] [-0 output_file] [-q]
E necessario cautela a invocar certas directivas de radmin, ja que existe a possibilidade de crashar o daemon de freeradius.

Fazer rodar logs a partir da v2.2.2:

# radmn -e 'hup main.log

Invocar o radmin, e verificar a versao do freeradius a correr:

#radmi n
radm n> show version
FreeRADI US Version 2.2.4 (git #l4elee7), for host x86_64-pc-linux-gnu, built on Jan 16 2014 at 21:25:50

E a Ultima vez que arrancou.

radm n> show uptinme
Up since Sat Oct 19 09:35:59 2013

Estatisticas de autenticag&o do servidor "home" (varios dominios se tal existirem)



radm n> stats hone_server auth
requests 94
responses 80
accepts 4
rejects 9
chal | enges 67
dup O
invalid 0
nmel formed 0
bad_si gnature 0
dr opped 0O
unknown_t ypes 0
radm n> stats client auth
requests 969
responses 955
accepts 78
rejects 35
chal | enges 842
dup 12
invalid 0
mal formed 0
bad_si gnature 0O
dropped 14
unknown_t ypes 0
radm n> stats client acct
requests 153
responses 145
dup O
invalid 0
mal formed 0
bad_si gnature 0
dr opped 8
unknown_t ypes 0

Estatisticas de contabilizacéo do servidor "home" (varios dominios se tal existirem)

radni n> stats home_server acct
requests 0

responses 0

dup O

invalid 0

mal formed 0

bad_si gnature 0

dr opped 0O

unknown_t ypes 0

Lista de clientes activos:

radm n> show client Iist
127.0.0.1

193. 136. 188. 36

10.10. 2.0/ 24

193. 136.192. 43
193.136.192. 44

Configuracéo de cliente:



radm n> show client config 193. 136. 192. 43
client 193.136.192.43 {
nastype = ot her
secret =XXXXXX
shortnane = proxyNaci onal 1
require_message_aut henticator = no

}

Lista de modulos activo:

radm n> show nodul e |i st
| ogi ntime
acct _uni que
rej ect (always)
ok (al ways)
expiration
| dap
auth_l og (detail)
reply_log (detail)
pre_proxy_log (detail)
post _proxy_log (detail)
suffix (realm
attr_filter.post-proxy (attr_filter)
attr_filter.pre-proxy (attr_filter)
attr_filter.access_reject (attr_filter)
attr_filter.accounting_response (attr_filter)
pr eprocess
expr
det ai |
nschap
files
eap
sql

show module methods <module> - lista sec¢gdes onde mdédulos sdo usados:

radm n> show nodul e et hods eap
aut henticate

aut hori ze

post - pr oxy
show nodul e config eap
eap {

default _eap_type = "ttls"
tiner_expire = 60

i gnor e_unknown_eap_types = no
ci sco_accounti ng_usernanme_bug = no
max_sessi ons = 4096

Verificar propriedades de um modulo:

radm n> show nodul e fl ags eap
wi | | -check-config

Sintaxe para acrescentar cliente em runtime:

radmin>add client file <filename>



Sintaxe para apagar um cliente em runtime:

radmin>del client ipaddr

Sintaxe para fazer reload das configuragdes. Pode levar um nome de um modulo a frente.
radmin>hup

Sintaxe para inspeccionar o estado de debugging.
radmin> show debug

show debug condition - Shows current debugging condition.

show debug level - Shows current debugging level.

show debug file - Shows current debugging file.

Para direccionar a saida de logs para um ficheiro:

debug file bob.log

Na directiva debug file, ndo é permitido colocar caminhos completos, sendo que o ficheiro de log fica em /var/log/freeradius
Para fazer uma condicao de fazer tracking de processos de autenticacao:

debug condition '(User-Name == bob)'

debug condition '((User-Name == bob) || (Packet-Src-IP-Address == 192.168.1.1))’

Para desactivar o debug:

debug condition Disable debug conditionals.

Ver estatisticas de servico em FreeRadius 3:

radm n> stats socket 10.255.251.2 1812

requests 645589
responses 641483
accepts 359013
rejects 282470
chal | enges 0

dup 0

invalid 0

mal f or med 0

bad_aut hent i cat or 0
dr opped 3110
unknown_t ypes 0

| ast _packet 1402555332
el apsed. 1lus 0

el apsed. 10us 0
el apsed. 100us 0
el apsed. 1ns 0
el apsed. 10nms 229378
el apsed. 100ns 384248
el apsed. 1s 27768
el apsed. 10s 86

Para sair do radmin:
quit

Para as directivas de debubbing é preferivel usar o raddebug.

Por vezes, no debug de utilizadores pode aparecer dados de outros utilizadores, este problema ja foi solucionado em versées mais recentes de
Fré@kADIUS do que a que vem com o Debian 7.

é necessario ter cuidado com a directiva debug file, ja que esta destroi ficheiros que ja existam com o mesmo path em versdes mais antigas do
FrééRadius.



raddebug

Patch de raddebug
Se foi instalada a versao de freeradius.org, ndo se recomenda fazer esta alteragdo. Apenas sera feita por quem néo se sentir confortavel em compilar
cé , e tenha mantido a versao stock 2.1.12 do Debian 7.

Nota: o raddebug aparenta ter problemas de direitos na versdo stock Debian 2.1.12, mas ndo no patch da Ultima versao de freeradius. Para o usar
devidamente com o utilizador root na verséo defeito Debian, recomenda-se fazer o patch seguinte, com os comandos seguintes. O dpkg-divert destina-se
a garantir que qualquer update que seja realizado pelo sistema ndo toca no nosso raddebug modificado.

dpkg-divert --local /usr/sbin/raddebug
patch -p0 /usr/sbin/raddebug < raddebug. patch

raddebug.patch

95a96
> chgrp radius $outfile

Operacdes de debugging

Para activar o debug geral durante 1 minuto:

raddebug -t 60

Para fazer debug de todas as transacc¢des de um utilizador para o stdout durante 1 minuto:
Seguir o processo de autenticagéo de um utilizador:

raddebug -t 60 -u utilizador@iscte.pt

ou de um IP:

raddebug -t 60 -i endereco_IPv4

raddebug -t 60 -l endereco_IPv6

Por dltimo, pode-se usar também o raddebug com condigdes unlang:
raddebug -t -c condi¢do_unlang

raddedbug -t -c '(Packet-Src-IP-Address == ipv4-address)’

O utilizador que estiver a correr o raddebug tem de ter permissdes de escrita em /var/log/freeradius, ja que o raddebug cria nesse directério um ficheiro
te@rério radmin.debug.$PID com o stdout do radmin que invoca.

Para seguir o processo de autenticagdo completo de um utilizador.

#raddebug -u rffro@scte. pt

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Received Access-Request packet from host 10.61.10.12 port 58406,
id=12, |ength=182

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] User-Name = "rffro@scte.pt”

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] NAS-I|P-Address = 10.61.10.12

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] NAS-Port = 2063

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Called-Station-Id = "00-0C 29-4C- B5- 4F: EDUROAM 1020"
Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Franmed-MIU = 1250

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] NAS-Port-Type = Wreless-802.11


mailto:rffro@iscte.pt

Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09:21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
enabl ed/ i scte. pt
Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] +- entering group authorize {...}
Tue Nov 12 09: 21:34 2013 Debug: [auth_log] expand: /var/log/freeradi us/radacct /% Cient-I|P-Address}/auth-
detail - %W%d -> /var/l og/ freeradi us/radacct/10. 61. 10. 12/ aut h-det ai | - 20131112
Tue Nov 12 09:21:34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/%Cient-|P-Address}/auth-detail - %%
d expands to /var/l og/freer adi us/ radacct/ 10. 61. 10. 12/ aut h-det ai | - 20131112
Tue Nov 12 09: 21: 34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013
Tue Nov 12 09: 21:34 2013 : Debug: ++[auth_log] returns ok
Tue Nov 12 09:21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Name = "rffro@scte.pt”
Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Found realm"iscte.pt"
Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Nanme = "rffro"

[

[

<thread>] Franed- Conpression = None

<thread>] Connect-Info = "CONNECT Unknown radi 0"

<thread>] Chargeabl e-User-ldentity = ""

<thread>] EAP-Message = 0x0201001301726666726f 4069736374652e7074
<thread>] Message-Authenticator = 0x4b8b690a2d208650f 005ba6a6ed0Of 842
<thread>] # Executing section authorize fromfile /etc/freeradius/sites-

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09:21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: [eap] EAP packet type response id 1 length 19

Tue Nov 12 09:21:34 2013 : Debug: [eap] No EAP Start, assuming it's an on-goi ng EAP conversation
Tue Nov 12 09: 21: 34 2013 : Debug: ++[eap] returns updated

Tue Nov 12 09:21:34 2013 : Debug: ++? if (User-name == "radius-teste@scte.pt" )
Tue Nov 12 09: 21:34 2013 : Debug: ? Evaluating (User-nane == "radi us-teste@scte.pt" ) -> FALSE
Tue Nov 12 09:21:34 2013 : Debug: ++? if (User-name == "radius-teste@scte.pt" ) -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: ++? if (!(User-Name =~ /"(["@*)@.+)$$/))

Tue Nov 12 09: 21:34 2013 : Debug: ?? Evaluating (User-Nane =~ /A(["@*)@.+)$$/) -> TRUE

Tue Nov 12 09:21:34 2013 : Debug: ? Converting ! TRUE -> FALSE

Tue Nov 12 09: 21:34 2013 : Debug: ++? if (!(User-Name =~ /(["@*)@.+)$$/)) -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: ++- entering policy filter_usernane {...}

Tue Nov 12 09: 21: 34 2013 : Debug: +++? if (User-Name =~ /" /)

Tue Nov 12 09: 21:34 2013 : Debug: ? Evaluating (User-Nanme =~ /" /) -> FALSE

Tue Nov 12 09: 21: 34 2013 : Debug: +++? if (User-Name =~ /" /) -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: +++? if (User-Name =~/ $$/)

Tue Nov 12 09:21:34 2013 : Debug: ? Evaluating (User-Nanme =~/ $$/) -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: +++? if (User-Name =~/ $$/) -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: +++? if (User-Name != "%t ol ower: % User- Nane}}")

Tue Nov 12 09:21: 34 2013 : Debug: expand: % User-Nane} -> rffro@scte. pt

Tue Nov 12 09:21:34 2013 : Debug: expand: %tol ower: % User-Nane}} -> rffro@scte. pt

Tue Nov 12 09: 21:34 2013 : Debug: ? Evaluating (User-Nane != "%tol ower: % User-Nane}}") -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: +++? if (User-Nanme != "9%tol ower: % User-Nane}}") -> FALSE

Tue Nov 12 09: 21: 34 2013 : Debug: ++- policy filter_username returns updated

Tue Nov 12 09: 21:34 2013 Debug: ++? if (Calling-Station-1d =~ /([0-9a-f]{2})[-:]?([0-9a-f]{2})[-:]1?([0-9a-f]
{2H)[-:12([0-9a-f]{2})[- ]7([0 9a-f1{2})[-:12([0-9a-f]{2})/i)

Tue Nov 12 09: 21:34 2013 : Debug: ? Evaluating (Calling-Station-1d =~ /([0-9a-f]{2})[-:]1?([0-9a-f]1{2})[-:]?([O-
9a-f]{2})[-:12([0-9a-f]{2})[-:]1?([0-9a-f]1{2})[-:]?([0-9a-f]{2})/i) -> TRUE

Tue Nov 12 09: 21:34 2013 : Debug: ++? if (Calling-Station-1d =~ /([0-9a-f]{2})[-:1?([0-9a-f1{2})[-:]1?([0-9a-f]
{21)[-:12([0-9a-f]{2})[-:12([0-9a-f]{2})[-:]1?([0-9a-f]{2})/i) -> TRUE

Tue Nov 12 09: 21: 34 2013 : Debug: ++- entering if (Calling-Station-1d =~ /([0-9a-f]{2})[-:1?2([0-9a-f]{2})[-:]17
([0-9a-f1{2})[-:]12([0-9a-f]{2})[-:]12([0-9a-f]{2})[-:]12([0-9a-f]{2})/i) {...}

Tue Nov 12 09: 21:34 2013 : Debug: expand: % 1}:9%2}: 9% 3}: 9% 4}: %4 5}: % 6} -> 60: C5:47: 8B: FF: 46

Tue Nov 12 09: 21: 34 2013 : Debug: expand: %toupper: % 1}: 9% 2}: % 3}: % 4}: %4 5}: %4 6}} -> 60: C5:47: 8B: FF: 46

Tue Nov 12 09: 21:34 2013 : Debug: +++[request] returns updated

Tue Nov 12 09:21:34 2013 : Debug: ++- if (Calling-Station-1d =~ /([0-9a-f]{2})[-:1?([0-9a-f]{2})[-:]?([0-9a-f]
{2})[-:12([0-9a-f1{2})[-:1?([0-9a-f]1{2})[-:1?([0-9a-f]1{2})/i) returns updated

Tue Nov 12 09: 21:34 2013 : Debug: ++ ... skipping else for request 360: Preceding "if" was taken
Tue Nov 12 09: 21: 34 2013 : Debug: ++? if ("% sql: SELECT count(*) FROM banned_list WHERE mac_address = '%
{Calling-Station-1d}' or username = LOAER(' %{ User-Nane}') }" !=0)

Tue Nov 12 09: 21:34 2013 : Debug: sql _xl at

Tue Nov 12 09: 21: 34 2013 : Debug: expand: % User-Nane} -> rffro@scte. pt

Tue Nov 12 09:21:34 2013 : Debug: sql _set_user escaped user --> 'rffro@scte.pt’

Tue Nov 12 09:21:34 2013 : Debug: expand: SELECT count(*) FROM banned_list WHERE nmac_address = '9%Cal | i ng-
Station-1d}' or username = LOAER(' %4 User-Nane}') -> SELECT count(*) FROM banned_|ist WHERE nac_address = ' 60:
C5: 47: 8B: FF: 46' or username = LONER('rffro@scte.pt')

Tue Nov 12 09: 21:34 2013 : Debug: sqgl_xlat finished

Tue Nov 12 09:21: 34 2013 : Debug: expand: %sql: SELECT count(*) FROM banned_|ist WHERE mac_address = '%
{Calling-Station-1d}' or username = LOMNER(' % User-Nane}') } -> 0

Tue Nov 12 09:21:34 2013 : Debug: ? Evaluating ("% sql: SELECT count(*) FROM banned_list WHERE nmac_address = '%
{Calling-Station-1d}' or username = LOMNER(' % User-Nane}') }" !'= 0 ) -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: ++? if ("% sql: SELECT count(*) FROM banned_|ist WHERE mac_address = '%



{Calling-Station-Id}'
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user nanme
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Debug:
Debug:
Debug:
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= LONER(' %4 User-Nane}') }" !'=0) -> FALSE

Found Aut h- Type = EAP

# Executing group fromfile /etc/freeradius/sites-enabl ed/iscte. pt

+- entering group authenticate {...}

[eap] EAP ldentity

[eap] processing type tls

[tlIs] Initiate

[tls] Start returned 1

++[ eap] returns handl ed

Sendi ng Access- Chal | enge packet to host 10.61.10.12 port 58406, id=12,

EAP- Message = 0x010200061520

Message- Aut hent i cat or = 0x00000000000000000000000000000000

State = 0x4bddc0a94bdf d5e9b98e0be69018a521

Fi ni shed request 360.

[<thread>] Received Access-Request packet from host 10.61.10.12 port 58406,

[<thread>] User-Name = "rffro@scte.pt"

[<thread>] NAS-|P-Address = 10.61.10.12

[<thread>] NAS-Port = 2063

[<thread>] Called-Station-1d = "00-0C- 29-4C B5- 4F: EDUROAM 1020"
[<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"
[<thread>] Framed-MIU = 1250

[<thread>] NAS-Port-Type = Wrel ess-802.11
[<thread>] Franed- Conpression = None

[<thread>] Connect-Info = "CONNECT Unknown radi 0"
[<thread>] Chargeabl e-User-ldentity = ""

[<thread>] EAP-Message =

0x0202009815800000008e16030100890100008503015281f 3200d0080149d0dddce9a45al116b6e8alf ddc4c05eaf 1c8f 243cb2f ee5a0000
4a00f f c024c023c00ac009c007c008c028c027c014c013¢c011c012c026¢c025c02ac029c005c004c002c003c00f c00ec00cc00d003d003c00
2f 000500040035000a0067006b00330039001601000012000a00080006001700180019000b00020100

Tue Nov 12 09:
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Tue Nov 12 09:
enabl ed/ i scte.
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det ai | - %r%a
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Debug:
Debug:
Debug:

Debug:
Debug:

[<thread>] State = Ox4bddc0a94bdf d5e9b98e0be69018a521
[<thread>] Message-Authenticator = Ox6c4ef cadf e398d9525f 8c9f cf 34c3d37
[<thread>] # Executing section authorize fromfile /etc/freeradius/sites-

[<thread>] +- entering group authorize {...}
[auth_l og] expand: /var/log/freeradius/radacct/ % Cient-I|P-Address}/auth-

-> /var/log/freeradius/radacct/10.61.10. 12/ aut h-det ai | - 20131112

21:

34

2013 :

Debug:

[auth_l og] /var/log/freeradi us/radacct/ % Cient-1P-Address}/auth-detail - %%

d expands to /var/log/freeradius/radacct/10.61.10. 12/ aut h-detail -20131112
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Debug:
Debug:
Debug:
Debug:
Debug:
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Debug:
Debug:

[auth_l og] expand: % -> Tue Nov 12 09:21:34 2013
++[auth_l og] returns ok

[suffix] Looking up realm"iscte.pt" for User-Nane = "rffro@scte.pt"
[suffix] Found realm "iscte.pt"

[suffix] Adding Stripped-User-Nanme = "rffro"
[suffix] Adding Realm= "iscte.pt"

[suffix] Authentication realmis LOCAL.

++[suffix] returns ok

[eap] EAP packet type response id 2 length 152
[eap] Continuing tunnel setup.

++[ eap] returns ok

Found Aut h- Type = EAP

# Executing group fromfile /etc/freeradi us/sites-enabl ed/iscte. pt
+- entering group authenticate {...}

[eap] Request found, released fromthe Iist

[eap] EAP/ttls

[eap] processing type ttls

[ttls] Authenticate

[ttls] processing EAP-TLS

[ttls] Length Included

[ttls] eaptls_verify returned 11

[ttls] (other): before/accept initialization

[ttls] TLS accept: before/accept initialization

[ttls] TLS accept: SSLv3 read client hello A

[ttls] TLS accept: SSLv3 wite server hello A

[ttls] TLS accept: SSLv3 wite certificate A

[ttls] TLS accept: SSLv3 write key exchange A

[ttls] TLS accept: SSLv3 wite server done A

[ttls] TLS_accept: SSLv3 flush data

[ttls] TLS accept: Need to read nore data: SSLv3 read client certificate A



Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_process returned 13

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns handl ed
Tue Nov 12 09:21: 34 2013 : Debug: Sending Access-Chal | enge packet to host 10.61.10.12 port 58406, id=13,
| engt h=0
Tue Nov 12 09: 21:34 2013 : Debug: EAP-Message =
0x0103040015c000000f 0216030100390200003503015281f 31le25ad5aa745066085ce675f 20994e5ef dc8b329b7f e6f 4817334f 9e6600c0
1400000df f 01000100000b0004030001021603010d660b000d62000d5f 00047a308204763082035€a003020102021100af ef 74658346df 71
399f b806aef c0468300d06092a864886f 70d01010505003036310b3009060355040613024e4c¢310f 300d060355040a1306544552454e4131
1630140603550403130d544552454e412053534c204341301e170d3133303731313030303030305a170d3136303731303233353935395a30
423121301f 060355040b1318446f 6d61696e20436f 6e74726f 6c2056616¢C
Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
0x696461746564311d301b06035504031314726164697573322e69736374652d69756¢2e707430820122300d06092a864886f 70d01010105
000382010f 003082010a0282010100bb4cb21957b3ad6bbab4a611f 77f b6ca20d7bda659391d578c13d8d79f 2b9c25d7823d7f f a3f e214a6
7f c9bb9e22bd7912f d721289c8chelad308a7f c3973aldec39d04058ec279dd4e18301cc22dd615d180ale776439981043b1e47f 980eldal
abaddb32d92f 9cad8f 3b6d204f e37c500d77bcc7348647c6802b7240bb9da7111e4110f 4daf 49b340639211a9930c42689541becd9f 855¢c3
873d073e725cch34c48a774a0541d6932087f 81¢13d58b12133c444bb3f 4
Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
0x3368802503a1503f 456de418845f 22437c3a7c74a0d8bddc8c6de828f a529ef 85616077f e6a72642aa2d9cbe2dd46deec888c451f f 0360
80f f Of a794f 5291cf e5bf 678d0a495201f c10203010001a38201713082016d301f 0603551d230418301680140chd93680cf 3deaba3496b2b
375747ea90e3b9ed301d0603551d0e04160414a6f 953f 426a2652a413a02d7c4ef 2603a8e7b150300e0603551d0f 0101f f 0404030205a030
0c0603551d130101f f 04023000301d0603551d250416301406082b0601050507030106082b0601050507030230220603551d20041b301930
0d060b2b06010401b2310102021d3008060667810c010201303a0603551d
Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
0x1f 04333031302f a02da02b8629687474703a2f 2f 63726c2e7463732e746572656e612e6f 72672f 544552454e4153534c43412e63726c30
6d06082b060105050701010461305f 303506082b060105050730028629687474703a2f 2f 6372742e7463732e746572656e612e6f 72672f 54
4552454e4153534c43412e637274302606082b06010505073001861a687474703a2f 2f 6f 6373702e7463732e746572656e612e6f 7267301f
0603551d11041830168214726164697573322e69736374652d69756c2e7074300d06092a864886f 70d01010505000382010100049cled6cl
45a0bef b63737b2990a92220be8023984bc30a3b4b7ac71935a5d39191d7
Tue Nov 12 09:21:34 2013 : Debug: EAP-Message = 0x7d82e98f c0e48acd3cffedbb
Tue Nov 12 09:21:34 2013 : Debug: Message-Authenticator = 0x00000000000000000000000000000000
Tue Nov 12 09:21:34 2013 : Debug: State = Ox4bddcOa94aded5e9b98e0be69018a521
Tue Nov 12 09: 21:34 2013 : Debug: Finished request 362.
Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Received Access-Request packet from host 10.61.10.12 port 58406,
i d=14, | ength=187
Tue Nov 12 09:21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09:21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
enabl ed/ i scte. pt
Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] +- entering group authorize {...}
Tue Nov 12 09: 21:34 2013 : Debug: [auth_log] expand: /var/log/freeradi us/radacct /9% Cient-I|P-Address}/auth-
detail - %W%d -> /var/l og/ freeradi us/radacct/10. 61. 10. 12/ aut h-det ai | - 20131112
Tue Nov 12 09:21:34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/%Cient-|P-Address}/auth-detail - %%
d expands to /var/l og/freer adi us/ radacct/ 10. 61. 10. 12/ aut h-det ai | - 20131112
Tue Nov 12 09: 21: 34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013
Tue Nov 12 09: 21:34 2013 : Debug: ++[auth_log] returns ok
Tue Nov 12 09:21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Name = "rffro@scte.pt”
Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Found realm"iscte.pt"
Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Name = "rffro"

[

[

<thread>] User-Nane = "rffro@scte.pt"

<thread>] NAS-I|P-Address = 10.61.10.12

<thread>] NAS-Port = 2063

<thread>] Called-Station-l1d = "00-0C 29-4C- B5- 4F: EDUROAM 1020"
<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

<thread>] Franed-MIU = 1250

<thread>] NAS-Port-Type = Wrel ess-802.11

<thread>] Franmed- Conpressi on = None

<thread>] Connect-Info = "CONNECT Unknown radi 0"

<thread>] Chargeabl e-User-ldentity = ""

<t hread>] EAP-Message = 0x020300061500

<thread>] State = 0x4bddc0a94aded5e9b98e0be69018a521

<thread>] Message-Authenticator = 0xbc028034c50751ccecaadb271569011b
<thread>] # Executing section authorize fromfile /etc/freeradius/sites-

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09:21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: [eap] EAP packet type response id 3 length 6
Tue Nov 12 09: 21:34 2013 : Debug: [eap] Continuing tunnel setup.

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: Found Auth-Type = EAP

Tue Nov 12 09: 21:34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabled/iscte.pt
Tue Nov 12 09:21:34 2013 : Debug: +- entering group authenticate {...}

Tue Nov 12 09:21: 34 2013 : Debug: [eap] Request found, released fromthe |ist
Tue Nov 12 09:21:34 2013 : Debug: [eap] EAP/ttls



Tue Nov 12 09: 21:34 2013 : Debug: [eap] processing type ttls

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Authenticate

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] processing EAP-TLS

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Received TLS ACK

Tue Nov 12 09: 21: 34 2013 : Debug: [ttls] ACK handshake fragnment handl er
[

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] eaptls_verify returned 1
Tue Nov 12 09: 21:34 2013 : Debug: [ttls] eaptls_process returned 13

Tue Nov 12 09: 21: 34 2013 : Debug: ++[eap] returns handl ed

Tue Nov 12 09:21:34 2013 : Debug: Sending Access-Chal |l enge packet to host 10.61.10.12 port 58406, id=14

| engt h=0

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
0x0104040015c000000f02d866503670f6474856dbd062a29c49dd096d01d176519ff4a61d9da18e5b70ab4a0fb3c15067a5fd1fe843d8bf
72e438e20cch516df 110843e9de6a8e5e436cab80d85605e746e839d5245f f 3a9b9208828e1c47614d8bdc0abf 64bf 6abef aa6f 2177669f d
42c834a835570936e81f d134ab6926b349738ab530475ab425a2bc22c7a01ellb6bf 710d398bf 3538655539b3711a55155¢1930a18554118
82d244f c1d127f 99064f 481bd0327adba0f b07030320820cc23d78311eca83e68389ech2043f 1e2d8a67515aca5065d29ea66b6000049c30
82049830820380a00302010202104bc814032f 07f a6aa4f 0da29df 6179ba

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =

0x300d06092a864886f 70d0101050500308197310b3009060355040613025553310b3009060355040813025554311730150603550407130e
53616c74204c616b652043697479311e301c060355040a131554686520555345525452555354204e6574776f 726b3121301f 060355040b13
18687474703a2f 2f 7777772e7573657274727573742e636f 6d311f 301d0603550403131655544e2d5553455246697273742d486172647761
7265301e170d3039303531383030303030305a170d3230303533303130343833385a3036310b3009060355040613024e4c310f 300d060355
040a1306544552454e41311630140603550403130d544552454e41205353

Tue Nov 12 09: 21:34 2013 : Debug: EAP-Message =
0x4c20434130820122300d06092a864886f 70d01010105000382010f 003082010a0282010100c3e348c42f 5cclcha999f dlba2835d8a3dad
3ad0e2a4431f 4d0ef e352530a5691bc4e8e5c18f 547eel6aa29a5c5cde3df c02ce96b85f 8f 835bcc604090f 8e4b63a259c5f 1451echle7af
9e50a13155c702bdac528a7f 358e82f a84ad15f ea27f 83103a5553942c01167494546328a3f 25b293d94888020e214592119b4a498e160e6
f2eba2808343e0ad68f 379198b6843513f 8a9b41850c358c5db5f 1b6e5a7¢c383b56b236f d4a5eb50e594f 14a5f ee274b141215244c0dcf 62
8db70021ad3a320f 580b5f 1e9bd1df 9d8ea91935502f 41a9ad3bc6e045b2

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =

0x53397f 21bf 221a875¢c34ae526f 077da20b4e9f 2b79a67d13ddf 57f 837c2f 5a5d77787891a014bf 7d0203010001a382013e3082013a301f
0603551d23041830168014a1725f 261b289843955d0737d585969d4bd2¢c345301d0603551d0e041604140cbd93680cf 3deaba3496b2b3757
47ea90e3b9ed300e0603551d0f 0101f f 04040302010630120603551d130101f f 040830060101f f 02010030180603551d200411300f 300d06
0b2b06010401b2310102021d30440603551d1f 043d303b3039a037a0358633687474703a2f 2f 63726c2e7573657274727573742e636f 6d2f
55544e2d5553455246697273742d48617264776172652e63726¢30740608

Tue Nov 12 09: 21:34 2013 : Debug: EAP-Message = 0x2b0601050507010104683066

Tue Nov 12 09: 21:34 2013 : Debug: Message-Aut henticator = 0x00000000000000000000000000000000

Tue Nov 12 09:21:34 2013 : Debug: State = 0x4bddc0a949d9d5e9b98e0be69018a521

Tue Nov 12 09:21:34 2013 : Debug: Finished request 363

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Received Access- Request packet from host 10.61.10.12 port 58406

i d=15, | engt h=187

Tue Nov 12 09: 21: 34 2013 : Debug
Tue Nov 12 09:21:34 2013 : Debug
Tue Nov 12 09: 21:34 2013 : Debug
Tue Nov 12 09: 21: 34 2013 : Debug

[<thread>] User-Name = "rffro@scte.pt"

[<thread>] NAS-IP-Address = 10.61. 10. 12

[<thread>] NAS-Port = 2063

[<thread>] Called-Station-Id = "00-0C 29-4C B5- 4F: EDUROAM 1020"

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Franmed-MIU = 1250

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] NAS-Port-Type = Wreless-802.11

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Franmed- Conpressi on = None

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] Connect-Info = "CONNECT Unknown radi 0"

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Chargeabl e-User-ldentity =""

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] EAP-Message = 0x020400061500

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] State = 0x4bddc0a949d9d5e9b98e0be69018a521

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Message-Authenticator = 0xd3cd78ba61d21401764f b8ab21cf 9c6e
Tue Nov 12 09:21:34 2013 : Debug: [<thread>] # Executing section authorize fromfile /etc/freeradius/sites-
enabl ed/ i scte. pt

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] +- entering group authorize {...}

Tue Nov 12 09: 21:34 2013 Debug: [auth_log] expand: /var/log/freeradlus/radacct/@ﬁ(1|ent—lP Addr ess}/ aut h-
det ai | - %W%d - > /var/Iog/freeradlus/radacct/lo 61.10. 12/ aut h-det ai | - 20131112

Tue Nov 12 09:21: 34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/ % Cient-|P-Address}/auth-detail - %%
d expands to /var/log/freeradlus/radacct/lo 61.10. 12/ aut h-det ai | - 20131112

Tue Nov 12 09:21:34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013

Tue Nov 12 09: 21: 34 2013 : Debug: ++[auth_log] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Nane = "rffro@scte.pt"

Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Found realm"iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Name = "rffro"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Authentication realmis LOCAL

Tue Nov 12 09: 21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09:21: 34 2013 : Debug: [eap] EAP packet type response id 4 length 6



Tue Nov 12 09: 21:34 2013 : Debug: [eap] Continuing tunnel setup.

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: Found Aut h-Type = EAP

Tue Nov 12 09:21:34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabled/iscte. pt
Tue Nov 12 09:21:34 2013 : Debug: +- entering group authenticate {...}

Tue Nov 12 09: 21:34 2013 : Debug: [eap] Request found, released fromthe |ist
Tue Nov 12 09:21:34 2013 : Debug: [eap] EAP/ttls

Tue Nov 12 09: 21:34 2013 : Debug: [eap] processing type ttls

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] Authenticate

Tue Nov 12 09:21:34 2013 : Debug: [ttls] processing EAP-TLS

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] Received TLS ACK

Tue Nov 12 09:21:34 2013 : Debug: [ttls] ACK handshake fragnent handl er

Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_verify returned 1

Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_process returned 13

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns handl ed

Tue Nov 12 09: 21: 34 2013 : Debug: Sending Access-Chal |l enge packet to host 10.61.10.12 port 58406, id=15

| engt h=0

Tue Nov 12 09: 21: 34 2013 Debug: EAP- Message =
0x0105040015c000000f02303d06082b060105050730028631687474703a2f2f6372742e7573657274727573742e636f6d2f55544e416464
54727573745365727665725f 43412e637274302506082b060105050730018619687474703a2f 2f 6f 6373702e7573657274727573742e636f
6d300d06092a864886f 70d010105050003820101004e23ee489cf 6858b71c40a6e739372c03a8e808ad9b3cab2d4019c28cf f 25c0e214493
0bb61a21e39801940e6749811ebe3d0d4e60daef a0314e95ef f 3dd7a5a822043b6a16343b3506943624b5662b0348ab913435993ec147988
f 34893e89dc9f a87720c6b56a0c3158d68a5871f 712de65a6d3c69714004

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
0x55dca0439420453878d7bd8ad839c6df 09b75a9aa903b8281078cdbf 011b5a113e38f 4d81b3479cf 33d201f dac98cd6d4711904cbbb95b
d870e7d5af b6ccc486e675c09e29b62b0f 2aa569020de3e9a2b45dc0f 3ce2c6a85387661c64982ab51b382a6b941982898f b6bf e8al6f f 31
7e5447a83cdc4326a99b05b79ec034439130d432¢3115ae10004403082043¢30820324a0030201020210484bacf 1laac7d71343d1a2743549
9725300d06092a864886f 70d0101050500306f 310b300906035504061302534531143012060355040a130b41646454727573742041423126
3024060355040b131d41646454727573742045787465726e616c20545450

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =

0x204e6574776f 726b312230200603550403131941646454727573742045787465726€616c20434120526f 6f 74301e170d30353036303730
38303931305a170d3230303533303130343833385a308197310b3009060355040613025553310b3009060355040813025554311730150603
550407130e53616¢c74204c616b652043697479311e301c060355040a131554686520555345525452555354204e6574776f 726b3121301f 06
0355040b1318687474703a2f 2f 7777772e7573657274727573742e636f 6d311f 301d0603550403131655544e2d5553455246697273742d48
6172647761726530820122300d06092a864886f 70d01010105000382010f

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =

0x003082010a0282010100b1f 7¢3383f b4a87f cf 39825167d06d9f d2f f 58f 3e79f 2bec0d895499h9389916f 7e0217948c2bb617412961d3c
6a72d53c10673a39ed2b13cd66eb950933a46c97ble8cbeccl75799c465e8dabd06af db92a55171054b319f 09af 6f 1b15db6a76df be07117
6ba288f b00df f e1a31770c9a017ab132e32b0107386ec3a55e23bc459b7b50c1¢9308f dbe52b7ad35bf b33401ea0d59817bc8b87¢389d35d
a08eb2aaaaf 68e698806c5f a8921f 3089d692e09339b290d460f 8ccc4934b06951bdf 906cd68ad664cbc3eac61bd0a880ec8df 3dee7c044c
9d0a5e6b91d6eec7ed288dab4d878973d06ea4d01e168b14el7644037f63

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message = Oxace4cd499cc592f 4abh32a148

Tue Nov 12 09: 21: 34 2013 : Debug: Message-Authenticator = 0x00000000000000000000000000000000

Tue Nov 12 09: 21:34 2013 : Debug: State = 0x4bddc0a948d8d5e9b98e0be69018a521

Tue Nov 12 09:21:34 2013 : Debug: Finished request 365

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] Received Access-Request packet from host 10.61.10.12 port 58406

i d=17, | ength=187

Tue Nov 12 09: 21:34 2013 : Debug
Tue Nov 12 09: 21: 34 2013 : Debug
Tue Nov 12 09:21:34 2013 : Debug
Tue Nov 12 09:21:34 2013 : Debug
Tue Nov 12 09: 21: 34 2013 : Debug
Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Franmed-MIU = 1250

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] NAS-Port-Type = Wreless-802.11

[<thread>] User-Name = "rffro@scte.pt"
[
[
[
[
[
[
Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Franmed- Conpression = None
[
[
[
[
[
[

<thread>] NAS-I|P-Address = 10.61.10.12

<thread>] NAS-Port = 2063

<thread>] Called-Station-l1d = "00-0C 29-4C- B5- 4F: EDUROAM 1020"
<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] Connect-Info = "CONNECT Unknown radi 0"

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Chargeabl e-User-Identity = ""

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] EAP-Message = 0x020500061500

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] State = 0x4bddc0a948d8d5e9b98e0be69018a521

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Message-Authenticator = Oxeclf1b817c34cc3b85c6e0f 0e077400f

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] # Executing section authorize fromfile /etc/freeradius/sites-
enabl ed/ i scte. pt

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] +- entering group authorize {...}

Tue Nov 12 09: 21: 34 2013 Debug: [auth_log] expand: /var/log/freeradius/radacct/ % Cient-I|P-Address}/auth-
det ai | - W%e - > /var/log/freeradlus/radacct/lo 61.10. 12/ aut h-det ai | - 20131112

Tue Nov 12 09: 21:34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/ % Cient-|P-Address}/auth-detail - %%
d expands to /var/log/freeradius/radacct/10.61.10. 12/ aut h-detail -20131112

Tue Nov 12 09: 21:34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013

Tue Nov 12 09:21: 34 2013 : Debug: ++[auth_log] returns ok



Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Nane = "rffro@scte.pt"
Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Found realm"iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Name = "rffro"

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09: 21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09:21: 34 2013 : Debug: [eap] EAP packet type response id 5 length 6

Tue Nov 12 09: 21:34 2013 : Debug: [eap] Continuing tunnel setup.

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: Found Auth-Type = EAP

Tue Nov 12 09:21: 34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabl ed/iscte. pt
Tue Nov 12 09:21:34 2013 : Debug: +- entering group authenticate {...}

Tue Nov 12 09: 21: 34 2013 : Debug: [eap] Request found, released fromthe |ist

Tue Nov 12 09: 21:34 2013 : Debug: [eap] EAP/ttls

Tue Nov 12 09:21:34 2013 : Debug: [eap] processing type ttls

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Authenticate

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] processing EAP-TLS

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Received TLS ACK

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] ACK handshake fragnent handl er

Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_verify returned 1

Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_process returned 13

Tue Nov 12 09: 21: 34 2013 : Debug: ++[eap] returns handl ed

Tue Nov 12 09: 21:34 2013 : Debug: Sending Access-Chal |l enge packet to host 10.61.10.12 port 58406, id=17

| engt h=0

Tue Nov 12 09: 21:34 2013 Debug: EAP- Message =
0x0106032a158000000f025b0203010001a381aa3081a7301f0603551d23041830168014adbd987a34b426f7fac42654ef03bde024cb541a
301d0603551d0e04160414a1725f 261b289843955d0737d585969d4bd2¢c345300e0603551d0f 0101f f 040403020106300f 0603551d130101
ff 040530030101f f 30440603551d1f 043d303b3039a037a0358633687474703a2f 2f 63726c2e7573657274727573742e636f 6d2f 41646454
7275737445787465726e616c4341526f 6f 742e63726c300d06092a864886f 70d010105050003820101003cec7belaeal30e966d30d785c6d2
685b455a82a6340f b0c992235e116d0811b27409233a352573585ecab97¢c

Tue Nov 12 09: 21:34 2013 : Debug: EAP-Message =

0x28f a47ecf 9a0035850b653ef 8cdb39e467e9d8ca2846d4a7e0f 53875f 8e7cb5chf 1d113c6a409b2d4456d3f 7f f 0528320c15c8644593e8
21248f 2dda7a847b4f cf cdb2257¢7710d394d10491a8251c09220f 7d44351114ef af 00f e5eea5f 8eb0d99259baf c1396a0180156cedaf 628
Obblaf dd5c4f 5ch2f 38f 5a71cf ed18ad63881d8e95f 7ea95e71f ad90b8840847857f 222f 1a1d4830d64c08d8371967322beb5cd0b2f c6e57
9f 04355e90007el11c7del32acda46d4526c78856a0f 06af 7d8e7f c277e6708d0bdf ab6c361020165b9b82f cf 5a160301014b0c0001470300
174104f 52439f dd5b87722b58c3ebeaf 83b335abe7f 2627816344d4e9b35

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =

0x8422eb1b73f 4f 99a976ef cef 29229¢255891f e8f d7e101c98971c4a2f db4911e92e69c21540100af 41f 62f 5c0601a28f 04f e5¢54100e01
861928e396432bb0bebcd7ce085bb65292ade56b40575201b84860910b19d126d66d2f a264991f e6e8cf 674eeed7122a12f 9b9d73b6caae
98642ea0db8d2a272f lef ace725ae2cb7cc86bab7d386ac19f 4d29d054bc7f 020f 7b0f dcca8c3blc77bcf 063d442bal64b622d0a4531f b9l
a608931f 0c6d2a651773672518bd4b36b019c4b42c237725da934151da3dde5283934f h352e4ed696c04076800334f 3dd2f b98ab0cc54819
54f 8e2e8ec4b32f 0e60dbe73cc4dcc482b2df ec5ccel364c53beel49h947

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
0xf145b3b716ba2bee2722327e2f4celc347b352aaf2251a8df263abf360ee8c40684b2a06ec603468512616030100040e000000

Tue Nov 12 09:21:34 2013 : Debug: Message-Authenticator = 0x00000000000000000000000000000000

Tue Nov 12 09:21:34 2013 : Debug: State = 0x4bddc0a94fdbd5e9b98e0be69018a521

Tue Nov 12 09: 21:34 2013 : Debug: Finished request 368

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Received Access-Request packet from host 10.61.10.12 port 58406

i d=18, | engt h=325

Tue Nov 12 09:21:34 2013 : Debug
Tue Nov 12 09:21:34 2013 : Debug
Tue Nov 12 09: 21: 34 2013 : Debug
Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Called-Station-l1d = "00-0C 29-4C B5-4F: EDUROAM 1020"
Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

[<thread>] User-Name = "rffro@scte.pt"
[
[
[
[
Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Framed-MIU = 1250
[
[
[
[

<thread>] NAS-I|P-Address = 10.61.10.12
<thread>] NAS-Port = 2063

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] NAS-Port-Type = Wreless-802.11

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Framed- Conpression = None

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Connect-Info = "CONNECT Unknown radi o"

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Chargeabl e-User-Ildentity = ""

Tue Nov 12 09:21:34 2013 Debug: [<thread>] EAP-Message =
Ox02060090158000000086160301004610000042410489c86de0667ea943087221ef12ab0060dfd8796f806900e699d8bf681804387093e7
7c221651072a2ae63157bd6f 7eccb4d6a576d1d8280f 3ele9a9f e0a606671403010001011603010030ed1laa3048abae8da8a04a3083d3541
a652f 486a6al150e2aac3317df 3c8e9b5349d80c94a6hb7263e94c9bas2aaaa2c0d7?

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] State = 0x4bddc0a94f dbd5e9b98e0be69018a521

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] Message-Authenticator = 0x149694d3d238dbc5d7430dde3f 1ac062

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] # Executing section authorize fromfile /etc/freeradius/sites-
enabl ed/ i scte. pt

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] +- entering group authorize {...}

Tue Nov 12 09:21:34 2013 : Debug: [auth_log] expand: /var/log/freeradi us/radacct/ % Cient-|P-Address}/auth-



detail -%r%a -> /var/log/freeradius/radacct/10. 61.10. 12/ aut h-detai | - 20131112

Tue Nov 12 09:21:34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/ % Cient-I|P-Address}/auth-detail - %%
d expands to /var/l og/freer adi us/ radacct/ 10. 61. 10. 12/ aut h-det ai | - 20131112

Tue Nov 12 09:21:34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013

Tue Nov 12 09: 21: 34 2013 : Debug: ++[auth_log] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Name = "rffro@scte.pt"
Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Found realm"iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Name = "rffro"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09: 21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09:21: 34 2013 : Debug: [eap] EAP packet type response id 6 |length 144

Tue Nov 12 09:21:34 2013 : Debug: [eap] Continuing tunnel setup.

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09:21:34 2013 : Debug: Found Auth-Type = EAP

Tue Nov 12 09: 21: 34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabl ed/iscte. pt
Tue Nov 12 09: 21:34 2013 : Debug: +- entering group authenticate {...}

Tue Nov 12 09: 21: 34 2013 : Debug: [eap] Request found, released fromthe |ist

Tue Nov 12 09: 21:34 2013 : Debug: [eap] EAP/ttls

Tue Nov 12 09:21:34 2013 : Debug: [eap] processing type ttls

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Authenticate

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] processing EAP-TLS

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Length Included

Tue Nov 12 09: 21: 34 2013 : Debug: [ttls] eaptls_verify returned 11

Tue Nov 12 09:21:34 2013 : Debug: [ttls] TLS accept: SSLv3 read client key exchange A
Tue Nov 12 09:21:34 2013 : Debug: [ttls] TLS accept: SSLv3 read finished A

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] TLS accept: SSLv3 write change cipher spec A
Tue Nov 12 09:21:34 2013 : Debug: [ttls] TLS accept: SSLv3 wite finished A

Tue Nov 12 09:21:34 2013 : Debug: [ttls] TLS accept: SSLv3 flush data

Tue Nov 12 09:21:34 2013 : Debug: [ttls] (other): SSL negotiation finished successfully
Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_process returned 13

Tue Nov 12 09: 21: 34 2013 : Debug: ++[eap] returns handl ed

Tue Nov 12 09: 21: 34 2013 : Debug: Sendi ng Access-Chal | enge packet to host 10.61.10.12 port 58406, id=18,

| engt h=0

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message =
Ox0107004515800000003b14030100010l1603010030adce228b6995079729978735f 2d05190c5f 8b0d4e7454f f f b7e397185850386b48cd
b3f e688b8chd34b03d9b4ba63ef 3

Tue Nov 12 09: 21:34 2013 : Debug: Message-Aut henticator = 0x00000000000000000000000000000000

Tue Nov 12 09: 21:34 2013 : Debug: State = 0x4bddcOa94edad5e9b98e0be69018a521

Tue Nov 12 09: 21: 34 2013 : Debug: Finished request 371.

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Received Access-Request packet from host 10.61.10.12 port 58406,
id=19, | ength=340

Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09:21: 34 2013 : Debug:

<thread>] User-Nane = "rffro@scte.pt"

<thread>] NAS-|P-Address = 10.61.10.12

<thread>] NAS-Port = 2063

<thread>] Called-Station-l1d = "00-0C 29-4C- B5- 4F: EDUROAM 1020"

<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

<thread>] Franmed-MIU = 1250

<thread>] NAS-Port-Type = Wrel ess-802.11

<thread>] Franed- Conpressi on = None

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] Connect-Info = "CONNECT Unknown radi 0"

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Chargeabl e-User-Ildentity = ""

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] EAP-Message =

0x0207009f 15800000009517030100909f celB8abd32eb3d8a4bdcf c6563b3f d67828d155ef 2752df a80135f 2e95b0d99d6052d72f 4f 9cd34
9832eel105c77a42bccf 6e91e17c60679381432f 6e5ec22ba9432e56c456a4e44888cc6b9f 3c582aa8leal3a8eef 7d13520dee9e787c4f 78cd
67f 6cabb458ef ea37aeab9f 1cf f a240e3b2d333b19b12f 3cf da440309ce2f ab3c7ef 2e66f 96d318f ac7b807a4e6¢c505¢

Tue Nov 12 09:21: 34 2013 : Debug: [<thread>] State = Ox4bddcOa94edad5e9b98e0be69018a521

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Message-Authenticator = 0x2731026aebed1008c274612d55553bb3

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] # Executing section authorize fromfile /etc/freeradius/sites-
enabl ed/ i scte. pt

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] +- entering group authorize {...}

Tue Nov 12 09:21:34 2013 : Debug: [auth_log] expand: /var/log/freeradi us/radacct/ % Cient-I|P-Address}/auth-
detail -%r%a -> /var/log/freeradius/radacct/10. 61.10. 12/ aut h-detai | - 20131112

Tue Nov 12 09:21: 34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/ % dient-I|P-Address}/auth-detail - %%
d expands to /var/log/freeradius/radacct/10.61.10. 12/ aut h-detai |l -20131112

Tue Nov 12 09: 21:34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013

Tue Nov 12 09: 21: 34 2013 : Debug: ++[auth_log] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Nane = "rffro@scte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Found realm"iscte.pt"



Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Nanme = "rffro"

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09:21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: [eap] EAP packet type response id 7 length 159

Tue Nov 12 09: 21:34 2013 : Debug: [eap] Continuing tunnel setup.

Tue Nov 12 09:21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: Found Auth-Type = EAP

Tue Nov 12 09: 21:34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabled/iscte.pt

Tue Nov 12 09:21:34 2013 : Debug: +- entering group authenticate {...}

Tue Nov 12 09:21: 34 2013 : Debug: [eap] Request found, released fromthe |ist

Tue Nov 12 09:21:34 2013 : Debug: [eap] EAP/ttls

Tue Nov 12 09:21:34 2013 : Debug: [eap] processing type ttls

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] Authenticate

Tue Nov 12 09:21:34 2013 : Debug: [ttls] processing EAP-TLS

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Length Included

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] eaptls_verify returned 11

Tue Nov 12 09: 21: 34 2013 : Debug: [ttls] eaptls_process returned 7

Tue Nov 12 09:21: 34 2013 : Debug: [ttls] Session established. Proceeding to decode tunneled attributes.
Tue Nov 12 09:21:34 2013 : Debug: # Executing section authorize fromfile /etc/freeradi us/sites-enabl ed/inner-
tunnel

Tue Nov 12 09: 21:34 2013 : Debug: +- entering group authorize {...}

Tue Nov 12 09:21:34 2013 : Debug: ++? if (!(User-Name =~ /"N(["@*) @ .+)$$/))

Tue Nov 12 09:21:34 2013 : Debug: ?? Evaluating (User-Name =~ /*(["@*)@.+)$$/) -> TRUE

Tue Nov 12 09: 21:34 2013 : Debug: ? Converting ! TRUE -> FALSE

Tue Nov 12 09:21:34 2013 : Debug: ++? if (!(User-Name =~ /"(["@*)@.+)$$/)) -> FALSE

Tue Nov 12 09:21: 34 2013 : Debug: [nmschap] Found MS-CHAP attributes. Setting 'Auth-Type = nschap'

Tue Nov 12 09: 21:34 2013 : Debug: ++[mschap] returns ok

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Name = "rffro@scte.pt”
Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Found realm"iscte.pt"

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Adding Stripped-User-Nane = "rffro"

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09: 21: 34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: ++[control] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: [eap] No EAP-Message, not doi ng EAP

Tue Nov 12 09:21:34 2013 : Debug: ++[eap] returns noop

Tue Nov 12 09: 21:34 2013 : Debug: [|dap] perforning user authorization for rffro

Tue Nov 12 09:21: 34 2013 : Debug: [ldap] expand: % Stripped-User-Nane} -> rffro

Tue Nov 12 09:21: 34 2013 : Debug: [ldap] expand: (sAMAccountName=% % Stri pped-User-Nane}: - % User - Nane}}) ->
(sAMAccount Name=r f f r 0)

Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:

[ dap] expand: CN=Users, DC=wi scte, DC=wfarm -> CN=User s, DC=wi sct e, DC=wf ar m
[Idap] No default NMAS |ogin sequence

Tue Nov 12 09: 21:34 2013 : Debug: [l dap] |ooking for check items in directory...

Tue Nov 12 09:21:34 2013 : Debug: [ldap] looking for reply items in directory...

Tue Nov 12 09:21:34 2013 : Debug: [ldap] user rffro authorized to use renote access

Tue Nov 12 09:21: 34 2013 : Debug: ++[ldap] returns ok

Tue Nov 12 09:21:34 2013 : Debug: [files] expand: CN=Users, DC=wi scte, DC=wf arm -> CN=Users, DC=wi sct e, DC=wf ar m
Tue Nov 12 09: 21:34 2013 : Debug: [files] expand: % Stripped-User-Nane} -> rffro

Tue Nov 12 09:21:34 2013 : Debug: [files] expand: (sAMAccount Nanme=% % Stri pped- User-Nane}: - % User-Nane}}) ->
(sAVAccount Name=r f f r 0)

Tue Nov 12 09: 21:34 2013 : Debug: [files] users: Matched entry DEFAULT at line 2

Tue Nov 12 09:21:34 2013 : Debug: ++[files] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: Found Aut h-Type = MSCHAP

Tue Nov 12 09:21: 34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabl ed/inner-tunnel

Tue Nov 12 09: 21: 34 2013 : Debug: +- entering group MS-CHAP {...}

Tue Nov 12 09: 21:34 2013 : Debug: [mschap] Creating challenge hash with usernane: rffro@scte. pt

Tue Nov 12 09: 21:34 2013 : Debug: [nschap] Told to do Ms-CHAPv2 for rffro@scte.pt with NT-Password

Tue Nov 12 09: 21: 34 2013 : Debug: [nmschap] expand: % Stripped-User-Nanme} -> rffro

Tue Nov 12 09: 21:34 2013 : Debug: [nschap] expand: --username=% % Stri pped- User- Nane}: - %4 % User - Nane}: - None}} -
> --username=rffro

Tue Nov 12 09: 21: 34 2013 : Debug: [mschap] Creating challenge hash with usernane: rffro@scte. pt

Tue Nov 12 09:21:34 2013 : Debug: [nmschap] expand: % nschap: Chal | enge} -> a4f 6f5ef 0493bb34

Tue Nov 12 09: 21: 34 2013 : Debug: [nmschap] expand: --challenge=% % nschap: Chal | enge}:-00} -> --

chal | enge=a4f 6f 5ef 0493bb34

Tue Nov 12 09: 21: 34 2013 : Debug: [nschap] expand: % nschap: NT- Response} ->

a31dd20f 06dcf b9e3f a5e52a9193f 90abal604456dd9e558

Tue Nov 12 09: 21:34 2013 : Debug: [nschap] expand: --nt-response=% % nschap: NT- Response}:-00} -> --nt-
response=a31dd20f 06dcf b9e3f a5e52a9193f 90abal604456dd9e558

Tue Nov 12 09:21: 34 2013 : Debug: [nschap] addi ng M5- CHAPv2 MPPE keys

Tue Nov 12 09:21: 34 2013 : Debug: ++[nmschap] returns ok



Tue Nov 12 09: 21:34 2013 : Debug: WARNI NG Enpty post-auth section. Using default return val ues.

Tue Nov 12 09: 21: 34 2013 : Debug: # Executing section post-auth fromfile /etc/freeradi us/sites-enabl ed/inner-
tunnel

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Got tunnel ed Access-Accept

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Got Ms-CHAP2-Success, tunneling it to the client in a challenge.

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns handl ed

Tue Nov 12 09: 21: 34 2013 : Debug: Sendi ng Access-Chal | enge packet to host 10.61.10.12 port 58406, id=19,

| engt h=0

Tue Nov 12 09: 21:34 2013 : Debug: EAP-Message =

0x0108005f 158000000055170301005014cc8bf 1lalb3a126285f a232691b696387863273736348f b2611741590210f e58147f e91ca3904d1
43c7c¢5880a2c7b5db2a6c07f c5badabde2d43af 260f 641a07199df 09662bce65d687443f 25bf be30

Tue Nov 12 09:21: 34 2013 : Debug: Massage Aut henti cator = 0x00000000000000000000000000000000

Tue Nov 12 09:21:34 2013 : Debug: State = 0x4bddc0a94dd5d5e9b98e0be69018a521

Tue Nov 12 09: 21:34 2013 : Debug: Finished request 373.

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Received Access-Request packet from host 10.61.10.12 port 58406,

i d=20, | ength=187

Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug:
Tue Nov 12 09:21: 34 2013 : Debug:
Tue Nov 12 09: 21: 34 2013 : Debug:
Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Framed-MIU = 1250

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] NAS-Port-Type = Wreless-802.11

[<thread>] User-Name = "rffro@scte.pt"
[
[
[
[
[
[
Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Franmed- Conpression = None
[
[
[
[
[
[

<thread>] NAS-I|P-Address = 10.61.10.12

<thread>] NAS-Port = 2063

<thread>] Called-Station-l1d = "00-0C 29-4C- B5- 4F: EDUROAM 1020"
<thread>] Calling-Station-ld = "60-C5-47-8B-FF-46"

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] Connect-Info = "CONNECT Unknown radi o"

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] Chargeabl e-User-Identity = ""

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] EAP-Message = 0x020800061500

Tue Nov 12 09: 21:34 2013 : Debug: [<thread>] State = 0x4bddc0a94dd5d5e9b98e0be69018a521

Tue Nov 12 09: 21: 34 2013 : Debug: [<thread>] Message-Authenticator = 0x61f 258bla64a5aaee3cOf f 83f d94cdOc
Tue Nov 12 09:21:34 2013 : Debug: [<thread>] # Executing section authorize fromfile /etc/freeradius/sites-
enabl ed/ i scte. pt

Tue Nov 12 09:21:34 2013 : Debug: [<thread>] +- entering group authorize {...}

Tue Nov 12 09: 21:34 2013 Debug: [auth_log] expand: /var/log/freeradi us/radacct /% Cient-I|P-Address}/auth-
detail - %% @ -> /var/l og/ freeradi us/radacct/10. 61. 10. 12/ aut h-det ai | - 20131112

Tue Nov 12 09:21:34 2013 : Debug: [auth_log] /var/log/freeradius/radacct/ % Cient-|P-Address}/auth-detail - %%
d expands to /var/l og/freer adi us/radacct/10. 61. 10. 12/ aut h-det ai | - 20131112

Tue Nov 12 09: 21: 34 2013 : Debug: [auth_log] expand: % -> Tue Nov 12 09:21:34 2013

Tue Nov 12 09: 21:34 2013 : Debug: ++[auth_log] returns ok

Tue Nov 12 09:21:34 2013 : Debug: [suffix] Looking up realm"iscte.pt" for User-Name = "rffro@scte.pt"
Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Found realm"iscte.pt"

Tue Nov 12 09: 21:34 2013 : Debug: [suffix] Adding Stripped-User-Nanme = "rffro"

Tue Nov 12 09:21: 34 2013 : Debug: [suffix] Adding Realm= "iscte.pt"

Tue Nov 12 09: 21: 34 2013 : Debug: [suffix] Authentication realmis LOCAL.

Tue Nov 12 09: 21:34 2013 : Debug: ++[suffix] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: [eap] EAP packet type response id 8 length 6

Tue Nov 12 09: 21:34 2013 : Debug: [eap] Continuing tunnel setup.

Tue Nov 12 09:21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: Found Auth-Type = EAP

Tue Nov 12 09: 21:34 2013 : Debug: # Executing group fromfile /etc/freeradius/sites-enabled/iscte.pt

Tue Nov 12 09:21:34 2013 : Debug: +- entering group authenticate {...}

Tue Nov 12 09:21: 34 2013 : Debug: [eap] Request found, released fromthe |ist

Tue Nov 12 09: 21:34 2013 : Debug: [eap] EAP/ttls

Tue Nov 12 09:21:34 2013 : Debug: [eap] processing type ttls

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] Authenticate

Tue Nov 12 09:21:34 2013 : Debug: [ttls] processing EAP-TLS

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Received TLS ACK

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] ACK handshake is finished

Tue Nov 12 09:21:34 2013 : Debug: [ttls] eaptls_verify returned 3

Tue Nov 12 09: 21:34 2013 : Debug: [ttls] eaptls_process returned 3

Tue Nov 12 09:21:34 2013 : Debug: [ttls] Using saved attributes fromthe original Access-Accept

Tue Nov 12 09:21: 34 2013 : Debug: [eap] Freeing handler

Tue Nov 12 09: 21:34 2013 : Debug: ++[eap] returns ok

Tue Nov 12 09: 21:34 2013 : Debug: # Executing section post-auth fromfile /etc/freeradius/sites-enabled/iscte.pt
Tue Nov 12 09:21:34 2013 : Debug: +- entering group post-auth {...}

Tue Nov 12 09:21: 34 2013 : Debug: [reply_log] expand: /var/l og/freeradl us/radacct/ % Client-1P-Address}/reply-
detail - %% @ -> /var/l og/ freeradius/radacct/10. 61. 10. 12/ repl y-detai | - 20131112

Tue Nov 12 09:21:34 2013 : Debug: [reply_log] /var/log/freeradius/radacct/ % dient-1P-Address}/reply-detail-%%
nPd expands to /var/| og/freeradius/radacct/10.61.10.12/repl y-detail-20131112

Tue Nov 12 09:21:34 2013 : Debug: [reply_log] expand: % -> Tue Nov 12 09:21: 34 2013



Tue Nov 12 09: 21:34 2013 : Debug: ++[reply_log] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: ++? if (User-Nanme != "radi us_user@scte.pt" )

Tue Nov 12 09:21:34 2013 : Debug: ? Evaluating (User-Name != "radius_user@scte.pt" ) -> TRUE
Tue Nov 12 09: 21:34 2013 : Debug: ++? if (User-Name != "radius_user@scte.pt" ) -> TRUE

Tue Nov 12 09: 21: 34 2013 : Debug: ++- entering if (User-Name != "radius_user@scte.pt" ) {...}

Tue Nov 12 09: 21:34 2013 : Debug: [sql] expand: % User-Nane} -> rffro@scte.pt

Tue Nov 12 09:21:34 2013 : Debug: [sql] sql _set_user escaped user --> 'rffro@scte. pt'
Tue Nov 12 09: 21:34 2013 : Debug: [sql] expand: % User-Password} ->
[
[
[

Tue Nov 12 09: 21:34 2013 : Debug: [sql] ... expanding second conditional

Tue Nov 12 09:21: 34 2013 : Debug: [sql] expand: % Chap-Password} ->

Tue Nov 12 09:21:34 2013 : Debug: [sqgl] expand: |NSERT |INTO radpostauth (user nane,
pass, reply, authdate) VALUES ( ' o User -

Nane} ', ' %4 % User - Passwor d} : - % Chap- Password}}"', "%reply:
Packet - Type}', 'S ) -> I NSERT I NTO radpostauth (usernanme, pass, reply,

aut hdat e) VALUES ( "rffro@scte.

pt', B ' Access-Accept', '2013-11-12 09:21:34")

Tue Nov 12 09: 21:34 2013 : Debug: +++[sqgl] returns ok

Tue Nov 12 09: 21: 34 2013 : Debug: ++- if (User-Name != "radius_user@scte.pt" ) returns ok

Tue Nov 12 09:21: 34 2013 : Debug: Sending Access-Accept packet to host 10.61.10.12 port 58406, id=20, |ength=0
Tue Nov 12 09:21:34 2013 : Debug: Service-Type = Franed- User

Tue Nov 12 09:21:34 2013 : Debug: Reply-Message = "Eduroam | SCTE"

Tue Nov 12 09: 21:34 2013 : Debug: Framed-Mru = 1300

Tue Nov 12 09:21:34 2013 : Debug: Tunnel-Type: 0 = VLAN

Tue Nov 12 09: 21: 34 2013 : Debug: Tunnel - Medi um Type: 0 = | EEE- 802

Tue Nov 12 09: 21:34 2013 : Debug: Tunnel-Private-Goup-1d:0 = "203"

Tue Nov 12 09: 21: 34 2013 : Debug: MS- MPPE-Recv-Key =

0x88656553bdf 8balf 5f a28f 3el8a7af a61053c5f 04540c04653a91c608c6e5749

Tue Nov 12 09:21:34 2013 : Debug: MS- MPPE-Send-Key =

Oxae254369a6a2420794f b7381e56010c0082d32de4aaa5dc0b4b0d9027f 655e5f

Tue Nov 12 09: 21:34 2013 : Debug: EAP-MSK =

0x88656553bdf 8balf 5f a28f 3el8a7af a61053c5f 04540c04653a91c608c6e5749ae254369a6a2420794f b7381e56010c0082d32dedaaasd
c0b4b0d9027f 655e5f

Tue Nov 12 09: 21:34 2013 : Debug: EAP-EMSK =

0x62a820f Of c55bf cch8bcea7b4ed34ac70c93b889772b797ecf 94be4490b8dd4d3c9f 4a46985b7cd388be7e98299d9d6d345aaeebc614c6
9a2d0578c8049258b0

Tue Nov 12 09:21:34 2013 : Debug: EAP-Message = 0x03080004

Tue Nov 12 09: 21: 34 2013 : Debug: Message-Authenticator = 0x00000000000000000000000000000000

Tue Nov 12 09: 21:34 2013 : Debug: User-Name = "rffro"

Tue Nov 12 09: 21: 34 2013 : Debug: Finished request 378.

Tue Nov 12 09:21:39 2013 : Debug: Cleaning up request 360 ID 12 with timestanp +33

Tue Nov 12 09: 21:39 2013 : Debug: deaning up request 362 ID 13 with tinestanmp +33

Tue Nov 12 09:21:39 2013 : Debug: Ceaning up request 363 ID 14 with timestanmp +33

Tue Nov 12 09:21:39 2013 : Debug: Cl eaning up request 365 ID 15 with timestanp +33

Tue Nov 12 09: 21:39 2013 : Debug: deaning up request 368 ID 17 with tinestanmp +33

Tue Nov 12 09:21:39 2013 : Debug: Ceaning up request 371 ID 18 with timestanp +33

Tue Nov 12 09:21:39 2013 : Debug: Ceaning up request 373 ID 19 with timestanp +33

Tue Nov 12 09:21:39 2013 : Debug: Ceaning up request 378 ID 20 with timestanp +33

Mensagem retornada em caso de utilizador bloqueado:

Mon Nov 11 18:38:44 2013 : Debug: Sending Access-Reject packet to host 10.61.10.12 port 57950, id=116, |ength=0
Mon Nov 11 18:38:44 2013 : Debug: Reply-Message = "quarantined, contact |SCTE"
Mon Nov 11 18:38:44 2013 : Debug: Finished request 65.

radsniff

Para escutar o trafego de radius, o radsniff faz sniffing de trafego com a biblioteca libpcap, tal como o tcpdump, e em consequéncia, aceita parametros
muito similares ao tcpdump. Lé e usa os atributos RADIUS configurados para descodificar mensagens RADIUS. Pode-se filtrar as mensagens a escutar
por filtros BPF (tcpdump), por atributos RADIUS, ou até mesmo definir qual o secret do RADIUS para ser capaz de interpretar mais dados.

O comportamento desde comando mudou do FR2 para o Freeradius 3. Em FR2 o defeito é mostrar todos os cabegalhos, em FR3 ndo mostra excepto se
se{ushr a opgao -x /debug. Ou seja, o comportamento por defeito em FR3 é o equivalente a usar a opgéo -m em FR2.

Escutar 3 pacotes RADIUS



# radsniff -xc 3 (FR3) ou radsniff -c 3 (FR2)
Access- Request |d 187 10.61.10.11: 54805 -> 193. 136. 188. 36: 1812 +0. 000
User-Name = "rpcfe@scte. pt"
NAS- | P- Address = 10.61.10. 11
NAS- Port = 2086
Cal | ed-Station-1d = "00-50-56-80-36- 73: EDUROAM 1020"
Calling-Station-1d = "18-87-96-61- 3E- 01"
Framed- MTU = 1250
NAS- Port - Type = Wrel ess-802. 11
Fr amed- Conpr essi on = None
Connect-1nfo = "CONNECT Unknown radi 0"
Char geabl e-User-ldentity = ""
EAP- Message = 0x020100170172706366654069736374652d69756¢c2e7074
Message- Aut henti cator = Oxce8c60c34d4bhd6762e3e441a60235006

Access- Request |d 79 193.136.188. 36: 1814 -> 193.136. 192. 43: 1812 +0. 001
User-Name = "rpcfe@scte. pt"”
NAS- | P- Addr ess = 193. 136. 188. 36
Calling-Station-1d = "18-87-96-61- 3E- 01"
NAS- Port - Type = Wrel ess-802. 11
EAP- Message = 0x020100170172706366654069736374652d69756¢c2e7074
Message- Aut henti cator = 0x2b760236ef 7d4aadbcf 7a6d3f b872f ad
Proxy-State = 0x313837
Qperator-Nanme = "1liscte.pt"

Access-Reject |d 79 193.136.192.43:1812 -> 193. 136. 188. 36: 1814 +0. 016
Repl y- Message = "Request Deni ed"
Proxy-State = 0x313837

Imprimir os cabecalhos de 10 pacotes

# radsniff -c 10 (FR3) ou radsniff -c 10 -m (FR2)

Accounting- Request 1d 79 10.61.10.11: 53162 -> 193. 136. 188. 36: 1813 +0. 000
Accounti ng- Response |Id 79 193.136. 188. 36: 1813 -> 10. 61. 10. 11: 53162 +0. 003
Accounti ng- Request |1d 80 10.61.10.11:53162 -> 193. 136. 188. 36: 1813 +0. 061
Accounti ng- Response |d 80 193.136.188. 36: 1813 -> 10.61.10. 11: 53162 +0. 063
Accounti ng- Request 1d 81 10.61.10.11:53162 -> 193. 136. 188. 36: 1813 +0. 089
Accounti ng- Response |d 81 193.136.188. 36: 1813 -> 10.61. 10. 11: 53162 +0. 092
Access- Request 1d 130 10. 10.66.5: 32770 -> 193. 136. 188. 36: 1812 +0. 610
Access- Request |d 101 193.136.188.36: 1814 -> 193. 136. 192. 43: 1812 +0. 612
Access-Chal l enge 1d 101 193.136.192.43:1812 -> 193. 136. 188. 36: 1814 +0. 624
Access-Chal | enge 1d 130 193. 136.188. 36: 1812 -> 10. 10. 66. 5: 32770 +0. 625

Escutar os proximos 3 pacotes enviados para um dos servidores da federagdo PT.



radsni ff -xc 3 -f "host 193.136.192.43" (FR3) ou radsniff -c 3 -f "host 193.136.192.43" (FR2)
Access- Request |d 46 193. 136. 188. 36: 1814 -> 193. 136. 192. 43: 1812 +0. 000

User - Name = "358921f p@ur.nl"

NAS- | P- Address = 193. 136. 188. 36

Cal ling-Station-1d = "30-39-26- DE- F4- 51"

NAS- Port - Type = Wrel ess-802. 11

EAP- Message = 0x02010014013335383932316670406575722e6e6¢c

Message- Aut henti cator = 0x63ee3e99287hbc54e79759bd21e44f 909

Proxy-State = 0x313534

Qperator-Nanme = "1liscte.pt"

Access- Chal l enge |d 46 193.136.192.43:1812 -> 193. 136. 188. 36: 1814 +0. 128
EAP- Message = 0x010200061520
Message- Aut henti cat or = 0xc06f ledlec343dbb646e830e3208a35f
Proxy-State = 0x313534

Access- Request |d 105 193.136.188. 36: 1814 -> 193. 136. 192. 43: 1812 +0. 144
User - Name = "358921f p@ur.nl"
NAS- | P- Address = 193. 136. 188. 36
Cal ling-Station-1d = "30-39-26- DE- F4- 51"
NAS- Port - Type = Wrel ess-802. 11
EAP- Message = 0x020200060319
Message- Aut henti cator = 0x17f 12e046d682b6f e011542e501518f c
Proxy-State = 0x313535
Qperator-Name = "liscte.pt"

Fazer sniffing da ligacéo a federacéo



#radsni ff -xc 3 -f "host 193.136.192.43" -s secret (FR3) ou radsniff -c 3 -f "host 193.136.192.43" (FR2)
Access- Chal l enge |d 40 193.136.192. 43: 1812 -> 193. 136. 188. 36: 1814 +0. 000

Sessi on-Ti meout = 30

EAP- Message = 0x010200061920

State = 0x42a004ce0000013700010200c188ba70000000000000000000000000000000041¢c92b5b8

Message- Aut henti cator = 0x8a723148d9a4966af e946551c0chbe627

Proxy-State = 0x313136

Access- Request |1d 101 193.136.188. 36: 1814 -> 193. 136. 192. 43: 1812 +0. 095

User-Nanme = "11136910@i s. ul usi ada. pt"

NAS- | P- Address = 193. 136. 188. 36

Calling-Station-1d = "94- CE-2C- 37- Cl1- 80"

NAS- Port - Type = Wrel ess-802. 11

EAP- Message =
0x020200d01980000000¢c616030100¢1010000bd0301527964ca506f b39e3e00e1751f cabef 1d998cb24b97f Of b5165f 1a2a3724a8840000
54¢014¢00ac022¢02100390038c00f c0050035¢012¢008¢c01¢cc01b00160013¢c00dc003000ac013c009¢c01f c01e00330032¢c00ec004002f cO
11c007c00cc002000500040015001200090014001100080006000300f f 01000040000b000403000102000200340032000e000d0019000b00
0c00180009000a00160017000800060007001400150004000500120013000100020003000f 00100011

State = 0x42a004ce0000013700010200c188ba70000000000000000000000000000000041¢c92b5b8

Message- Aut henti cat or = 0x9bcdc266da5dc98f 5a3e0eadc48e6f 65

Proxy-State = 0x313139

Qperator-Name = "liscte.pt"

Access- Request |d 37 193.136.192. 43: 59017 -> 193. 136. 188. 36: 1812 +0. 175
User-Name = "sfnto@scte. pt"
Framed- MTU = 1400
Cal | ed-Station-1d = "E8-BA-70- C2- 70- AO: edur oant
Cal ling-Station-1d = "742f. 6894. 08a2"
Servi ce-Type = Logi n-User
Message- Aut henti cator = 0x4b8f c95675c416928108024022140da6
EAP- Message = 0x020100130173666d636f 4069736374652e7074
NAS- Port - Type = Wrel ess-802. 11
NAS- Port = 100667
NAS-Port-1d = "100667"
NAS- | P- Address = 10.0. 2. 26
NAS- | dentifier = "CIVIL_Pi so0_V008"
NAS- I dentifier = ".UTL"
Qperator-Name = "1lutl.pt"
Vendor - 25178- Attr-10 = 0x5054
Proxy-State = 0x4f53432d457874656e6465642d49643d35363639

Escutar com filtros de atributos:

#radsniff -r 'Operator-Name=="1utl.pt

#radsniff -r 'User-Name=="radius_user@iscte.pt

H& guem use o radsniff como base para estatisticas como se pode ver nesta pagina. http://wiki.freeradius.org/guide/stats-with-radsniff ; recomendamos no
eré&o extrair estatisticas internas através do radclient, ja que é menos intensivo do ponto de vista de recursos.

Ler captura de ficheiro


http://wiki.freeradius.org/guide/stats-with-radsniff

$radsni ff -xI radi us-out bound- com oper at or - nane. pcap. pcapng (FR3) ou radsniff -1 radius-outbound-com operat or-
nane. pcap. pcapng (FR2)
Loggi ng all events
Sni ffing on (radi us-outbound-com operat or-nane. pcap. pcapng)
2015-01-23 17:09: 24. 632789 (1) Access-Request |d 164 radi us-outbound-com operat or - nane. pcap. pcapng: 2001: 690:
2008: : 100: 3001: 51694 -> 2001: 690: a00: 4001: : 43: 1812 +0. 000
User-Nane = 'Ineoliveira@c.ul.pt'
NAS- | P- Address = 10.2.7.6
NAS- Port = 39736
Servi ce- Type = Logi n-User
Framed- MTU = 1400
Cal l ed-Station-1d = ' 00146a3d9a90'
Calling-Station-1d = 'a8bbcf240c8c’
NAS- I dentifier ="'.IPL. PT
Proxy-State = 0x3838
NAS- Port - Type = Wrel ess-802. 11
Connect-Info = '10.2.7.6 192. 104. 48. 112'
EAP- Message = 0x02010019016c6d656f 6c6976656972614066632e756¢2e7074
Message- Aut henti cator = 0x4f a03d798b86b9d982ea2ca51b866b75
Edur oam SP- Country = 'PT'
W SPr - Location-1D = 'isocc=PT, cc=351, ac=210, net wor k=edur oani
W SPr - Locat i on- Name = ' | PL-| SEL- EAC- PO- ZonaC0. 14'
Qperator-Narme = '1ipl.pt'
Aut henti cator-Field = 0x457f 7869cb07f 83c63ea33dae07d7a8d
Done readi ng packets (radi us-outbound-com oper at or - name. pcap. pcapng)
Done sniffing

radtee

<a desenvolver>

https://github.com/redBorder/freeradius/blob/master/scripts/radtee

eapol_test

Existe um comando bastante interessante para testar o servico eduroam, que é o eapol_test. Este pequeno utilitario simula ligagdes EAP ao nivel da linha
de comando.

Infelizmente no Debian, ndo é possivel instalar automaticamente a partir do APT, pelo que se torna necessério obter a source. Esta pode ser obtida da
pégina http://hostap.epitest.filwpa_supplicant/ e a data de escrita deste documento, é o ficheiro wpa_supplicant-2.3.tar.gz

A v2.1 tem erros conhecidos no tratamento de certificados, e ndo se recomenda. http:/lists.shmoo.com/pipermail/hostap/2014-February/029517.html

Portanto, para o instalar:

sudo aptitude install libnl-dev libssl-dev apt-src

wget http://hostap.epitest.fi/rel eases/wpa_supplicant-2.3.tar.gz
tar -zxvf wpa_supplicant-2.3.tar.gz

cd wpa_supplicant-2.3

cd wpa_suppl i cant

cp defconfig .config

make eapol _test

sudo cp eapol _test /opt/bin/eapol _test

Nag retirar comentério de CONFIG_EAPOL_TEST como se encontra nalgumas instrucdes.

Em seguida, criar um ficheiro como input para este comando, a definir o utilizador, a password, e dados dos protocolos a usar na simulacéo da ligagéo
wireless.


https://github.com/redBorder/freeradius/blob/master/scripts/radtee
http://hostap.epitest.fi/wpa_supplicant/
http://w1.fi/releases/wpa_supplicant-2.3.tar.gz
http://lists.shmoo.com/pipermail/hostap/2014-February/029517.html

ttls-eap-mschapv2.conf

net wor k={

ssi d="edur oant

key_mgnt =WPA- EAP

eap=TTLS

identity="radius_test@scte.pt"
anonynous_i dentity="radi us_test @scte. pt"
passwor d="passwor d"

phase2="aut h=MSCHAPv2"

}

E por altimo, corre-se o comando: (onde testing123 é a password definida no clients.conf do IP a partir do qual estamos a fazer este teste)

/opt/bin/eapol _test -c ttls-eap-nmschapv2.conf -s testingl23 -a radius.iscte. pt

A opcéo -o também é bastante util, para obter o certificado dado pelo servidor (radius), para verificar se este esta bem.

/opt/bin/eapol _test -c ttls-eap-nmschapv2.conf -s testingl23 -a radius.iscte.pt -o certificado.txt

O eapol_test tem também uma opgéo -N para passar atributos RADIUS. (-N "64:d:13" Tunnel Type 13 - VLAN)

Exemplo de ficheiro para testar PEAP-MSCHAPV2

peap-mschapv2.conf

# eapol _test -c peap-nschapv2.conf -s testingl23
net wor k={

ssi d="edur oant

key_ngnt =| EEE8021X

eap=PEAP

pr ot 0=WPA2

identity="radi us@scte.pt"

anonynous_i dentity="radi us@scte. pt"

passwor d="xXxXxxx"

phase2="aut heap=MSCHAPv2"

Medicao de tempos de pedidos

Necessitdvamos de uma forma de contabilizar o tempo de processamento de pedidos de autenticacdo ao FreeRadius fazendo o tinel EAP para testar a
solugdo com os protocolos usados pelos clientes. Nos scripts a invocar o eapol_test ndo se conseguia medir devidamente o tempo, dado o tempo gasto
para invocar binarios, pipes e processar ficheiros de configuragdes (ndo) ser contabilizado. Decidimos entéo fazer uma patch ao eapol_test.



eapol.patch - Patch eapol_test

1259a1260, 1264

> {

> #i ncl ude <tine.h>
>

> clock_t t;

> t = clock();
1278c1283, 1285

<

> t= clock() - t;

> printf("FreeRADIUS: tine % 3f seconds\n", ((float)t)/CLOCKS PER_SEC);
> }

1300a1308

>

Para aplicar o patch, fazer no directdrio descrito nos passos para compilar o eapol_test, e correr o comandos:

cd wpa_supplicant-2. 0/ wpa_suppl i cant
patch eapol _test.c < eapol.patch
nake eapol _test

strip eapol _test

sudo cp eapol _test /opt/bin

Aplicando este patch, o output do eapol_test fica com uma linha extra:

EAPOL: SUPP_BE entering state IDLE eapol_sm_ch: success=1 FreeRADIUS: time 0.010 seconds EAPOL: Successfully fetched key (len=32) PMK
from EAPOL - hexdump(len=32): fa 65 9a 9f 9a 2f 45 f3 44 {6 53 25 4 f3 26 16 51 aa 2f 73 40 Of 9e 80 90 a9 08 80 8f d7 6d a3 EAP: deinitialize
previously used EAP method (25, PEAP) at EAP deinit ENGINE: engine deinit MPPE keys OK: 1 mismatch: 0 SUCCESS

a resolucéo do timer s&o incrementos de 10ms; ou seja neste caso sabemos que demorou entre 10ms a 20ms.
Esta necessidade do patch advém do radtest ndo suportar nem MSCHAPV2, nem PEAP ou EAP-TTLS.

rad_eap_test
E um script wrapper para o eapol_test, cuja source pode ser encontra aqui: http://www.eduroam.cz/rad_eap_test/

De momento, para fazer download, basta fazer:

wget http://ww. eduroam cz/rad_eap_test/rad_eap_test-0.23.tar.bz2

O ficheiro vem com diversos componentes, e patches para o eapol_test, que ndo é necessario aplicar nas Ultimas versdes. Basta fazer:

tar -jxvf rad_eap_test-0.23.tar.bz2

cd rad_eap_test-0.23

sudo cp rad_eap_test /opt/bin

sudo nkdir -p /usr/local/share/ man/ manl

sudo cp doc/rad_eap_test.1 /usr/local/share/ man/ manl/


http://www.eduroam.cz/rad_eap_test/

A sintaxe para testar o radius é:

/opt/bin/rad_eap_test -H radius2.iscte.pt -P 1812 -S xxxxxx -m WPA- EAP -e PEAP -s eduroam - M 00: 00: 00: 00: 00: 00 -
i 'Roam ng Test NAG OS | SCTE. PT' -u radius_user@scte.pt -p password

time

E para ter uma ideia de timings da autenticag&o:

time /usr/bin/ntlmauth --request-nt-key --usernane=teste --donai n=I SCTE - - passwor d=xxxpasswor d
NT_STATUS_OK: Success (0x0)

real OnD.013s

user OnD. 000s

sys 0OnD. 004s

time radtest -t mschap teste@scte. pt 6zi FgnDOWWbnXnK radi us2.iscte. pt: 1812 0 xxxxxxx > /dev/null
real OnD. 162s

user 0OnD. 020s

sys 0OnD. 016s

time ( /opt/bin/eapol_test -c conf/peap-nschapv2.conf -s testingl23 -a 193.136.188.36 > /dev/null )
real 0OnD. 208s

user 0OnD. 008s

sys OnD. 008s

O eapol_test tem também a opcéo para fazer varios pedidos. A partir de 70 iteragdes comegamos a ter erros, pelo que esta ferramenta como analise de
performance tem as suas limitagdes.

[ opt/ bi n/ eapol _test -c conf/peap-nmschapv2.conf -s wirelessiscte -a 193.136.188.36 -r 70 > /dev/null
real 0nR5. 959s

user 0onD. 324s

Sys on0. 324s

O timing de ferramentas complexas como o radtest ou o eapol_test tomam também o seu tempo, e distorcem o valor real dos acontecimentos. Testando
dma independente, com um patch ao eapol_test em C, uma conexd@o EAP interna ao servidor freeradius, esta ndo demora 208ms como sugere o0
time do eapol_test mas sim, entre 10 a 20ms, o que é uma valor mais dentro dos parametros normais de servigco (>200ms no proprio servidor/servigo
indicaria problemas algures num servidor ou na infra-estrutura). Como sempre, é necessario cuidado em balancear os dados que conhecemos para
interpretar os outputs das ferramentas que se encontram ao nosso alcance. Ou seja, os valores destas ferramentas devem ser tomados como uma
referéncia padrédo quando o servico esta a operar devidamente para mais tarde permitir detectar problemas/desvios ao padréo, mas ndo devem ser
tomados literalmente como os tempos correctos das operagdes subjacentes a ser medidas. Ver o patch para eapol_test que desenvolvemos para ter uma
medida mais correcta do tempo de autenticacdo. Obviamente que fazendo mais pedidos, o atraso do tempo de setup dilui-se e deixa de ser uma
consideragao.



Evolynx

Para fazer tests de performance/stress no FreedRadius, pode-se usar em Windows, o Utilitario da Evolynx.

O URL de download é este: https://www.evolynx.com/radius/dl_loadtest.aspx

JRadius

Para testar/auditar o FreeRADIUS também se pode usar o JRadius em http://www.coova.org/JRadius/Simulator

O JRadius é uma aplicagdo opensource que foi desanhada para testes de RADIUS e servidores, gerando trafego FreeRADIUS.

Pode-se fazer download deste na versao corrente http://coova-dev.s3.amazonaws.com/mvn/net/jradius/jradius-client/1.1.4/jradius-client-1.1.4-release.zip e
correr localmente ou pode se invocar o JRadius directamente a partir deste link https://coova-desktop.s3.amazonaws.com/simulator.jnlp, no entanto o

browser tem de suportar este tipo de configuragdes como por exemplo, o FireFox.

JRadiusSimulator
File Help

Attributes = Keys @ Log |

Transport | UDP

RADIUS Server: radius.iscte.pt
Shared Secret: password
Auth Port: 1,812
Acct Port: 1,813
Send Timeout (sec): 10
Send Retries: 0
Requester Threads: 1
Requests per Thread: 1

Simulation Type: | Auth & Acct (Start, Interim, Stop)

Authentication Protocol: | EAP-MSCHAPv2

Verify Standard: | None

Options: Ii/\ Generate Unique Acct-Session-Id

|| Don't Stop Simulation On AccessReject

[ | Don't Send The Received Class Attribute
| Log RADIUS to Log tab
Flood (don't wait for reply)

Threads: - Pkts Received 1 ms or less: -

Sent: - Accept: 10 ms or less: -
Received: - Reject: 100 ms or less: -
Time: - Challenge: 1000 ms or less: -
Throughput: -~ Acct Resp: 10000 ms or less: -
Ready
openssl

$openssl verify -CAfile ca.pem server.pem
server.pem K

$openssl x509 -in /etc/freeradius/certs/server.pem-text -noout
Certificate:

Start |


https://www.evolynx.com/radius/dl_loadtest.aspx
http://www.coova.org/JRadius/Simulator
http://coova-dev.s3.amazonaws.com/mvn/net/jradius/jradius-client/1.1.4/jradius-client-1.1.4-release.zip
https://coova-desktop.s3.amazonaws.com/simulator.jnlp
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3 (0x2)

C=NL, O=TERENA, CN=TERENA SSL CA

Not Before: Jul 11 00: 00: 00 2013 GMI
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OU=Dormi n Control Validated, CN=radius2.iscte. pt
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X509v3 ext ensi ons:
X509v3 Authority Key ldentifier:

keyi d: OC: BD: 93: 68: OC: F3: DE: AB: A3: 49: 6B: 2B: 37: 57: 47: EA: 90: E3: B9: ED

X509v3 Subj ect

A6: F9: 53: F4: 26: A2: 65: 2A: 41: 3A: 02: D7: C4: EF: 26: 03: A8: E7: B1: 50

655

37

(0x10001)

Key ldentifier:

X509v3 Key Usage:
Digital

critical
Si gnature,
X509v3 Basic Constraints:
CA: FALSE
X509v3 Ext ended Key Usage:
TLS Web Server Authentication,
X509v3 Certificate Policies:
Policy: 1.3.6.1.4.1.6449.1.2.2.29
Policy: 2.23.140.1.2.1

Key Enci pher nent
critical

X509v3 CRL Distribution Points:

F

ul |

Nal

ne:

TLS Wb Client Authentication

URI: http://crl.tcs.terena. org/ TERENASSLCA. crl

Aut hority Information Access:
CA Issuers -
OCSP - URI:http://ocsp.tcs.terena.org

URI:http://crt.tcs.terena. org/ TERENASSLCA. crt

X509v3 Subj ect Alternative Nane:
DNS: radi us2. i scte. pt
Si gnature Al gorithm shalWthRSAEncryption
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b3:
6d:
6e:
Oa:
57:
b4:

f1

73:
19:
bb:
6d:
cl:
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b6: bf : 71: 0d: 39: 8b: f 3: 53: 86: 55: 53: 9b: 37: 11: a5: 51: 55: c1:
93: Oa: 18: 55: 41: 18: 82: d2: 44: fc: 1d: 12: 7f: 99: 06: 4f : 48: 1b:
d0: 32: 7a: db: a0: fb: 07: 03: 03: 20: 82: Oc: c2: 3d: 78: 31: 1le: ca:
83: e6: 83:89: ec: b2: 04: 3f: 1e: 2d: 8a: 67: 51: 5a: ca: 50: 65: d2:

9e: ab: 6b: 60

Outras ferramentas de medicéo de performance

blktrace

sudo bl ktrace -w 3 /dev/sda

=== sda ===
CPU O: 67 events, 4 Ki B data
CPU 1: 19 events, 1 KiB data
Tot al : 86 events (dropped 0), 5 Ki B data
free
free -m - visualizar memodria livre
$ free -m
t ot al used free shar ed buffers cached
Mem 502 61 440 0 0 17
-/ + buffers/cache: 44 458
Swap: 1063 0 1063
top

top/htop - ocupagao de recursos/processos

$t op

top - 02:29:51 up 7 days, 2:43, 1 user,
Tasks: 76 total, 1 running, 75 sleepi
% pu(s): 0.0 us, 0.0sy, 0.0ni, 96.8

Ki B Mem 514328 total, 73444 used,
Ki B Swap: 1089532 total, 0 used,
PI D USER PR N VIRT RES SHR S

9 root 20 0 0 0 0S
1657 root 20 0 28152 3196 2564 S
7404 rui 20 0 4384 1292 1012 R
1 root 20 0 2280 688 584 S

2 root 20 0 0 0 0S

3 root 20 0 0 0 0S

5 root 20 0 0 0 0sS

6 root rt 0 0 0 0S

7 root rt 0 0 0 0S

8 root rt 0 0 0 0sS

10 root 20 0 0 0 0S
12 root rt 0 0 0 0S
13 root 0 -20 0 0 0S
14 root 0 -20 0 0 0S

| oad aver age:

ng,
id,

0 stopped,
0.0 hi, 0.0 si,

3.2 wa,

440884 free,
1089532 free,

Y%CPU AVEM

COOOOOLOEOLODO000
OCo0OO0O0OO0OO0OO0OO0OO0OWW

3

0.

COOOLLLO000000

[eNeNeNeNeoNeolNolNeNoNoll NN Nel

CRLELELRRELRRLERLEX®

0

28

TI ME+

05.
08.
00.
08.
00.
32.
00.
02.
04.
02.
18.
03.
00.
00.

28
18
01
35
00
41
00
00
81
92
60
08
00
00

0.02, 0.03, 0.05

zonbi e

640 buffers
440 cached

COVIVAND
kwor ker/ 1:0
vt ool sd
top

init

kt hr eadd
ksoftirqd/ 0
kwor ker/u: 0
mgration/0
wat chdog/ 0
mgration/1
ksoftirqd/ 1
wat chdog/ 1
cpuset

khel per

0.0 st



15 root 20 O 0 0 0S 0.0 0.0 0:00.00 kdevtnpfs
16 root 0 -20 0 0 0S 0.0 0.0 0: 00. 00 netns
17 root 20 0 0 0 0S 0.0 0.0 0: 02. 37 sync_supers
18 root 20 O 0 0 0S 0.0 0.0 0:00.05 bdi-default
19 root 0 -20 0 0 0S 0.0 0.0 0: 00. 00 kintegrityd
20 root 0 -20 0 0 0S 0.0 0.0 0:00.06 kblockd
21 root 20 0 0 0 0S 0.0 0.0 0: 00. 16 khungt askd
22 root 20 O 0 0 0S 0.0 0.0 0:11.81 kswapdO
23 root 25 5 0 0 0S 0.0 0.0 0:00.00 ksnd
24 root 20 0 0 0 0S 0.0 0.0 0: 00.00 fsnotify_mark
25 root 0 -20 0 0 0S 0.0 0.0 0: 00. 00 crypto
108 root 20 0 0 0 0S 0.0 0.0 0: 00. 00 scsi_eh_0
119 root 0 -20 0 0 0S 0.0 0.0 0: 00. 00 vnw_pvscsi _wg_0
143 root 20 O 0 0 0S 0.0 0.0 0:00.00 kworker/u:1
157 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kdnflush
165 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kdnflush
180 root 20 O 0 0 0S 0.0 0.0 0:02.60 kjournald
305 root 20 0 2712 1112 644 S 0.0 0.2 0: 00. 05 udevd
398 root 20 0 2712 700 224 s 0.0 0.1 0: 00. 00 udevd
400 root 20 0 2712 780 304 S 0.0 0.2 0: 00. 00 udevd
562 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kdnflush
564 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kdnflush
566 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kdnflush
567 root 0 -20 0 0 0S 0.0 0.0 0:00.00 kdnflush
1160 root 20 O 0 0 0S 0.0 0.0 0:36.84 kjournald
1161 root 20 0 0 0 0S 0.0 0.0 0: 00. 67 kjournald
1162 root 20 O 0 0 0S 0.0 0.0 0:00.33 kjournald
1163 root 20 0 0 0 0S 0.0 0.0 0: 09. 85 kjournald
1583 r oot 20 0 3996 376 176 S 0.0 0.1 0: 00. 00 sysl 0g-ng
1584 root 20 O 8084 3644 2256 S 0.0 0.7 0:17. 36 sysl og-ng
1618 root 20 O 9936 1100 644 S 0.0 0.2 0: 25. 39 nnbd
1638 root 20 0 20924 3336 2528 S 0.0 0.6 0: 08. 67 snhd
1684 root 20 0 19700 1248 520 S 0.0 0.2 0: 00. 24 snhd
1685 root 20 O 3840 980 776 S 0.0 0.2 0:01.82 cron
1758 snnp 20 0 10020 3400 1720 S 0.0 0.7 1:29.62 snnpd
1796 wwdata 20 O 7104 2824 1640 S 0.0 0.5 0:21.40 lighttpd
1840 root 20 O 6464 1088 656 S 0.0 0.2 0: 09. 22 sshd
1935 root 20 0 2592 768 604 S 0.0 0.1 0: 00. 00 xinetd
2032 root 20 0 3784 812 684 S 0.0 0.2 0: 00.00 getty
2633 root 20 O 0 0 0S 0.0 0.0 0:06.66 flush-254:3
5306 root 20 O 0 0 0S 0.0 0.0 0:04.37 flush-254:5
7187 freerad 20 0 55324 5728 2672 S 0.0 1.1 0: 00. 29 freeradius
7260 root 20 0 9264 2960 2372 S 0.0 0.6 0: 00. 04 sshd
7262 rui 20 0 9264 1380 792 S 0.0 0.3 0: 00. 01 sshd
7263 rui 20 0 6356 3572 1580 S 0.0 0.7 0: 00. 19 bash
7402 rui 20 0 6356 2324 332 S 0.0 0.5 0: 00. 00 bash
7403 rui 20 0 3356 616 540 S 0.0 0.1 0: 00. 00 | ogger
15337 root 20 O 0 0 0S 0.0 0.0 0:12.88 kworker/0:0
16777 root 20 0 4772 792 380 S 0.0 0.2 0: 00. 00 bash
16778 root 20 0 3356 620 540 S 0.0 0.1 0: 00. 00 | ogger
16817 root 20 0 21772 6228 5468 S 0.0 1.2 0: 50. 17 wi nbi ndd
16830 root 20 0 21880 7652 6716 S 0.0 1.5 1: 04. 94 wi nbi ndd
17008 root 20 O 0 0 0S 0.0 0.0 0:15.65 kworker/1:2
18477 root 20 O 0 0 0S 0.0 0.0 0:03.02 kworker/0:2
26174 root 20 0 22924 1872 1096 S 0.0 0.4 0:00.00 wi nbindd
26661 root 20 O 0 0 0S 0.0 0.0 0:01.93 flush-254:0
27870 root 20 O 0 0 0S 0.0 0.0 0:00.09 flush-254:2
29147 root 20 0 4772 792 380 S 0.0 0.2 0: 00. 00 bash
29148 root 20 0 3356 620 540 S 0.0 0.1 0: 00. 00 | ogger
29185 nagi os 20 0 4392 900 620 S 0.0 0.2 0:17.02 nrpe
29428 root 20 O 0 0 0S 0.0 0.0 0:00.21 flush-254:4
30604 root 20 0 5392 1400 960 S 0.0 0.3 0:47.95 noni t

htop
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iftop - visualizagdo gréafica/curses de ocupacéo de rede
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Conmmand
[usr/bin/monit -c
ht op

init [2]

udevd --daenon
udevd --daenon
udevd --daenon
supervi sing syslo
[ usr/sbin/sysl og-
[usr/sbin/nnbd -D
/usr/sbin/snbd -D
[ usr/bin/vntool sd
[usr/sbin/snbd -D
/usr/sbin/cron

[ usr/sbin/snnpd -
/usr/sbin/lighttp
/ usr/ sbin/sshd

[ usr/sbin/xinetd
/ sbin/getty 38400
sshd: rui [priv]
sshd: rui @ts/1

- bash
/usr/sbin/freerad
+FOKi Il F10Quit
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#i ot op

Total DI SK READ: 0.00 B/s | Total DI SK WRITE: 0.00 B/s
TID PRIO USER DI SK READ DI SK WRI TE SWAPI N 1 &> COVIVAND
7439 be/ 4 freerad 0.00 B/'s 3.92 K/'s 0.00 % 0.00 % freeradius
7441 bel/ 4 freerad 0.00 B/'s 11.77 K's 0.00 % 0.00 % freeradius
7442 bel/ 4 freerad 0.00 B/'s 3.92 K/'s 0.00 % 0.00 %freeradius
1 be/ 4 root 0.00 B/s 0.00 B/'s 0.00 % 0.00 %init [2]
2 bel/ 4 root 0.00 B/s 0.00 B/s 0.00 % 0.00 % [kt hreadd]
3 be/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ksoftirqd/ 0]
5 be/ 4 root 0.00 B/s 0.00 B/s 0.00 % 0.00 % [ kworker/ u: 0]
6 rt/4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [migration/O0]
7 rt/4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [wat chdog/ 0]
8 rt/4 root 0.00 B/'s 0.00 B/'s 0.00 % 0.00 % [migration/1]
9 be/ 4 root 0.00 B/s 0.00 B/s 0.00 % 0.00 % [ kworker/1:0]
10 be/ 4 root 0.00 B/s 0.00 B/'s 0.00 % 0.00 % [ksoftirqgd/1]
12 rt/ 4 root 0.00 B/s 0.00 B/s 0.00 % 0.00 % [wat chdog/ 1]
13 be/ 0 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [cpuset]
14 be/ 0 root 0.00 B/s 0.00 B/s 0.00 % 0.00 % [ khel per]
15 be/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ kdevt npf s]
16 be/ 0 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ netns]
17 bel/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [sync_supers]
18 be/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [bdi-defaul t]
19 be/ 0 root 0.00 B/'s 0.00 B/'s 0.00 % 0.00 % [kintegrityd]
20 be/ 0 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ kbl ockd]
21 be/ 4 root 0.00 B/s 0.00 B/s 0.00 % 0.00 % [ khungt askd]
22 bel/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ kswapdO]
23 bel/ 5 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ ksnd]
24 bel 4 root 0.00 B/s 0.00 B/'s 0.00 % 0.00 % [fsnotify_nark]
25 be/ 0 root 0.00 B/s 0.00 B/'s 0.00 % 0.00 % [crypto]
26661 be/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [flush-254:0]
18477 bel/ 4 root 0.00 B/'s 0.00 B/s 0.00 % 0.00 % [ kworker/O0: 2]
nicstat
$ nicstat -nx
13: 44: 57 RdKB W KB RdPkt W Pkt IErr CErr Coll NoCP Defer 9til
et hO 4.53 2.98 30.33 13.26 0.00 0.00 0.00 0.00 0.00 0.00
vmstat
# vnst at
procs ----------- Menory---------- ---swap-- ----- io---- -system- ----cpu----
r b swpd free buff cache si so bi bo in cs us sy id wa
0 0 0 423120 2332 42812 0 0 1 11 14 3 1 0098 1

Ferramentas de monitorizacdo de sistema/mensagens



strace

Para usar trace o aconselhado é correr em foreground com freeradius -f

sysdig

linux-tools package? sysstat package

MySQL

Para fazer debug ao freeradius/autenticagdes, pode-se editar a BD quer com o PHPMyadmin, ou fazer queries directamente.

Para fazer a ligagéo ao mysql:
nysgl -u radius -p password radius --host=dbl.iscte.local
nysql > use radi us

Readi ng table information for conpletion of table and col utm nanes
You can turn off this feature to get a quicker startup with -A

Dat abase changed

nysqgl > show t abl es;

R +
| Tabl es_in_radius |
B +
| radacct |
| radpostauth |
oo +

2 rows in set (0.00 sec)

nysql > descri be radpostaut h;

[ SRR Fom oo Hom - - [ S B +
| Field | Type | Null | Key | Default | Extra |
[ S B Hom - - H--- - - o B +
| id | int(11) | NO | PR | NULL | auto_increnent |
| usernane | varchar(64) | NO | | | |
| pass | varchar(64) | NO | | | |
| reply | varchar(32) | NO | | | |
| authdate | timestanp | NO | | CURRENT_TI MESTAMP | on update CURRENT_TI MESTAMP |

5 rows in set (0.00 sec)

Ultimos dez logins:



nysql > select * fromradpostauth order by id desc limt 10;

1200255
1200254
1200253
1200252
1200251
1200250
1200249
1200248
1200247
1200246

cebp@scte. pt
host / SWARLCS
acl sa@scte. pt
ymai u@ sct e. pt
ymai u@ sct e. pt

prfcsl@scte. pt

n cl e@scte. pt
cebp@scte. pt

cmaral@scte. pt
cmaral@scte. pt

10 rows in set (0.00 sec)

Ultimos dez logins de um utilizador:

nysql > sel ect * from radpostauth where username="radi us-teste@scte.pt" order by id limt

IN
e
N
N
e

Ultimos dez logins sem sucesso:

ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.
ius-teste@scte.

in set (0.04 sec)

______________ e e e e e e e m— -
pass | reply

.............. e e e e e e e e -
radi us-teste | Access-Reject
radi us-teste | Access-Reject
radi us-teste | Access- Reject
radi us-teste | Access-Reject
radi us-teste | Access- Reject
radi us-teste | Access-Reject
radi us-teste | Access-Reject
radi us-teste | Access- Reject
radi us-teste | Access-Reject
radi us-teste | Access-Reject

______________ e e e e e e e e

--------------- S
reply | authdate |
--------------- S
Access- Accept | 2013-10-16 08:43:39 |
Access-Rej ect | 2013-10-16 08:43:35 |
Access- Accept | 2013-10-16 08:43:34 |
Access- Accept | 2013-10-16 08:43:30 |
Access- Accept | 2013-10-16 08:43:30 |
Access- Accept | 2013-10-16 08:43:26 |
Access- Accept | 2013-10-16 08:43:26 |
Access- Accept | 2013-10-16 08:43:25 |
Access- Accept | 2013-10-16 08:43:25 |
Access- Accept | 2013-10-16 08:43:25 |
--------------- T

2013-08-27
2013-08-27
2013-08-27
2013-08-27
2013-08-27
2013-08-27
2013-08-27
2013-08-27
2013-08-27
2013-08-27

nysql > select * fromradpostauth where reply like "%Reject% order by id desc

1200294
1200256
1200254
1200220
1200217
1200216
1200215
1200214
1200211
1200210

host/ Ri t aSequei ra- PC |

Pedr o
host / SWARLCS
26Novenbr o
26Novenbr o
26Novenbr o
26Novenbr o
26Novenbr o
26Novenbr o
26Novenbr o

10 rows in set (0.00 sec)

NUmero de IPs por més:

...... dommmmm e e e e e e e e e e e mm i — - =
pass | reply | authdate
...... i
| Access-Reject | 2013-10-16 08: 44:
| Access-Reject | 2013-10-16 08:43:
| Access-Reject | 2013-10-16 08:43:
| Access-Reject | 2013-10-16 08: 42
| Access-Reject | 2013-10-16 08:42
| Access-Reject | 2013-10-16 08:42
| Access-Reject | 2013-10-16 08: 42
| Access-Reject | 2013-10-16 08:42
| Access-Reject | 2013-10-16 08:42
| Access-Reject | 2013-10-16 08:42
...... i

limt 10;
+

+

10;



SELECT MONTH( DATE( Acctstoptine)) AS Month, COUNT(DI STI NCT franedi paddress), COUNT( f r amedi paddr ess) FROM
radacct WHERE (Acctstoptime BETWEEN DATE_SUB(NOW(), | NTERVAL 12 MONTH) AND NOW)) GROUP BY Month ORDER BY Month;

. T A +
| Month | COUNT(DI STI NCT franedi paddress) | COUNT(franedi paddress) |
Homm - - o Fom e e e e e e m +
| 9 | 5516 | 136995 |
| 10 | 6314 | 183838 |
FE e e oo o +

4 rows in set (0.46 sec)

Utilizadores vs autenticagdes:

nysql > SELECT MONTH( DATE(aut hdate)) AS Month, COUNT(DI STI NCT user nane), COUNT(user nane) FROM r adpost aut h
VWHERE (aut hdat e BETWEEN DATE_SUB(NOW), | NTERVAL 12 MONTH) AND NOW)) GROUP BY Month CORDER BY Mont h;

Fommm o - oo e eemee e a e Fem e m e aaaaa s +
| Month | COUNT(DI STI NCT usernane) | COUNT(usernane) |
Fomennas em e eieaiccaaicaaaaaan . +
| 9 | 6352 | 488981 |
| 10 | 8018 | 652889 |
Foeamenn e . +

4 rows in set (3.43 sec)

Utilizadores em roaming:

nysql > select * fromradpostauth where usernane not like "%@scte.pt” and reply like "%\ccept" group by
usernane order by id limt 10;

cgal nei da@cs. ul . pt Access- Accept 2013-08-13 09:51: 33

4788 136310003@ch. i shoa. ucp. pt Access- Accept 2013-08-13 10: 41: 25
4934 b5847@ cs. um nho. pt Access- Accept 2013-08-13 11:22:59
5120 10419519@uva. nl Access- Accept 2013-08-13 12: 25: 20
5280 b5847@com um nho. pt Access- Accept 2013-08-13 12:47:01

| | | | | |
| | | | | |
| | | | | |
| | | | | |
| | | | | |
| 5281 | a25245@ubi . pt | | Access-Accept | 2013-08-13 12:47:03 |
| | | | | |
| | | | | |
| | | | | |
| | | | | |

5312 hb11197@cl an. umac. no Access- Accept 2013-08-13 12:50: 42
5549 m i ber at o@anpus. ul . pt Access- Accept 2013-08-13 13:19: 24
5633 hmert ens@uni - kl u. ac. at Access- Accept 2013-08-13 13:34:21
5696 asl@anpus. ul . pt Access- Accept 2013-08-13 13:42: 46

10 rows in set (0.71 sec)

Utilizadores mal configurados - neste exemplo tinhamos esquecido de bloquear o dominio NULL em /etc/freeradius/users



nysql > sel ect * from radpostauth where username not like "%® and reply |ike "%Accept” group by usernane order
by id limt 20;

P R E—— o o +
| id | username | pass | reply | authdate |
[ [ R Hom - - S Fom e e e e e +
| 1173575 | mmraal | | Access-Accept | 2013-10-15 16:09:02 |
| 1174561 | ngfsl | | Access-Accept | 2013-10-15 16:20:10 |
| 1175387 | rnipo | | Access-Accept | 2013-10-15 16:32:51 |
| 1175810 | rnrcal | | Access-Accept | 2013-10-15 16:38:55 |
| 1175874 | jpgsall | | Access-Accept | 2013-10-15 16:40: 04 |
| 1175876 | joao | | Access-Accept | 2013-10-15 16:40: 04 |
| 1176740 | iscte | | Access-Accept | 2013-10-15 16:52:12 |
| 1179201 | jtnto | | Access-Accept | 2013-10-15 17:24:34 |
| 1179744 | bsnyl | | Access-Accept | 2013-10-15 17:31:42 |
| 1186722 | eraoa | | Access-Accept | 2013-10-15 18:54:10 |
| 1186864 | j ppac | | Access-Accept | 2013-10-15 18:56:28 |
| 1186977 | ntcsal | | Access-Accept | 2013-10-15 18:58:25 |
| 1187847 | tnsnt | | Access-Accept | 2013-10-15 19:17:17 |
| 1192512 | bnenp | | Access-Accept | 2013-10-15 20:47:15 |
| 1194124 | jponb | | Access-Accept | 2013-10-15 21:27:40 |
| 1197381 | vbnba | | Access-Accept | 2013-10-16 07:30:17 |
| 1197947 | dbrse | | Access-Accept | 2013-10-16 08:00: 41 |
| 1198048 | pmmcm | | Access-Accept | 2013-10-16 08:03:22 |
| 1198449 | frirs | | Access-Accept | 2013-10-16 08:10: 44 |
| 1199943 | jnensll | | Access-Accept | 2013-10-16 08:36: 03 |
[ S [ Hom - - B o e e e e +

20 rows in set (0.60 sec)

Utilizadores com eduroam mal configurada - ndo seleccionaram utilizador na configuracéo

nysqgl > sel ect * fromradpostauth where usernane not
by id limt 20;

like "%@6 and reply like "%zeject" group by usernane order

Fommm o - B HFomm oo B o eeeaeaaa +
| id | usernane | pass | reply | authdate |
Fomeneas - S emmmmeeiiaaaas R +
| 4677 | d3663 | | Access-Reject | 2013-08-13 09:52:42 |
| 5090 | Rafael - PC=5CRaf ael | | Access-Reject | 2013-08-13 12:22:22 |
| 5154 | host/ Teodosi o-PC | | Access-Reject | 2013-08-13 12:31:42 |
| 5382 | b5847 | | Access-Reject | 2013-08-13 12:58:38 |
| 5897 | 53617 | | Access-Reject | 2013-08-13 14:14:30 |
| 6158 | host/chico-PC | | Access-Reject | 2013-08-13 14:47:20 |
| 6279 | ist163317 | | Access-Reject | 2013-08-13 15:03:36 |
| 6374 | host/WNIPTL3ABY2V. wks. j nj.com | | Access-Reject | 2013-08-13 15:16:38 |
| 7082 | Joana2Zcris | | Access-Reject | 2013-08-13 17:34:49 |
| 7403 | | NETPSA=5CU265946 | | Access-Reject | 2013-08-13 19:36:23 |
| 8064 | fmul.pt | | Access-Reject | 2013-08-14 11:09:01 |
| 8162 | host/W ngH THI NK | | Access-Reject | 2013-08-14 11:19:33 |
| 9190 | Marta-PC=5CMarta | | Access-Reject | 2013-08-14 12:28:35 |
| 9400 | d4808 | | Access-Reject | 2013-08-14 12:42:06 |
| 9664 | encoa | | Access-Reject | 2013-08-14 12:54:05 |
| 10166 | ist170275 | | Access-Reject | 2013-08-14 13:51:24 |
| 10240 | host/FRC | | Access-Reject | 2013-08-14 13:56:22 |
| 10400 | ist166941 | | Access-Reject | 2013-08-14 14:06:50 |
| 10562 | host/Emanuel - VAI O | | Access-Reject | 2013-08-14 14:17:05 |
| 11154 | GLI NTT=5Candr ei a. ni guel | | Access-Reject | 2013-08-14 14:45:59 |
[ o e e E oo o +
20 rows in set (3.35 sec)

Fazer uma query de x a x data.

select * from radpostauth where authdate between FROM_UNIXTIME(1382778000) AND FROM_UNIXTIME(1382846400);



mysql> select SUM(acctoutputoctets) from radacct where acctstarttime > FROM_UNIXTIME(1382778000) AND acctstoptime < FROM_UNIXTIME
(1382846400);

o e e e e e e e +
| SUM acct out putoctets) |
o eeeemaaa o +
| 121673366254 |
oo +

1 rowin set (0.02 sec)

mysql> select SUM(acctinputoctets) from radacct where acctstarttime > FROM_UNIXTIME(1382778000) AND acctstoptime < FROM_UNIXTIME
(1382846400);

o e e e e +
| SUMacctinputoctets) |
o eeeeeea oo +
| 67672784429 |
o +

1 rowin set (0.02 sec)

Detectar NAS mal configurados que enviam IP em vez de MAC no campo CallingStationid.

nysqgl > use radi us
nmysqgl > sel ect distinct(nasipaddress) fromradacct where callingstationid |ike "% % % % order by radacctid;

10. 10.66.5
10.99. 4. 111
10.99. 4. 211
10.99.4.121
163.117.43.3
172.17.248. 20

| |
| |
| |
| |
| |
| |
| 10.200.24.13 |
| 164.8.109. 4 |
| 10.2.0.69 |
| 10.2.0.68 |
| 130.208. 165. 248 |
| 10.99.4.221 |
| 172.17.248.22 |
| 10.200.24.43 |
| 10.90. 0. 40 |
| 10.90.0.29 |
| 10.90.0. 47 |
| 10.90.0. 62 |
| 10.90.0.39 |
| 10.90.0.25 |
e e eeoa o +

20 rows in set (45.00 sec)

Logins distintos com sucesso nas Ultimas 24h:



nysql > sel ect count(distinct(usernane)) fromradpostauth where reply like "% \ccept"” and authdate > now() -
interval 1 day;

T +
| count(distinct(usernane)) |
o +
| 1455 |
B +

1 rowin set (8.59 sec)

Logins distintos com sucesso na Ultima semana:

nysql > sel ect count(distinct(usernane)) fromradpostauth where reply like "%\ccept” and authdate > now() -
interval 1 week;

B +
| count(distinct(usernane)) |
o o +
| 3428 |
o +

1 rowin set (8.46 sec)

Logins distintos com sucesso no ultimo més:

nysql > sel ect count(distinct(usernane)) fromradpostauth where reply like "%A\ccept” and authdate > now() -
interval 1 nonth;

B +
| count(distinct(usernane)) |
B +
| 6375 |
o o +

1 rowin set (8.59 sec)

Logins distintos com sucesso no dltimo ano:

nysql > sel ect count(distinct(usernane)) fromradpostauth where reply like "%A\ccept” and authdate > now() -
interval 1 year;

B T +
| count(distinct(usernane)) |
Fom e e e e e eeeeeaeeaamaaaaaa +
| 19681 |
B +

1 rowin set (12.44 sec)

Logins por més do ano de 2014:



SELECT MONTH( DATE( aut hdate)) AS Month, COUNT(DI STI NCT user nane), COUNT(user name) FROM radpost auth WHERE YEAR
( DATE( aut hdat ) ) =2014 GROUP BY Mbnth ORDER BY Mont h;

. T TR +
| Month | COUNT(DI STI NCT usernane) | COUNT(usernane) |
Homm - - Fom oo o e e m - +
| 1| 8812 | 712702 |
| 2| 9326 | 857004 |
| 3| 10291 | 929629 |
| 4 | 9345 | 633058 |
| 5 | 10629 | 908908 |
| 6 | 8234 | 1170513 |
| 7| 5387 | 423632 |
| 8 | 2620 | 158626 |
| 9 | 9299 | 672461 |
| 10 | 13793 | 1137179 |
| 11 | 12133 | 999273 |
| 12 | 10539 | 690671 |
Fomme - - oo Fom e e - +

12 rows in set (29.88 sec)

Consumos do ano por més.

SELECT MONTH( DATE(acctupdatetine)) AS Month, SUMacctinputoctets), SUMacctoutputoctets) FROM radacct WHERE YEAR
( DATE( acct updat eti nme))=2014 GROUP BY Month ORDER BY Month;

Dominios em roaming

SELECT di stinct (SUBSTRI NG_| NDEX(usernanme, '@, -1)) fromradpostauth where usernane like "%®6 and username not
like "%@scte.pt" and reply like "%\ccept";

Tops roaming

SELECT SUBSTRI NG_| NDEX(usernane, '@, -1) as Domain,count(*) as Hits fromradpostauth where usernane |ike "%®6
and username not |like "%@scte.pt" and reply like "%\ccept"” group by Donmain order by Hts;

Tops TLDs



nysql >SELECT SUBSTRI NG_| NDEX(usernane, '.', -1) as Donuin, count(*) * 100 / 500233 as Hits fromradpostauth
where usernane |ike "%@6 and usernane not |ike "%@scte.pt” and usernane not like "%@scte-iul.pt" and reply
li ke "%Accept" group by Domain order by Hits;

| Domain | Hits |

o F R +
| cy | 0.0002 |
| is | 0.0002 |
| il | 0.0018 |
| sk | 0.0026 |
| ro | 0.0030 |
| eu | 0.0030 |
| or | 0.0042 |
| ie | 0.0060 |
| iscte | 0.0076 |
| cat | 0.0168 |
| hr | 0.0174 |
| tr | 0.0176 |
| sg | 0.0188 |
| au | 0.0214 |
| hk | 0.0260 |
| rs | 0.0314 |
| fr | 0.0448 |
| za | 0.0450 |
| It | 0.0494 |
| Tu | 0.0550 |
| ca | 0.0598 |
| pl | 0.0676 |
| ch | 0.0716 |
| si | 0.0884 |
| br | 0.0912 |
| no | 0.1077 |
| edu | 0.2425 |
| fi | 0.2631 |
| at | 0.2789 |
| be | 0.3019 |
| it | 0.4852 |
| se | 0.5320 |
| dk | 0.5679 |
| cz | 0.5967 |
| mo | 0.6403 |
| uk | 1.0709 |
| es | 1.4655 |
| nl | 2.4944 |
| de | 2.8537 |
| pt | 87.3489 |
Fememmean e +

40 rows in set (10.33 sec)

Queriy utilizadores iscte.pt locais.



nysql > sel ect MONTH(acctstoptine) AS Mnth, count(distinct(usernane)) fromradacct where realm "iscte.pt" and
year (acct stopti ne) =2014 and (nasi paddress |ike "10.61.10.1% or nasi paddress |ike "10.10.65.% ) group by nonth
order by nonth;;

Fomme - i +
| 1] 3685 |
| 2| 3956 |
| 3| 4068 |
| 4| 3901 |
| 5 | 4054 |
| 6 | 3256 |
| 8 | 200 |
| 9 | 3364 |
| 10 | 4550 |
| 11 | 4585 |
| 12 | 4286 |
Fommmmo - A e e e +

11 rows in set (32.30 sec)

Query utilizadores iscte.pt em roaming.

nysql > sel ect MONTH(acctstoptine) AS Mnth, count(distinct(usernane)) fromradacct where realm "iscte.pt" and
year (acct stopti ne) =2014 and nasi paddress not |ike "10.61.10.1% and nasi paddress not |ike "10.10.65.% group by
mont h order by nonth;

| |
| |
| |
| |
| |
| 2408 |
| |
| |
| |
| |
| |
11 rows in set (13.34 sec)

Ivar/log/syslog

Logs enviado pelo AP com clientes a tentar demasiadas vezes autenticagdes erradas (bloqueio temporario).



syslog:/var/log# grep 10.10.66.5 syslog | grep "Max EAP identity"

Apr 28 09:13:19 10.10.66.5 1x_auth_pae.c:2488 DOT1X-3-MAX_EAP_RETRIES: Max EAP identity request retries (21) exceeded for client 28:18:78:5a:
Z%r5§8 09:13:49 10.10.66.5 1x_auth_pae.c:2488 DOT1X-3-MAX_EAP_RETRIES: Max EAP identity request retries (21) exceeded for client d0:df:9a:5d:
Z(:)erSB 09:15:58 10.10.66.5 1x_auth_pae.c:2488 DOT1X-3-MAX_EAP_RETRIES: Max EAP identity request retries (21) exceeded for client 44:d8:84:4c:
,CA?)rd;S 09:16:12 10.10.66.5 1x_auth_pae.c:2488 DOT1X-3-MAX_EAP_RETRIES: Max EAP identity request retries (21) exceeded for client d0:df:9a:5d:
Z(:).rch 09:16:41 10.10.66.5 1x_auth_pae.c:2488 DOT1X-3-MAX_EAP_RETRIES: Max EAP identity request retries (21) exceeded for client 2c:b4:3a:eb:
i?)lr?s 09:17:43 10.10.66.5 1x_auth_pae.c:2488 DOT1X-3-MAX_EAP_RETRIES: Max EAP identity request retries (21) exceeded for client d0:17:6a:fc:
7f:el

Grep com debugging activo de logs. Detecgdo de erro em filtro de dominios.

$grep 193.136.188.36 syslog | grep meru | grep 3gp

Jan 21 19:03:30 193.136.188.36 freeradius[19558]: (3807) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:32 193.136.188.36 freeradius[19558]: (3809) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:34 193.136.188.36 freeradius[19558]: (3811) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:36 193.136.188.36 freeradius[19558]: (3815) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:38 193.136.188.36 freeradius[19558]: (3825) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:40 193.136.188.36 freeradius[19558]: (3841) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:42 193.136.188.36 freeradius[19558]: (3847) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:03:44 193.136.188.36 freeradius[19558]: (3849) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:04:30 193.136.188.36 freeradius[19558]: (4002) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:04:32 193.136.188.36 freeradius[19558]: (4004) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:04:34 193.136.188.36 freeradius[19558]: (4026) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:04:36 193.136.188.36 freeradius[19558]: (4044) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:05:28 193.136.188.36 freeradius[19558]: (4157) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2049 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:11:08 193.136.188.36 freeradius[19558]: (5056) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2105 cli DO-7A-B5-9B-5F-3D)

Jan 21 19:11:14 193.136.188.36 freeradius[19558]: (5062) Invalid user: [1268069614894544@wlan.mnc006.mcc268.3gppnetwork.org] (from client
meruc port 2054 cli DO-7A-B5-9B-5F-3D

Logs de autenticagdes na federagao.


http://syslog/var/log
http://d0df:9a:5d:ee:cd
http://d0df:9a:5d:ee:cd
http://d8:84:4c:c8:d2
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http://d0df:9a:5d:ee:cd
http://d0df:9a:5d:ee:cd
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http://wlan.mnc006.mcc268.3gppnetwork.org

Jan 21 06:34:21 193.136.188.36 freeradius[30263]: (7818) Login OK: [imaaf@iscte.pt] (from client proxyNacionall port 29 cli 38-aa-3c-6e-d2-ff via
TLS tunnel)

Jan 21 06:34:21 193.136.188.36 freeradius[30263]: (7819) Login OK: [imaaf@iscte.pt] (from client proxyNacionall port 29 cli 38-aa-3c-6e-d2-ff)
Jan 21 06:35:22 193.136.188.36 freeradius[30263]: (7823) Invalid user: [radius-teste@iscte.pt] (from client proxyNacional2 port 0)

Jan 21 06:36:37 193.136.188.36 freeradius[30263]: (7832) Login OK: [mjsr@iscte.pt] (from client proxyNacionall port 1 cli C8-BC-C8-EF-D4-13 via
TLS tunnel)

Jan 21 06:36:38 193.136.188.36 freeradius[30263]: (7833) Login OK: [mjsr@iscte.pt] (from client proxyNacionall port 1 cli C8-BC-C8-EF-D4-13)

Jan 21 06:39:25 193.136.188.36 freeradius[30263]: (7873) Login OK: [imaaf@iscte.pt] (from client proxyNacionall port 29 cli 38-aa-3c-6e-d2-ff via
TLS tunnel)

Jan 21 06:39:25 193.136.188.36 freeradius[30263]: (7874) Login OK: [imaaf@iscte.pt] (from client proxyNacionall port 29 cli 38-aa-3c-6e-d2-ff)
Jan 21 06:41:47 193.136.188.36 freeradius[30263]: (7881) Login OK: [imaaf@iscte.pt] (from client proxyNacionall port 29 cli 38-aa-3c-6e-d2-ff)

Jan 21 06:47:27 193.136.188.36 freeradius[30263]: (7950) Login OK: [kehaa@iscte.pt] (from client proxyNacionall port 8898 cli 7C-D1-C3-8D-0B-C2
via TLS tunnel)

Cliente mal configurado.

Mar 3 11:45:00 193.136.188.36 freeradius[28574]: (12207) Login incorrect (eap: No mutually acceptable types found): [iovoa@iscte.pt] (from client
meruc port 2067 cli D0O:7A:B5:71:98:61)

FreeRadius not compiled to talk directly with SAMBA.

rim_mschap (mschap): 'winbind' auth not enabled at compiled time

/etc/freeradius/mods-enabled/mschap[10]: Instantiation failed for module "mschap”

Certificado assinado por uma CA n&o conhecida por freeradius e néo instalada em certs

Wed May 27 00:10:44 2015 : Debug: (89) eap_tls: <<< TLS 1.0 Alert [length 0002], fatal unknown_ca
Wed May 27 00:10:44 2015 : ERROR: (89) eap_tls: TLS Alert read:fatal:unknown CA
Wed May 27 00:10:44 2015 : ERROR: (89) eap_tls: TLS_accept: Failed in SSLv3 read client certificate A

Ivar/log/freeradius/radius.log
O FreeRadius envia para o syslog mensagens de diagnostico de operagao normal.

Mensagem normal de arranque de saida do FreeRadius.

Sun Nov 3 07:00:05 2013 : Info: Ready to process requests.
Sun Nov 3 07:10:01 2013 : Info: Signalled to terminate

Sun Nov 3 07:10:01 2013 : Info: Exiting normally.

Mensagem de arranque normal do daemon FreeRadius


http://iscte.pt
http://iscte.pt
http://iscte.pt
http://iscte.pt
http://iscte.pt
http://iscte.pt
http://iscte.pt
http://iscte.pt
http://iscte.pt
mailto:iovoa@iscte.pt

Sun Nov 3 07:40:01 2013 : Info: rim_sql_mysql: Starting connect to MySQL server for #19
Sun Nov 3 07:40:01 2013 : Info: rim_sql (sql): Connected new DB handle, #19

Sun Nov 3 07:40:01 2013 : Info: Loaded virtual server <default>

Sun Nov 3 07:40:01 2013 : Info: Loaded virtual server inner-tunnel

Sun Nov 3 07:40:01 2013 : Info: ... adding new socket proxy address * port 46906

Sun Nov 3 07:40:01 2013 : Info: ... adding new socket proxy address * port 42864

Sun Nov 3 07:40:01 2013 : Info: ... adding new socket proxy address * port 51203

Sun Nov 3 07:40:01 2013 : Info: ... adding new socket proxy address * port 53214

Sun Nov 3 07:40:01 2013 : Info: Ready to process requests.

Se se tentar levantar o freeradius com ele ja em cima, ver-se-a a seguinte mensagem. Caso seja realmente o pretendido, dever-se-4 matar a copia
anterior.

Failed binding to authentication address * port 1645: Address already in use
> [etc/freeradius/radiusd.conf[xx]: Error binding to port for 0.0.0.0 port 1812

Erro no shared secret.

Fri Aug 2 16:45:38 2013 : Debug: WARNING: Unprintable characters in the password. Double-check the shared secret on the server and the NAS!

Erro de deadlock de transacgdes. N&o é fatal. Antes do 2.2.4 estas situagdes implicavam fazer restart ao freeradius.

Sat Jan 18 09:22:26 2014 : Error: [sql] Couldn't insert SQL accounting START record - Deadlock found when trying to get lock; try restarting transaction
Sat Jan 18 10:29:24 2014 : Error: [sql] Couldn't update SQL accounting STOP record - Deadlock found when trying to get lock; try restarting transaction

Sat Jan 18 10:29:24 2014 : Error: rim_sql_mysql: MySQL error 'Deadlock found when trying to get lock; try restarting transaction’

Mensagem em caso de erros de ligagdo ao MySQL; pode acontecer quando 0 max_servers ser maior que sql_num_socks, ao contrario do que é
aconselhado de serem idénticos.

Thu Nov 7 18:32:09 2013 : Error: rim_sql (sql): Failed to connect DB handle #17

Thu Nov 7 18:32:09 2013 : Error: rim_sql (sql): Failed to connect DB handle #16

Thu Nov 7 18:32:09 2013 : Error: rim_sql (sql): Failed to connect DB handle #19

Thu Nov 7 18:32:09 2013 : Error: rim_sql (sql): Failed to connect DB handle #1

Thu Nov 7 18:32:10 2013 : Error: rim_sql (sql): There are no DB handles to use! skipped 20, tried to connect 0
Thu Nov 7 18:32:11 2013 : Error: rim_sql (sql): There are no DB handles to use! skipped 20, tried to connect 0
Thu Nov 7 18:32:12 2013 : Error: rim_sql (sql): There are no DB handles to use! skipped 20, tried to connect 0

Thu Nov 7 18:32:13 2013 : Error: rim_sql (sql): There are no DB handles to use! skipped 20, tried to connect 0
No caso de cliente tentar usar CA/certificado errado para falar com o freeradius:

rim_eap: SSL error error:14094418:SSL routines:SSL3_READ_BYTES:tIsv1 alert unknown ca

Ivar/log/freeradius/radacct

O FreeRADIUS com o accounting detalhado coloca logs debaixo deste directério, organizado por em directérios por IP (normalmente os APs e 0s proxies
nacionais).


http://error:14094418:SSL

#1s
193. 136. 192. 43 193. 136. 192. 44 193. 136. 188. 36

Debaixo de cada directério, séo criados um ficheiro por dia, com a data no final, para vérias fases do processo de funcionamento do freeradius (-
AAAAMMDD).

A freqliiéncia pode ser mudada, para por exemplo, criar ficheiros por hora.

Uma vez que estes ficheiros estdo ordenados por IP, séo bastante (teis para fazer despistar problemas de utilizadores.
Os ficheiros sé&o:

auth-detail

detail

reply-detail

pre-proxy-detail
post-proxy-detail

auth-detail

Este ficheiro fica com o log detalhado da sec¢éo authorize.

Tue Aug 27 15:10:20 2013

Packet - Type = Access- Request

User-Nane = "fccn-eduroanteste@scte. pt"

Franmed- MTU = 1400

Cal |l ed-Station-1d = "0c85. 2567. ce50"

Cal ling-Station-1d = "6067.20bl. 8370"

Ci sco-AVPai r = "ssi d=edur oant

W SPr - Locati on-Name = "FCCN - Edificio Central (piso 0)"
Service-Type = Logi n- User

Message- Aut henti cat or = 0xOef 35e88e202f 53675daf b271accc165
EAP- Message = 0x020c002b1900170301002066bb9b8abd4750b21b02933f c84e7eb6f 7
7e81844ab3d7bf 5d271ef f 15b9e0f 5

NAS- Port - Type = Wrel ess-802. 11

NAS- Port = 917

NAS-Port-1d = "917"

State = 0x609cc6fe6990df ee60dceda71b8f bf 60

NAS- | P- Address = 10.0.11.2

Qper ator-Name = "1fcc”

Vendor - 25178- Attr-10 = 0x5054

Qperator-Name = "1fccn. pt"

Proxy-State = 0x4f53432d457874656e6465642d49643d31

detail


https://confluence.fccn.pt/display/WWE/FreeRadius#FreeRadius-auth-detail
https://confluence.fccn.pt/display/WWE/FreeRadius#FreeRadius-detail
https://confluence.fccn.pt/display/WWE/FreeRadius#FreeRadius-reply-detail
https://confluence.fccn.pt/display/WWE/FreeRadius#FreeRadius-pre-proxy-detail
https://confluence.fccn.pt/display/WWE/FreeRadius#FreeRadius-post-proxy-detail

Tue Aug 27 15:10:20 2013

Acct - Session-1d = "00005F46"

Cal l ed-Station-1d = "0c85. 2567. ce50"

Calling-Station-1d = "6067.20b1. 8370"

Ci sco-AVPai r = "ssid=edur oant

Cisco-AVPair = "vlan-id=12"

Ci sco-AVPair = "nas-location=FCCN - Edificio Central (piso 0)"
W SPr - Location-Name = "FCCN - Edificio Central (piso 0)"
User-Name = "fccn-eduroanteste@scte. pt"

Ci sco-AVPai r = "connect - progress=Call Up"

Acct - Aut hentic = RADI US

Acct - St at us- Type = Start

NAS- Port - Type = Wrel ess-802. 11

NAS- Port = 917

NAS-Port-1d = "917"

Servi ce- Type = Franed- User

NAS- | P- Address = 10.0.11.2

Acct-Delay-Tine = 0

Qper at or - Name = "1fcc"

Vendor - 25178- Attr-10 = 0x5054

Attr-103 = 0x521ch34c

Qperator-Name = "1fccn. pt"

Proxy-State = 0x4f53432d457874656e6465642d49643d31

Fr eeRADI US- Acct - Session-Start-Tine = "Aug 27 2013 15:10: 20 WEST"
Acct - Uni que- Session-1d = "7385715713ee0773"

Stri pped-User-Name = "fccn-eduroant este"”

Real m = "iscte. pt"

Ti mestanp = 1377612620

reply-detail

Este ficheiro tem os logs detalhados das respostas as mensagens RADIUS.

/var/ | og/freeradius/rad~/reply-detail-20130827 1045/ 108K 0%

Tue Aug 27 15:10:20 2013

Packet - Type = Access- Accept

User-Nane = "fccn-eduroanteste@scte. pt"

Servi ce- Type = Franed- User

Repl y- Message = "Eduroam Al unos”

Franmed- MTU = 1300

Tunnel - Type: 0 = VLAN

Tunnel - Medi um Type: 0 = | EEE- 802

Tunnel - Private-Goup-1d: 0 = "200"

M5- MPPE- Recv- Key = Oxec495557b5eb65bleeb26ed40dc8b2d8dd310cb0b949ad9bbed
76f 6b89e9030f

M5- MPPE- Send- Key = Ox7ff07aecb36df d6117e696c7c332b7012b79d63d3c513f 20068
adcad45d514cd

EAP- MBK = 0xec495557b5eb65bleeb26ed40dc8b2d8dd310ch0b949ad9bbed76f 6b89e9
030f 7f f 07aecb36df d6117e696¢c7¢332b7012b79d63d3c513f 20068adcad45d514cd

EAP- EMSK = 0x42ae50bf df 2807f 030b5f 80d0ae268f 5932c8c06eddf 47602626bf 05263
5b1dc8bf 0c3f 02952468d7dd43b71e44b3273071933f 4c3adc46da3ad46eccad93ee9e
EAP- Message = 0x030c0004

Message- Aut henti cat or = 0x00000000000000000000000000000000

pre-proxy-detail

Este ficheiro tém o log detalhado das transacg¢des a dos pedidos de autenticacéo que irdo fazer roaming no ambiente EDUROAM.



Wed Sep 11 10:29:25 2013

Packet - Type = Access-Chal | enge

Filter-1d = "Al uno"

EAP- Message = 0x010600160410eda2b75a094e5e31b54f 66c03f df 776¢
Message- Aut henti cator = 0xd5226614db45247beld15ce2e1309dc2
State = Oxd2ff20ead2f 92454149d8c50c74f ab8a

Proxy-State = 0x34

Wed Sep 11 10:29:25 2013

Packet - Type = Access- Chal | enge

Filter-1d = "A uno"

EAP- Message = 0x010700061920

Message- Aut henti cat or = 0x8f 1392c474b1f d60c03f 19f 592aee00b
State = Oxd2f f 20ead3f 83954149d8c50c74f ab8a

Proxy-State = 0x35

Wed Sep 11 10:29:25 2013

Packet - Type = Access- Chal | enge

EAP- Message = 0x0108040019c00000120c¢16030100310200002d0301523037f 52b5cc5
a91a6d9a7d11f b4195d77f 912cdab3f 8e751f 7ble3f 9c¢7a99100002f 000005f f 0100010016030111
€c80b0011c40011c100049f 3082049b30820383a00302010202105971c895f f f 248dd886a328a7h80
€427300d06092a864886f 70d01010505003036310b3009060355040613024e4c¢310f 300d06035504
0a1306544552454e41311630140603550403130d544552454e412053534c204341301e170d313330
3532333030303030305a170d3136303532323233353935395a30403121301f 060355040b1318446f
6d61696e€20436f 6e74726f 6c2056616c696461746564311b30

EAP- Message = .....

EAP- Message = 0x63848f 5084214f 6ef 696cc30

Message- Aut henti cator = 0xe942b38614d5f 7dce5219db83831e5f 6

State = Oxd2f f 20eadOf 73954149d8c50c74f ab8a

Proxy-State = 0x36

Wed Sep 11 10:29:25 2013

Packet - Type = Access- Chal | enge

EAP- Message 0x01...

EAP- Message = 0x5345524669727374

Message- Aut henti cat or = 0x43f ae53f 38def f c82f f c3f ab2e87162d

State = Oxd2ff20eadlf 63954149d8c50c74f ab8a

Proxy-State = 0x38

ed Sep 11 10:29:25 2013

Packet - Type Access- Chal | enge

EAP- Message = 0x010a03fc...

EAP- Message = Oxd6eec7ed288dab4d

Message- Aut henti cator = Oxb13a5f 110alf 549c456ce3562b9c2044

State = Oxd2ff 20ead6f 53954149d8c50c74f ab8a

Proxy-State = 0x3130

Wed Sep 11 10:29:25 2013

EAP- Message = 0x3134...0x3135...0x3137..0x3231..0x3232..0x3233..0x3234...

Wed Sep 11 10:29:25 2013

Packet - Type = Access- Accept

Filter-1d = "EDURCAM 31"

MS- MPPE- Recv- Key = 0x42d43bd166f cal3939f 2c¢53781e801bc730df c07243b6788a2d

042d1f 15bb603

M5- MPPE- Send- Key = Oxf ed6d8c6c45d49474da801cdd4cld7cdc84ffc01519417f 9deb
8a5d0ec4b98c0

EAP- Message = 0x03110004

Message- Aut henti cator = 0xb1c3557bcf 786ebd5a3664020c239b91

Proxy- State = 0x3235

Wed Sep 11 10:29:30 2013

Packet - Type = Accounti ng- Response

Proxy-State = 0x3337

Wed Sep 11 10:34:31 2013

Packet - Type = Accounti ng- Response

Proxy-State = 0x3437

Wed Sep 11 10: 34:42 2013

Packet - Type = Accounti ng- Response

Proxy-State = 0x3439

post-proxy-detail



Este ficheiro tém o log detalhado das transacgdes que fizeram roaming no ambiente EDUROAM.

Thu Sep 12 09: 14: 08 2013

Packet - Type = Access-Chal | enge

Repl y- Message = "DA"

Tunnel - Private-Goup-1d: 0 = "\0002"

Tunnel - Medi um Type: 0 = | EEE- 802

Tunnel - Type: 0 = VLAN

Filter-1d = "e-U'

Franed- | P- Net mask = 255. 255. 255. 0

Franed- | P- Address = 172.18.120.3

EAP- Message = 0x010200061520

Message- Aut henti cator = 0x0544712c30548917303e53a25¢90cc63
State = Oxf9elf2a0b054885c2a

hu Sep 12 09:30:52 2013

Packet - Type = Access- Accept

MB- CHAP- Dormai n = " OUM NHO'

MS- MPPE- Encrypti on-Pol i cy = 0x00000002

MS- MPPE- Encrypti on- Types = 0x0000000e

Franed- | P- Address = 255. 255. 255. 255

Repl y- Message = "G oup_ALFA: no; "

User-Nane = "i d2496@l unos. um nho. pt"

MB- MPPE- Send- Key = 0x5ad6fad31e7d0861204c2ladl7a55cc726b4de9lef 7e9671eac
1891a6207498a

MB- MPPE- Recv- Key = 0x1f 9161a935bc8bbef 553228dc7¢cb924576¢3657084ac7d919ca
5723cc0aeb992

EAP- Message = 0x03080004

Message- Aut henti cator = 0xall0ed9c52d5c93772644ed80cd2f f 4f
Proxy-State = 0x3331

Fri Sep 13 10:04:42 2013

Packet - Type = Access- Accept

Repl y- Message = "DA"

Tunnel - Private-Goup-1d: 0 = "\0002"

Tunnel - Medi um Type: 0 = | EEE- 802

Tunnel - Type: 0 = VLAN

Filter-1d = "e-U'

Franmed- | P- Net mask = 255. 255. 255. 0

Franed- | P- Address = 172.18.120.3

MB- MPPE- Recv- Key = 0x340a189564981e940f 490d72c34757ala2822cd1b9e108f f 40f
e768b2e8e6ch3

M5- MPPE- Send- Key = 0x2ec547e0d54e2cac4698379644ab0122aa86706418c88beeb4c
87blceb1f 1lae3

EAP- Message = 0x03050004

Message- Aut henti cator = 0x995ed805ccedba004dlc67ef d69f 35b9
User-Name = "il obo@al . pt"

Proxy-State = 0x3830

Fri Sep 13 10:05:12 2013
Packet - Type = Accounti ng- Response
Proxy-State = 0x3835

Listar accounting de utilizador



nysql > select * fromradacct where usernane like "rffro% order by radacctid desc limt 5;

B B S B [ T, [ —— S e
o o o oo o
oo e e eemea e oo e e eemea e B o aaaao -
e S g Fom - - B
emmmmmeiaaeaaas - e - +

| radacctid | acctsessionid | acctuniqueid | usernane | groupnane | realm| nasipaddress | nasportid |
nasporttype | acctstarttine | acctstoptine | acctsessiontine | acctauthentic |
connectinfo_start | connectinfo_stop | acctinputoctets | acctoutputoctets |

cal | edstationid | callingstationid | acctterm natecause | servicetype | franedprotocol |

framedi paddress | acctstartdelay | acctstopdelay | xascendsessionsvrkey |

B B B B B [ B o m e e -
S S Fom e e e e e e S
ememeeeieeaieaaeaaan ememeeeieeaieaaeaaan emmmmmeiaaeaaas -

B o o Fom e o - B
o e i oo +

| 1100528 | 52820D0C- 00000F2E | 3357¢929bb9fbc7e | rffro | | | 10.61.10.12 | 2063 |
W rel ess-802.11 | 2013-11-12 14:53:51 | NULL | 0 | RADI US | CONNECT Unknown
radio | | 0 | 0 | 00-0C- 29-4C B5- 4F: EDUROAM 1020 | 60- C5-47-
8B- FF- 46 | | | | | 0 | 0
| [

| 1100477 | 52820D0C- 00000F1B | 9al7027alef38101 | rffro | | | 10.61.10.12 | 2103 |
W rel ess-802.11 | 2013-11-12 14:53:09 | NULL | 0 | RADI US | CONNECT Unknown
radio | | 0 | 0 | 00-0C- 29-4C B5- 4F: EDUROAM 1020 | 1C AB- A7-
A2-71- A5 | | | | | 0 | 0
| |

| 1100356 | 52820D0OC- 00000EF8 | 287934071c2f8815 | rffro | | | 10.61.10.12 | 2063 |
Wrel ess-802.11 | 2013-11-12 14:51:41 | 2013-11-12 14:53:50 | 128 | RADI US | CONNECT Unknown
radio | CONNECT Unknown radio | 16918 | 8902 | 00-0C 29-4C- B5- 4F: EDUROAM 1020 | 60- C5-47-
8B- FF-46 | User- Request | | | | 0| 0
| |

| 1099855 | 52820D0C- 00000E6D | f344ef805d3e4401 | rffro | | | 10.61.10.12 | 2063 |
Wreless-802.11 | 2013-11-12 14:45:50 | 2013-11-12 14:46:14 | 24 | RADI Us | CONNECT Unknown
radio | CONNECT Unknown radio | 8495 | 5164 | 00-0C 29- 4C- B5- 4F: EDUROAM 1020 | 60- C5-47-
8B- FF-46 | User- Request | | | | 0 | 0
| |

| 1099674 | 52820D0OC- 00000E2D | f3d812e79229805b | rffro | | | 10.61.10.12 | 2220 |
Wrel ess-802.11 | 2013-11-12 14:43:56 | 2013-11-12 14:44:31 | 34 | RADI US | CONNECT Unknown
radio | CONNECT Unknown radio | 2136 | 4828 | 00-0C- 29- 4C- B5- 4F: EDUROCAM 1020 | 1C- AB- A7-
A2-71-A5 | User-Request | [ | | 0| 0
| |

B B B B o e m - [ R —— S B
o o o oo oo

o e e eeeeaaa o e e eeeeaaa B Fom e e i s
T S S R B
ommmmeeieaaeaaan - e - +

5 rows in set (0.01 sec)

Instalacdo de equipamento

NAS/APs

Existe bastantes clientes do protocolo RADIUS, mesmo em routers de nivel residencial e open source, o problema é que nem todos suportam VLANS.
Obviamente que para niveis de servigo se aconselha equipamento de qualidade profissional, mas para testes ha que ter em atencéo esse detalhe. A
configuracdo normalmente é feita nos APs ou nos seus controladores, quer por interfaces web, quer em linha de comando.

Normalmente, os equipamentos tém a entrada para dois servidores RADIUS, em que se configura o servidor de RADIUS de servico, e as portas a usar, e
opcionalmente, um segundo para quando o primeiro fica fora de servigo.

No caso do ISCTE, usamos Xirrus, Cisco e Meru, e durante a fase de piloto do freeradius, fizemos testes com Airport Express e Cisco.

Cisco WLC

Do lado do Cisco, aqui ficam as configuracdes para a EDUROAM. De notar que no CallStation ID type, tem-se de seleccionar System MAC Address para
0s MACs dos clientes aparecerem no campo CallingStationID, ou na linha de comando do WLC:

Cisco Controller) >config radius macaddr



Em seguida, criar a entrada para o servidor freeradius na pagina de servidores de Autenticagdo:

< | O |2 0] |

WLC

+ | @ |https @ localhost/sc

ns/framese

FreeRadius - eduroam - WG - Wiki eduroam - Confluence

MONITOR  WLANs

CONTROLLER

WIRELESS ~ SECURITY

MANAGEMENT

WLC +

Save Configuration ~ Ping ~ Logout ' Refresh

COMMANDS ~ HELP

Security

v AAA
General
w RADIUS
Authentication
Accounting
» TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies

» Local EAP
» Priority Order
» Access Control Lists

Wireless Protection
Policies

» Web Auth

» Advanced

| O] (2] 0]

RADIUS Authentication Servers
Call Station ID Type | System MAC Address % |

Use AES Key Wrap

Apply New...

| (Designed for FIPS customers and requires a key wrap compliant RADIUS server)

Network Server
User Management Index Server Address Port IPSec Admin Status
4 ) z 193.136.188.36 1812 Disabled Enabled [~]
Criar a mesma entrada na pagina de servidores de Accounting:
WLC =
J Lt 8 https @ localhost/screens/frameset.htm| ¢ | 1 ©
FreeRadius - eduroam - WG - Wiki eduroam - Confluence WwLC + [

MONITOR ~ WLANs

CONTROLLER

WIRELESS ~ SECURITY

Save Configuration ~ Ping ~ Logout Refresh

MANAGEMENT  COMMANDS  HELP

Security RADIUS Accounting Servers > Edit
LI Server Index 2
General
~ RADIUS
Authentication Server Address 193.136.188.36
Accounting
B IRCACSE Shared Secret Format | AsCll 3|
LDAP B
Local Net Users
MAC Filtering Shared Secret .o
Disabled Clients
User Login Policies Confirm Shared ..
AP Policies Secret
b L | EAP
oca Port Number 1813
» Priority Order
» Access Control Lists Server Status | Enabled ¢ |
jWireless Brotection Server Timeout 2 seconds
Policies
» Web Auth Network User @ Enable
» Advanced
IPSec () Enable

Carateristicas de WLAN:

< Back Apply



( o wLC %

<> ||| 2] (0] ][+ O lhtps@ localhost/screens/frameset.html ¢ | O]
FreeRadius - eduroam - WG - Wiki eduroam - Confluence WLC + |
'||"||l' Save Configuration ~ Ping Logout Refresh
cisco MONITOR ~WLANs CONTROLLER WIRELESS SECURITY ~MANAGEMENT ~COMMANDS  HELP
WLANs WLANSs > Edit < Back Apply
Y General | Security | Qos | Advanced |
WLANs
» Advanced Profile Name eduroam
Type WLAN
SSID eduroam
Status  Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy (Al :
Interface intf-e-u $)
Broadcast SSID # Enabled

Foot Notes

1 CKIP is not supported by 10xx model APs

2 Web Policy cannot be used in combination with IPsec

3 H-REAP Local Switching is not supported with IPsec, CRANITE authentication
4 When client exclusion is enabled, a Timeout Value of zero means infinity
(will require administrative override to reset excluded clients)

5 Client MFP is not active unless WPA2 is configured

Saye Configuration = Ping ~ Logout Refresh

MONITOR ~ WLANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANs WLANSs > Edit [ <Back | [ apelv |

Security | QoS | Advanced |

w WLANs
WLANs =
Layer 2 [ Layer 3 [\ \]
» Advanced
Layer 2 Security | WPA+WPA2 s

[ IMAC Filtering

Static WEP Parameters

802.11 Data Encryption Current Key: 104 bits WEP Static Key (Key Index = 1)
Type Key Size Key Index Encryption Key Key Format
WEP notset +| |1 % [ ASCll % |

Allow Shared Key =

Authentication (=l Enabled

CKIP Parameters 1

802.11 Data Encryption Current Key: 0 bits CKIP Key (Key Index= 0)
Key Size Key Index Encryption Key Key Format
(notset &) (13 [ asci # |

MMH Mode [ Enabled

Foot Notes

1 CKIP is not supported by 10xx model APs

2 Web Policy cannot be used in combination with IPsec

3 H-REAP Local Switching is not supported with IPsec, CRANITE authentication
4 When client exclusion is enabled, a Timeout Value of zero means infinity
(will require administrative override to reset excluded clients)

5 Client MFP is not active unless WPA2 is configured

Servidores a ser usados na rede wireless. Colocar no 1 o principal e caso este exista, no 2 o secundario, que ser& usado no caso do primario falhar.



Saye Configuration Ping Logout Refresh
l'lll'l'l = g =g = =

CIsCco MONITOR  WLANs CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLANs WLANSs > Edit < Back Apply
+ WLANs General Security | Qos l Advanced |
WLANs

Layer 2 Layer 3 AAA Servers ‘

» Advanced

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers
Authentication Servers Accounting Servers Server 1 | None ¢
 Enabled Server2 | None |
Server Server3 [ None ¢
5 1P:193.136.188.36, Port:1812 ¢ [ IP:193.136.188.36, Port:1813 ¢ | S
ge""er None + /[ None s
?er‘/er None + /[ None :)

Local EAP Authentication

Local EAP Authentication [ Enabled

Foot Notes

1 CKIP is not supported by 10xx model APs

2 Web Policy cannot be used in combination with IPsec

3 H-REAP Local Switching is not supported with IPsec, CRANITE authentication
4 When client exclusion is enabled, a Timeout Value of zero means infinity
(will require administrative override to reset excluded clients)

5 Client MFP is not active unless WPA2 is configured

Xirrus

No equipamento Xirrus, a configuragdo para EDUROAM corrente é a apresentada.

ap-xirrus-05
< ol (2] (0 + [ nips@ localhost/cq ¢ Page.cai7page c o

[ vone) (none) + | [802.1x__+] [ WeABoth ) L]

» Network eduroam “ S | rd-eduroam : | 21

» RF Monitor queste-U v o oaness) 21 (none) none) Open [one @ @
‘eduroam2 rd-eduroam : 21 2 3 | (none) # (none) * 802.1x +| [ WPABoth & | ]
Demo Both 2 rdw-iscte &) 21 23] | (none) ¢ | (none) + 802.1x + | | weaz #] 0 2 4 )

Create

SSID eduroam _ Limits

Days Active: ™ Everyday #Sun #Mon ¥Tue Wed #Thu ¥ Fri ¥Sat
Packetz/Sec @ Unlimiled Time Active: o Always Time On:

Packets/Sec @ Unlimited Time Off:

SSID Management
» Groups
i SSID eduroam RADIUS Configuration

TS Radius Server Internal

» Fiters ©  Extemal Host/IP Address Port  Shared Secret Verify Secret
Primary. 193.136.188.36. 18 @ @
Tools
System Tools Secondary 0 ) ®
cu Timeout (seconds): 600
Logaut &  Accounting Host /1P Address Port  Shared Secret Verify Secret
g Primary 193.136.188.36 1 ® ®
Gritical Secondary o ® ()
Warning Interval (seconds): 600

Meru

No Meru, para configurar EDUROAM mexer nos seguintes quadros:

Cisco Catalyst
0 802.1X ndo é apenas para redes Wireless. Também o usamos em switches Cisco.

Na configuracéo actual s6 autoriza e nao define VLANs dinamicas. A configuragdo do radius de futuro terd de levar mexidas para acomodar estar a ser
inquirida de cisco catalysts, a comegar por nao devolver VLANs dindmicas, a organizar por grupos e a fazer o parsing de atributos radius.



Sugere-se que se crie uma VLAN restrita para configurar a EDUROAM. Esta apenas deve deixar falar com os servidores do servico DNS, DHCP, e porta
80 para um servidor a definir.

Também definimos uma configuragéo embrionario de portal "captivo" no BIND/DNS. Tudo o que for pedido é encaminhado para um servidor a definir, e
s aceita o cat.eduroam.org. Apontamos para um site/servidor que sé tenha manuais/instru¢ées da EDUROAM. N&o conseguimos apontar para os sites
existentes porque o que vai aparecer é o endereco “original" pedido pelo utilizador (i.e. www.xxxx.com)

Para configurar, fazer:

aaa authentication dotlx default group radius

aaa authorization network default group radius

aaa accounting dotlx default start-stop group radius
radius-server host 193.136.188.36 auth-port 1812 acct-port 1813 key chave
radius-server retransmit 3

interface range f1 - 24

description 802.1X

switchport mode access

dotlx port-control auto

dotlx timeout quiet-period 15

dotlx max-req 4

dotlx auth-fail vian 666

no cdp enable

spanning-tree portfast

A VLAN 112 é um portal captivo que tem acesso ao CAT e aos manuais de instalagdo da EDUROAM.


http://cat.eduroam.org
http://www.xxxx.com

Location:

Thund...Ethernet
< ed IP N/

Self

Thund...hernet 2 AR

Automatic

Status:

<>

Cable Unplugged

Either the cable for Thunderbolt Ethernet 2 is
not plugged in or the device at the other end

Not Connected 4 is not responding.
[} };\C:'Fi N Canficuea 1Dud: | |lcina DHMD o
® Thur

Not ¢ 7 ~ The network for “Thunderbolt Ethernet”

V¥ - o -

o QD i oot

Not € .”’ 9 :

VPN SSID eduroam

Not ¢

VPN

Not ¢ Cancel Connect Connect

T
Advanced...
Hlli= #V_
Assist me...
Location: Automatic o
Thund...Ethernet Luds
Connected N 7 Status: Connected

® Thund...hernet 2 - *

Not Connected N/
® Wi-Fi /;5\
Off -

Thund...It Bridge /-

Not Connected \ /

VPN (L2TP)
Not Connected hN\N

VPN (C...IPSec)
Not Connected AN Y

VPN (C...Sec) 2
Not Connected AN

Configure IPv4:
IP Address:
Subnet Mask:
Router:

DNS Server:

Search Domains:

802.1X:

Thunderbolt Ethernet is currently active and
has the |P address 172.17.17.53.

<>

Using DHCP
172.17.17.53
255.255.252.0

172.17.16.1

SSID eduroam Disconnect

Authenticated via PEAP (MSCHAPv2)
Connect Time: 00:01:17

Advanced...

Assist me...




Suporte de protocolos

De acordo com testes realizados, nos sistemas operativos e no CAT, o suporte para protocolos de varios sistemas operativos, no momento é o
apresentado na tabela seguinte:

PEAP TTLS MSCHAPv2 PAP perfis
Windows 8 ok ok - ndo no CAT ' ok
Windows 7 ok n.d. ok
Vista ok n.d ok
XP ok n.d ? ?
0S/X10.10 ok ok ok ok
0S/X 10.9 ok ok ok ok ok
0S/X 10.8 ok ok ok ok ok
0S/X 10.7 ok ok ok ok ok
0S/X 10.6 ok ok ok ok
i0os ok ok ok ok ok
Android > 2.2 ' ok ok ok ?

No Surface RT, seleccionando a configuracdo de Windows 8, constata-se que a configuragdo automatica do CAT néo trabalha. No Surface pro, basta
in(tiﬂ)ir o perfil do Windows 8.

Em alguns sistemas de Windows, o suporte para os protocolos esta instalado & parte, e sera necessario ter atengdo a isso ao fazer debugging de
problemas. Como exemplo, segue uma imagem capturada de Control Panel/Software Instalado num Windows 8.1 com uma ralink em wifi e Atheros em
Ethernet, com os médulos/drivers de EAP/PEAP a parte.

Programs and Features = B
((—) ~ 4 [& « Prog.. » Programs and Features v & Search Programs and Features @
Control Panel Home .
Uninstall or change a program
View installed updates To uninstall a program, select it from the list and then click Uninstall,
'5‘ Turn Windows features on or Change or Repair.
off
Organise =  Uninstall/Change o @
MName : Publisher &
[7°] Atheros Communications Inc.(R) ARS1Family Gigabit.. Atheros Commu
2 ATK Package AsUS
[57] Cisco EAP-FAST Module Cisco Systemns, Ir
[ Cisca PEAP Module Cisco Systems, Ir
0| Distributed Computing Experiment
& Google Earth Google v
< L - =
n'
CAT

O EDUROAM Configuration Assistant Tool € uma ferramenta interessante para criar perfis de instalacdo autométicos para a comunidade EDUROAM,
gerando XML para dispositivos da familia Apple como profiles, e pacotes de instalagdo para Windows que trazem software acrescentado para fazer o
tratamento de EAP e TTLS (netsh no caso de PEAP, SecureW2 para TTLS https://www.securew2.com/products/enterpriseclient/ ).

Para criar configuracdes automaticas de clientes, solicite um convite de membro do http://cat.eduroam.org como gestor do seu dominio ao gestor da sua
federacdo EDUROAM (o seu FLR), no nosso caso FCCN. Ver CAT - eduroam Configuration Assistant Tool, http://www.terena.org/activities/tf-mobility
/meetings/24/tf-mobility-cat.pdf e https://www.securew2.com para mais detalhes.

Em Junho de 2014, na federagdo portuguesa, 19 instituiges ja usavam o CAT.


https://www.securew2.com/products/enterpriseclient/
http://cat.eduroam.org
https://confluence.fccn.pt/display/eduroam/CAT+-+eduroam+Configuration+Assistant+Tool
http://www.terena.org/activities/tf-mobility/meetings/24/tf-mobility-cat.pdf
http://www.terena.org/activities/tf-mobility/meetings/24/tf-mobility-cat.pdf
https://www.securew2.com

eduroam CAT: IdP Dashboard

eduroam Configuration Assistant Tool .
IdP Configuration Interface eduroam

View this page in Catald Deutsch English(GB) Espafiol Euskara Francais Galeqo Hrvatski Italiano Norsk Polski Portugués Slovenéina Slovenstina Srpski Suomi
You are: Unnamed User

Go to your Profile page Start page

General Institution Details Global Helpdesk Details

Country Portugal Support: E-Mail iajt i t
Institution default/other Instituto Superior de Ciéncias do Trabalho e da Support: Phone default/other languages 217903259 x 731191
Name languages Empresa Support: Web  default/other languages http:/ /iajuda.iscte.pt
Institution English(GB) Instituto Superior de Ciéncias do Trabalho e da

Name Empresa

Logo image

o = 5
- @ Faculdade De 3,
Global EAP Options Iy Medicina Dentaria o)
"> DaUniversidade 3
CA Certificate File 5 () B ke %
=AddTrust AB %
dTrust External TTP Network: X
5

ESAEemallCATROOII,

Entre
a8 Campos

AV
Residencial
o© Escola Basica Mimosa
Nicsire Amaido

eg e A °
4008 M Wiap data ©2013 Google  Tems of Use

N

CA Certificate File

[l

L=Salt Lake City
O=The USERTRUST Network
o]

ttps://cat.eduroam.org/?idp=419

isertrust.com
N-USERFirst-Hardware _

CA Certificate File

Name (CN) of Authentication Server radius:

Edit IdP-wide settings Delete IdP

Check another realm's reachability Go!

Check server status of European federations

Profiles for this institution

__ User Download Link User Downloads
Profile: EDUROAM
Apple Mac 0S X Lion 1
EAP Types (in order of preference): Check realm reachability Apple Mac 0S X Mountain Lion 1
TTLS-MSCHAPv2 OK Linux il
PEAP-MSCHAPV2 OK Installer Fine-Tuning and Download MS Windows 7 i
S ! MS Windows 8 it

eduroam CAT - Release CAT-1.0.3 © 2011-13 DANTE Ltd. on behalf of the GN3 and GN3plus consortia

Para usar o CAT, ou se entra pela opgédo eduroam admin sendo o gestor de dominio, ou seleccionado eduroam user caso se seja um utilizador.

Depois de seleccionar eduroam user, aparece um mapa com informagao de geolP/localizagdo geografica que indica a instituicio mais perto.
Seleccionado a nossa institui¢éo, o utilizador é presenteado com uma escolha de sistemas operativos, para realizar o donwload do configurador
automatico.

806 eduroam Configuration Assistant Tool

@ @ D | hitps @ cat.eduroam.org -

Bem vindo a eduroam CAT

eduroam Configuration Assistant Tool eciu roam
Ver esta pagina em Catala Deutsch English(GB) Espafiol Euskara Francais Galego Hrvatski Italiano Norsk Polski Portugués Slovencina Slovenséina Srpski Suomi Péaqina inicial

Entidade selecionada: Instituto Superior de Ciéncias do Trabalho e da Empresa [ 0ta)

Em caso de dificuldades, podera obter apoio directo da sua Entidade de origem em:

Www: http://iajuda.iscte.pt

email: iajuda@iscte.pt b
tel: 217903259 x 731191

Escolha um instalador para download

MS Windows 8

Ly Instituto Universitario de Lisboa

eduroam CAT - Reviséo CAT-1.0.3 © 2011-13 DANTE Ltd. on behalf of the GN3 and GN3plus consortia [ ropean Commission Communications Networks, Content and Technology

Foi lancado recentemente um servigo similar, com a mesma interface web, para uso profissional, em https://802.1x-config.org . Este servigo fornece perfis
grétisie perfis pagos com branding, a semelhanga do CAT para a EDUROAM.

No caso dos certificados que estamos a usar correntemente de Terena, que frequentemente nem estéo nos de sistema, tém de meter no CAT/profile a
CAdp suporte (AddTrust+UTN_USER First-Hardware+TERENA SSL CA)


https://802.1x-config.org

Configuracdes manuais

Android

EAP method: TTLS

Phase 2 authentication: MSCHAPv2

Identity: login_de_utilizador@dominio (user@iscte.pt)

Anonymous: Nesta configuragdo de freeradius néo é necessaria (por exemplo, na configuracéo IAS anterior, tinha de ser preenchido em Android
e Linux com anonymous@iscte.pt ou user@iscte.pt). Se estiver em branco, é assumido por defeito o login em Identity.

" Password: palavra-chave do utilizador

O anonymous é processado/usado no outer tunnel e é visto em roaming. O identity é usado/processado no inner_tunnel e é processado pelo instituto de
ori .

Conclusao

Em termos de know-how foi extremamente interessante levar a bom termo este projecto, e bastante gratificante acabar por ver este documento tomar
forma. Gostaria de agradecer a todas as pessoas, colegas e em particular aos elementos da FCCN e ao Pedro Simdes que tornaram possivel a
existéncia deste documento. Agradece-se também ao leitor para enviar sugestdes/correc¢des para rui.ribeiro@iscte.pt ou ruyrybeyro@gmail.com

Evolugbes futuras
Estas configura¢des tem varias possibilidades de evolugdo:

Gréficos gerados a partir de queries SQL de largura de banda, e uso de IPs/utilizadores (trabalho em curso);

Servir gz descomprimidos on-the-fly a FCCN na recolha de estatisticas mensais para poupar espaco em disco;

Configurar comunicagdo RADSEC com 0s proxies nacionais;

Criar um script para recolha de estatisticas a partir da tabela MySQL radacct ao invés dos logs detalhados em /var/log/radacct;

Configurar o CUI (Chargeable User Identity) ao nivel da federagéo.

Configurar remote logging para syslog central (suportado nativamente na v3);

Configuracdo em redundéancia/cluster de alta disponibilidade;

Gestdo de BD SQL em relagdo ao desempenho/ocupagéo. Considerar a possibilidade da BD operacional ter os Ultimos dois meses, e todo o
resto do histérico estar numa BD a parte;

®  Seguir autentica¢des simultaneas de uma forma mais fiavel com o modulo redis.

Anexos

Migracao de FreeRadius 2.2.x para 3.x

Esta secgéo pretende de uma forma ligeira a migracéo/adaptacao de ficheiros que efectuamos de v2.2 para 3.x. No nosso caso, de 2.2.5 para 3.0.3.

O documento oficial de migragdo esta em https://github.com/FreeRADIUS/freeradius-server/blob/v3.0.x/raddb/README.rst

Depois de fazer um backup do directdrio /etc/freeradius, apagamos os pacotes de freeradius.
dpkg --purge freeradius freeradius-common freeradius-ldap freeradius-mysql freeradius-utils libfreeradius2
Depois da primeira tentativa de instalagdo dos novos pacotes, criados com as instrug8es deste documento, tivemos este erro:

dpkg: unrecoverable fatal error, aborting:
syntax error: unknown user 'freerad’ in statoverride file

Pelo que tivemos de apagar no ficheiro /var/lib/dpkg/statoverride todas as linhas com o utilizador/string freerad
Em seguida, instalamos os novos pacotes com a seguinte linha de um repositério local: (para ver como fazer com debs, consultar o capitulo de instalacéo)

dpkg -i freeradius freeradius-common freeradius-ldap freeradius-mysql freeradius-utils libfreeradius3

Em seguida, restauramos os certs do backup no directério certs

Os ficheiros clientes.conf e proxy.conf, /etc/freeradius/sites-available/control-socket, etc/freeradius/sites-available/status, sé&o idénticos a v2.2 e foram
copiados.
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Os ficheiros modules/f_ticks e modules/mschap foram movidos respectivamente para mods-enabled/f_ticks e mods-enabled/mschap
No dictionary.conf cortamos a linha do INCLUDE. (depois da versdo que migramos este ficheiro ja serviu diversas correcgoes)
nos hints cortamos o INCLUDE. (correntemente ja ndo usamos o ficheiro de hints)

movemos também o ficheiro users para /etc/freeradius/mods-config/files. No entanto hoje em dia, ja ndo usamos o ficheiro users, e fazemos todas estas
operagdes em unlang.

Movemos também o ficheiro preproxy_users para mods-config/files/pre-proxy

e 0 attrs.pre-proxy para mods-config/attr_filter/pre-proxy

e 0 attrs para mods-config/attr_filter/post-proxy

Na altura, tivemos um sucesso moderado a mover o eap.conf para mods_available/eap, no entanto, dado as mudancas significativas deste ficheiro ao
longo da evolugdo do FreeRadius, aconselha-se mudar as configuracdes manualmente de acordo com este documento.

Apagamos os links de /etc/freeradius/mods-enabled
chap

dhep

digest

echo

exec

expiration
dynamic_clients
logintime

pap

passwd
radutmp
replicate

soh

sradutmp

unix

o sites-available/default necessita dos wrapers/listeners para escutar as portas, pelo que tivemos de as acrescentar na nossa configuragéo.
no radiusd.conf tivemos de acrescentar a directiva seguinte. No entanto, esta depende de como o freeradius é compilado e pode ndo ser realmente
necessaria.

allow_vulnerable_openssl| = yes

No ficheiro clientes.conf tivemos de mudar nastype para nas_type

sed -i "s/nastype/nas_type/g" clients.conf

sed -i "s/CA_path/ca_path/g" /etc/freeradius/mods-enabled/eap

sed -i "s/CA_file/ca_file/g" /etc/freeradius/mods-enabled/eap

Tivemos também de mudar as permiss@es em /etc/freeradius/mods-config/files

radiusl:/etc/freeradius/mods-config/files# chmod 444 *

radiusl:/etc/freeradius/mods-config/files# chown root.root *

radiusl:/etc/freeradius/mods-config/files

Em /etc/group, tivemos de acrescentar o utilizador freerad ao grupo winbindd_priv

winbindd_priv:x:107:freerad

O ficheiro /etc/freeradius/mods-enabled/Idap tem de ser editado devido a ser substancialmente diferente da v2 (de acordo com este documento e a
configuragao local)

e em seguida In -s /etc/freeradius/mods-available/ldap /etc/freeradius/mods-enabled/Idap

vi /etc/freeradius/policy.d/local_blacklist
local_blacklist {
# Reject Calling-Station-1d-less authentications
if (!(Calling-Station-1d)) {
update reply {
Reply-Message := "No Calling-Station-Id"
}

reject
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if (!(User-Name)) {
update reply {
Reply-Message := "No User-Name"
}
reject
}
filter_username
if (Calling-Station-ld =~ /([0-9a-f[{2})[-:]?([0-9a-f[{2})[-:] ?([0-9a-f{2})[-:] ?([0-9a-T{2})[-:] ?([0-9a-T{2})[-1]?([0-9a-T{2})/i){
update request {

Calling-Station-Id := "%({toupper:%{1}:%{2}:%{3}:%{4}:%{5}.%{6}}"

}
}
else {
noop
}
;)#{ if ("%{sql: SELECT count(*) FROM banned_list WHERE mac_address = '%{Calling-Station-Id}' or username = LOWER('%{User-Name}) }" =0
# update reply {
# Reply-Message = "quarantined, contact ISCTE"
# }
# reject
# }
}

Para migrar a BD para FreeRadius 3, fazer:

alter table radacct add acctinterval int(12) default NULL;

alterar
[etc/freeradius/mods-available/sql
sql {

driver = "rim_sql_mysq|

server = "localhost"

login = "radius"

password = "radpass"

radius_db = "radius"

no radiusd.conf

j& ndo é preciso $INCLUDE sql.conf

E no entanto necessario fazer: /etc/freeradius/mods-enabled# In -s ../mods-available/sq|

Saliente-se que também nos ficheiros de log de detail deixou de ser " para ser ' na versao 3, o que podera colocar problemas em scripts de analises de

logs.

Logs em syslog



Para enviar os logs para syslog em vez do ficheiro por defeito /var/log/freeradius/radius.log, mudar em /etc/freeradius/radius.conf em v3.x:

letc/freeradius/radiusd.conf

log_destination = syslog

log {

destination = syslog

#file = ${logdir}/radius.log

# Log authentication requests to the log file.
auth = yes

}

E em seguida, fazer restart ao freeradius.

No nosso caso, nds enviamos isto para o daemon syslog de forma a enviar estas mensagens para o nosso servidor central de logs/syslog.

A plataforma Apple

Os ficheiros de profiles para esta plataforma sao ficheiros de texto em formato XML.

i0S

iOS with wireless problems >=8.0 <= 8.1

Versdo 8 de iOS da erros de autenticagdo, para erros que sé@o de conectividade/rede.

A partir da versdo 7 de iOS o SO verifica acesso a www.apple.com, www.appleiphonecell.com e captive.apple.com. Se néo tiver acesso a estes sites, 0
wifi ndo sobe. http://www.cadinc.com/why-your-apple-ios-7-device-wont-connect-to-the-wifi-network http://blog.erratasec.com/2010/09/apples-secret-wispr-
request.html http://stackoverflow.com/questions/19055502/facebook-com-and-the-ios7-captive-portal-detection, http://stackoverflow.com/questions

/18891706/ios7-and-captive-portals-changes-to-apple-request-url , e http://forum.mikrotik.com/viewtopic.php?f=2&t=77456 . Na pratica isto significa que
ndo se consegue usar iPhones em redes wifi sem acesso a Internet.

Nota: necessidade de usar Safari para instalacéo de profile

Optimizagdo de apagar o profile da FON/ZON/N6s
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£ General Profile

eduroam
Instituto Superior de Ciéncias d...

Description Network configuration profile
'EDUROAM' of 'Instituto
Superior de Ciéncias do
Trabalho e da Empresa’' - p...

Signed TERENA
Received 25 Jun 2014

Contains Certificate...
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£ Profile eduroam

SIGNING CERTIFICATES

TERENA
Issued by: TERENA Code Signin...
Expires: 25 Feb 2016

TERENA Code Signing CA
Issued by: UTN-USERFirst-Object
Expires: 30 May 2020

AddTrust External CA Root
Issued by: AddTrust External CA...
Expires: 30 May 2020

UTN-USERFirst-Object
Issued by: AddTrust External CA...
Expires: 30 May 2020

TERENA Code Signing CA
Issued by: UTN-USERFirst-Object
Expires: 30 May 2020
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AddTrust External CA Root
Issued by: AddTrust External CA...
Expires: 30 May 2020
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£ Settings Wi-Fi

v eduroam a

Wi-Fi ()
= ®

CHOOSE A NETWORK... =

®

guest-ULisboa

D))

Other...

Ask to Join Networks

Known networks will be joined automatically.
If no known networks are available, you will
have to manually select a network.

Iphone Configuration Utility

No mundo Apple, existe um utilitrio extremamente interessante para visualizar/criar profiles de utilizagéo. O iPhone Configuration Utility permite gerir
perfis de OS/X e iOS, desde iPads, iPhones, até iMacs e MacBooks Pro.

Usando este utilitario, pode se editar o profile eduroam. Desde que este ndo esteja assinado, pode se fazer mudangas, ou destruir e criar um com um
perfil similar.



iPhone Configuration Utility

Hide Detail Search
Name + Identifier | Created |

c o SRR
eduroam org.1x-config.eduroam.pt.instituto_poli... 26/09/13 11:44
Profile Name [identifier not specified] 26/09/13 11:43

E Provisioning Profiles

‘Configuration. Profiles

General
i General
Passcode
Not Configured Name
= Display name of the prafile (shown on the device)
| Restrictions
% Not Configured le-duroam 1
Wi-Fi Identifier
2" 1 Payload Configured Unique identifier for the profile (e.g. com.company.profile}
[org.1x- i
VPN
Mot Configured Organization
— i Mame of the organization for the profile
u St Configarsd [Instituto Superior de Cigncias do Trabalho e da Empresa ]
Description
73 Exchi Actives)
5 i e Brief explanation of the contents or purpose of the profile
Network configuration profile 'EDUROAM’ of 'Instituto
LDAP | Superior de Ciénclas do Trabalho e da Empresa’ - provided
Not Configured by edurcam
CalDAv
Nat Configured
Security
TR Cardpny Controls when the profile can be removed
Not Configured | Always .
Subscribed Calendars
Not Configured
Web Clips
Not Configured
Credentials
' 1 Paylaad Configured
SCEP
| LS| Mot Configured
Visualizando as propriedades de Wifi:

8e0ae iPhone Configuration Utility

LIBRARY
Devices
Applications
[] Provisioning Profiles

¥ Configuraf Profiles

eduroam Mg.l)b-canﬁq.‘edumm.pt.lnsﬂmmjol 3 26,'05,‘13 i
Profile Name [identifier not specified] 26/09/13 1143

gned. To remove the

n General
Mandatory wi ” Fi

Passcode

Wer Configurzd Service Set Identifier (SSID)
N Identification of the wireless network to connect ta
| Restrictions

Not Configured eduroam

<l |+ Auto Join
1 Payinad Configured Automatically join the target network
¥ Hidden Network

VPN Enable if target network is not open or broadcasting
Not Configured
Proxy Setup
==\ Email Configures proxies to be used with this network.
[ Mot Configured None *
(g Exchange ActiveSync Sacurlty Type
L/ Mot Configured Wireless network encryption to use when connecting
WPA [ WPAZ Enterprise  *

LDAP
Not Configured Enterprise Settings

Configuration of protocols, authentication, and trust

calpav
Nat Configured

| CardDAV Accepted EAP Types
Mot Configured Authentication protocols supported on target network
| TLS [ I LEAP [ | EAP-FAST
Subscribed Calendars s Qe o s
Mot Configured
Web Cli Aol
ah'Clips Configuration of Protected Access Credential (PAC)
Not Configured -
v Use PAC
Credentials ¥ Provision PAC

1 Payload Configured

| Provision PAC Ananymously

E o certificado que usamos:




8e0e iPhone Configuration Utility

¥ ® 0 -
New Share Export Hide Detail Search
LIBRARY Name | Identifier Created
B Devices eduroam org.1x-config.eduroam.ptinstituta_sup... 26/09/13 11:44
FB Applications eduroam org.1x-config.eduroam.pt.instituto_poli... 26/02/13 11:44
£ 7 ® Pl Profile Name lidentifier not specified] 26/08/13 11:43
rovisioning Profiles
. v ‘Configuration Profiles
L}‘ Restrictions Credential = &
[ ot Configured
o Wi-FI Credential Name
Y. 1Payioad Camipt Name or description of the credential
7 VPN Identity Provider's CA
b e Certificate or Identity Data
B Email X.509 certificate (.cer, .p12) files for inclusion on device
) = AddTrust External CA Root
(‘g Exchange ActiveSync Root certificate authority
(% o Conflgu | Expires: Saturday 30 May 2020 11 h 48 min
. 38 s Western European Summer Time
!jD'afl:’_ s @ This certificate is valid
» Details
S CalDAv
Password
(| CardDAV Password protecting the PKCS12 file, used for installation
éj{ Mot Configured without prompting
@ Subscribed Calendars
Web Clips
(i scep
€8] Mot Configured
m Mobile Device Management
S APN

O IPhone configurator foi descontinuado oficialmente a partir do Mavericks, e ja ndo se encontra na Apple Store. Também nédo conhece os certificados da
A@ dos equipamentos mais recentes; ia reconhecendo algumas das opgdes em iOS 7, e ja ndo tem qualquer utilidade em iOS 8. O binério ainda
trabalha, e encontra-se para download em http://support.apple.com/kb/DL1465 para OS/X e http://support.apple.com/kb/DL1466 para Windows. No seu
lugar é aconselhado o uso do Organizer do XCode e do Apple Configurator, que é usado para fazer provisioning de devices. O Apple Configurator ja esta
disponivel na appstore portuguesa, mas no entanto, os servidores da Apple/MDM que permitem definir uma configuragdo global ndo estéo acessiveis a
partir de Portugal. Ver iPhone in Business https://www.apple.com/iphone/business/it‘management.html e Apple Deployment Programs https://deploy.apple.
com/qgforms/open/register/index/avs. O Apple configurator 2, disponivel a partir do El Capitan 10.11, permite ver a informag&o de logs.

Apple Configurator 2

Disponivel a partir do El Capital 10.11, permite fazer provisioning empresarial do dispositivos iOS localmente no Mac ou no servico MDM, e ver logs de
debugging sem usar XCode. Permite também carregar profiles directamente de ficheiros XML locais.

Activagcdo de modo developer em iOS

Em iPhones ou iPads pode se efectuar um troubleshooting mais aprofundado, activando as capacidades de developer do mesmo. Isso permite consultar
os logs de actividade do sistema em geral.

Para tal, é necessario ter uma Apple ID com estatuto de Developer (n&o tem custos) e instalar o XCode em OS/X.

Nota, o iPhone configurator da para ver logs sem conta de developer. No entanto, foi descontinuado e ndo existem garantias durante quanto tempo
fufdignara.

Depois de o instalar conecta-se o equipamento por um cabo ao Mac, invoca-se o XCode, e escolha-se a opgao Window->Organizer.
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Depois de escolher Window organizer, no menu seguinte, onde aparece o nome do equipamento, escolher "Use for development". Embora dé mais
opcdes, e erros se ndo tiver a versdo paga da Apple ID Developer, vai activar o modo de developper na mesma.

Para verificar que foi activado, no telefone, seleccionar setting e verificar que apareceu uma nova opgéo "Developer".

eecco Lycamobile =  11:35 4
Settings

W Twitter

'i Facebook

®® Flickr

m Vimeo

Developer

ﬂ@'i GarageBand
Google Earth
iMovie
F‘/ﬂ iPhoto

Em seguida, no organizar, carregando no nome do equipamento, desdobra varias opgdes. Seleccionando a opgao Console com o cabo ligado da para ver
os logs. Para limpar os logs existentes, fazer "Clear".

Logs de iPhone com iOS 7 a entrar na eduroam

Mar 25 12:18:40 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[WiFiManager setEnabled:]:(2014-03-25 12:18:40 +0000) Requested wifi power
change to ON

Mar 25 12:18:40 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016182.618000 wlan.N[4341] AppleBCMWLANCore::setPOWER(): [wifid]: Setting power
state to 1. stateFlags(20001)

Mar 25 12:18:40 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016182.618013 wlan.N[4342] AppleBCMWLANCore::powerOn(): stateFlags(21001)

Mar 25 12:18:40 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016182.643203 wlan.C[4343] AppleBCMWLANPacketTransmitter::enablePropTxStatus():
Proptx state 1

Mar 25 12:18:40 Rui-Ribeiros-iPhone wifid[40] <Error>: _dispatchDriverAvailable: available 1, reason -528345085, subreason 0

Mar 25 12:18:40 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[WiFiManager(Private) _powerChanged]:(2014-03-25 12:18:40 +0000) power
changed callback, power is now: ON

Mar 25 12:18:40 Rui-Ribeiros-iPhone configd[42] <Notice>: network changed: Proxy



Mar 25 12:18:40 Rui-Ribeiros-iPhone profiled[795] <Notice>: (Note ) profiled: Service stopping.

Mar 25 12:18:41 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[VPNConnectionStore reloadVPN]: The active VPN configuration has changed
from (null) to (null)

Mar 25 12:18:41 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[VPNBundleController _vpnConfigurationChanged:] (0x17808b130:
<VPNBundleController: 0x17808b130>): _serviceCount(0), serviceCount(0), toggleInRootMenu(0), RootMenultem(1)

Mar 25 12:18:41 Rui-Ribeiros-iPhone eapolclient[798] <Notice>: en0 START uid 501 gid 501

Mar 25 12:18:41 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[WiFiManager(Private) _linkChangedWithDict:]: linkdown(0), associating(0)

Mar 25 12:18:41 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[APNetworksController isVisible]: _visible(1), _formSheetVisibile(0)

Mar 25 12:18:41 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[APNetworksController updateCurrentNetworkUI]: currentTrackedNetworkSSID
((nul), currentNetworkSSID(eduroam)

Mar 25 12:18:41 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[APNetworksController updateCurrentNetworkUI]: Moving "new" current (eduroam)
to the top, specifier(eduroam ID:eduroam 0x170168700 target:<APNetworksController 0x15f81b800: navitem <UINavigationltem: 0x1701d6bc0>, view
<UITableView: 0x15f81f000; frame = (0 0; 320 568); clipsToBounds = YES; autoresize = W+H; gestureRecognizers = <NSArray: 0x1700597a0>; layer
= <CALayer: 0x170221b40>; contentOffset: {0, -64}>>)

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.285199 wlan.N[4344] AppleBCMWLANCore::setASSOCIATE(): [wifid]: lowerAuth =
AUTHTYPE_OPEN, upperAuth = AUTHTYPE_WPA2_8021X, key = CIPHER_NONE , don't disassociate , 802.1X .

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.300756 wlan.N[4345] AppleBCMWLANCore::resetAutoCountry():
EnhancedLocaleEnabled: 1, HostCountry:0, fDefaultCountryCode:XZ, fCurrentHostCountryCode:

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.311914 wlan.N[4346] AppleBCMWLANJoinManager::join Beacon

Info: @Oxffffff8001b4f000 BSSID=00:0c:e6:6a:34:9a rssi=-70 noise=-90 snr= 17 cca= 1 rate=54 (100%) channel=36 encryption=0x8 ap=1 failures= 0
age=0 ssid[ 7]="eduroam'

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.313775 wlan.N[4347] AppleBCMWLANJoinManager::join Beacon

Info: @Oxffffff8001414000 BSSID=00:0c:e6:6a:6e:bf rssi=-72 noise=-95 snr= 15 rate=54 (100%) channel= 1 encryption=0x8 ap=1 failures= 0 age=1
ssid[ 7]="eduroam’

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.335055 wlan.A[4348] Active Ports:

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.335080 wlan.A[4349] AppleBCMWLANCOore::deleteAllPktFilters(): Deleted IPv4/IPv6
and Magic packet filters

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.335095 wlan.A[4350] AppleBCMWLANNetManager::prepareToBringUpLink():
Delaying powersave entry in order to get an IP address

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.335109 wlan.N[4351] [bringUpLink] AppleBCMWLAN Joined

BSS: @O0xffffff8001b4f000 BSSID=00:0c:e6:6a:34:9a rssi=-70 noise=-89 snr= 17 cca= 2 rate=54 (100%) channel=36 encryption=0x8 ap=1
failures= 0 age=0 ssid[ 7]="eduroam’

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.335129 wlan.A[4352] AppleBCMWLANNetManager::updateLinkQualityMetrics():
Report LQM to User Land 50, fAverageRSSI -85

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: AirPort: Link Up on en0

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: en0::startOutputQueues (0)

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: en0: BSSID changed to 00:0c:e6:6a:34:9a

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: en0::1080211Interface::postMessage bssid changed

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: en0: BSSID changed to 00:0c:e6:6a:34:9a

Mar 25 12:18:41 Rui-Ribeiros-iPhone kernel[0] <Debug>: en0::1080211Interface::postMessage bssid changed

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.384722 wlan.A[4353] AppleBCMWLANC ore::setProperties(): Active during sleep
supported (true)

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.428784 wlan.N[4354] AppleBCMWLANCore::startRoamScan(): 3581 Delaying
RoamScan; because Join Mgr Busy 0 isWaitingforlP 1

Mar 25 12:18:42 Rui-Ribeiros-iPhone eapolclient[798] <Notice>: en0 EAP-TTLS: successfully authenticated

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.882218 wlan.N[4355] AppleBCMWLANCo ore::setCIPHER_KEY(): [eapolclient]: type =
CIPHER_MSK, index = 0, flags = 0x0, key length = 0, key rsc length =0

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016184.969541 wlan.N[4356] AppleBCMWLANCore::setCIPHER_KEY(): [eapolclient]: type =
CIPHER_MSK, index = 0, flags = 0x0, key length = 64, key rsc length = 0

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016185.122369 wlan.N[4357] AppleBCMWLANJoinManager::handleSupplicantEvent(): status
=6 WLC_SUP_KEYED, reason = 0 Other reason, flags = 0x0, authtype = 0, addr = ec:76:5f:41:c0:fa

Mar 25 12:18:42 Rui-Ribeiros-iPhone configd[42] <Notice>: network changed: DNS* Proxy

Mar 25 12:18:42 Rui-Ribeiros-iPhone configd[42] <Notice>: Captive: [CNInfoNetworkActive:1698] en0: SSID 'eduroam’ making interface primary (cache
indicates network not captive)

Mar 25 12:18:42 Rui-Ribeiros-iPhone configd[42] <Notice>: Captive: CNPluginHandler en0: Evaluating

Mar 25 12:18:42 Rui-Ribeiros-iPhone Preferences[793] <Warning>: -[APNetworksController isVisible]: _visible(1), _formSheetVisibile(0)

Mar 25 12:18:42 Rui-Ribeiros-iPhone configd[42] <Notice>: Captive: en0: Not probing 'eduroam'’ (cache indicates not captive)

Mar 25 12:18:42 Rui-Ribeiros-iPhone configd[42] <Notice>: network changed: v4(en0!:172.17.18.245) DNS+ Proxy+

Mar 25 12:18:42 Rui-Ribeiros-iPhone configd[42] <Notice>: Captive: CNPluginHandler en0: Authenticated

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016185.172764 wlan.N[4358] AppleBCMWLANCore::handlelPv4AddressNotificationGated():
Local IPv4 address 172.17.18.245

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016185.174152 wlan.A[4359] AppleBCMWLANNetManager::receivedIPv4Address():
Received address 172.17.18.245, entering powersave mode 2

Mar 25 12:18:42 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016185.174161 wlan.N[4360] AppleBCMWLANCore::startRoamScan(): 3590 SKPPING
RoamScan; MultiAPEnv:1 isdualBand:1 isOn5G:1

Mar 25 12:19:15 Rui-Ribeiros-iPhone mstreamd[796] <Notice>: (Note ) mstreamd: Not monitoring for external power.

Mar 25 12:19:15 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016194.380294 wlan.A[4361] AppleBCMWLANNetManager::checkRealTimeTraffic(): now
16194.380280208 num entries 4

Mar 25 12:19:15 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016194.380322 wlan.A[4362] AppleBCMWLANCore::dumpWmeCounters(): per TIDs tx
counters: 44501 231550 0 0 0 9972 0, per TIDs rx counters: 851240000000

Mar 25 12:19:15 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016194.380340 wlan.A[4363] AppleBCMWLANCore::dumpWmeCounters(): AWDL:
Tx50000000, Rx:00000000

Mar 25 12:19:15 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016209.437419 wlan.A[4364] AppleBCMWLANNetManager::updateLinkQualityMetrics():
Report LQM to User Land 100, fAverageRSSI -70

Mar 25 12:19:15 Rui-Ribeiros-iPhone kernel[0] <Debug>: 016214.443931 wlan.A[4365] AppleBCMWLANNetManager::updateLinkQualityMetrics():
Report LQM to User Land 50, fAverageRSSI -71
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Logs de certificado de cliente errado

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>:

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.050740]: EAP: Inner Association of eduroam succeeded (0)
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.051758]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.051915]: EAP: Status=0 SupplicationStatus=Inactive

Jul 2 15:57:30 Rui-Ribeiros-iPhone kernel[0] <Debug>: 002934.419132 wlan.N[318] AppleBCMWLANCore::startRoamScan(): 3581 Delaying
RoamScan; because Join Mgr Busy 0 isWaitingforlP 1

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.513436]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.513639]: EAP: Status=0 SupplicationStatus=Connecting
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.553111]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.553275]: EAP: Status=0 SupplicationStatus=Acquired

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.562640]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.563015]: EAP: Status=0 SupplicationStatus=Authenticating
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.563983]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.564125]: EAP: Status=0 SupplicationStatus=Authenticating
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.565530]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.565685]: EAP: Status=0 SupplicationStatus=Authenticating
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.593739]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.593901]: EAP: Status=0 SupplicationStatus=Authenticating
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.605046]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.605205]: EAP: Status=0 SupplicationStatus=Authenticating
Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.633857]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.634018]: EAP: Status=0 SupplicationStatus=Authenticating
Jul 2 15:57:30 Rui-Ribeiros-iPhone eapolclient[252] <Notice>: [eapttls_plugin.c:968] eapttls_verify_server(): server certificate not trusted status 1001
-9807

Jul 2 15:57:30 Rui-Ribeiros-iPhone eapolclient[252] <Notice>: en0 EAP-TTLS: authentication failed with status 1001

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.656340]: EAP: eapState=2

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.656501]: EAP: Status=1001 SupplicationStatus=Held

Jul 2 15:57:30 Rui-Ribeiros-iPhone wifid[40] <Notice>: WiFi:[426005850.728303]: WiFiDeviceEAPCancel: EAPOLControlStop

OS/X

Gestéo de perfis/profiles
Pode-se gerir profiles a partir da linha de comando, ou de scripts. Para gerir os perfis a partir do Terminar pode-se usar o comando profiles.

Para instalar um ficheiro de configuracéo profile no utilizador corrente:

$profiles -1 -F /testfile.nobileconfig

Para remover um profile:

$profiles -R -F /profiles/testfile2. nobileconfig

Para mostrar os profiles instalados:



$profiles -L

ruiribeiro[1l] attribute: profileldentifier: org.1x-config.eduroampt.iscte_-_instituto_universitrio_de_lisboa.
edur oam en_GB

There are 1 user configuration profiles installed for 'ruiribeiro'

$ profiles -Lv

profiles: verbose node ON

profiles: using user nane = ruiribeiro

ruiribeiro[1l] attribute: name: eduroam

ruiribeiro[1] attribute: configurationDescription: Network configuration profile ' EDUROAM of '1SCTE -

Instituto Universitario de Lisboa' - provided by eduroam

ruiribeiro[1] attribute: installationDate: 2015-01-21 19:59:51 +0000

ruiribeiro[1] attribute: organization: |SCTE - Instituto Universitéario de Lisboa

ruiribeiro[1l] attribute: profileldentifier: org.1x-config.eduroampt.iscte_-_instituto_universitrio_de_lisboa.

edur oam en_GB
ruiribeiro[1l] attribute: profileUU D. bb42c3a2-0b23-7617-3029-baf 645117695
ruiribeiro[1l] attribute: profil eType: Configuration
ruiribeiro[1] attribute: renoval D sal |l owed: FALSE
ruiribeiro[1l] attribute: version: 1
ruiribeiro[1] attribute: containsConputerltems: FALSE
ruiribeiro[1] attribute: internaldata: TRUE
ruiribeiro[1l] payload count = 4
ruiribeiro[1] payl oad[ 1] nane = SSI D edur oam
ruiribeiro[1] payl oad[ 1] description = eduroam configuration for network name eduroam
ruiribeiro[1] payl oad[ 1] type = com appl e. w fi.nmanaged
ruiribeiro[1] payl oad[ 1] organi zati on = eduroam 1x-config.org

[1

ruiribeiro[1] payl oad[ 1] identifier = org. 1x-confi g. eduroam pt.iscte_-
_instituto_universitrio_de_lisboa.eduroamen_GB.wifi.O0

ruiribeiro[ 1] payl oad[ 1] uuid = adcdb520- 839d- e24d- e790- cf d125f 6f 272
ruiribeiro[1] payl oad[ 2] nane = ldentity Provider's CA

ruiribeiro[1] payl oad[ 2] description = Your ldentity Providers Certification Authority
ruiribeiro[1] payl oad[ 2] type = com appl e. security.root

ruiribeiro[1] payl oad[ 2] organi zation = eduroam 1x-config.org

ruiribeiro[1] payl oad[ 2] identifier = org. 1x-config. eduroampt.iscte_-
_instituto_universitrio_de_lisboa.eduroam credential.?2

ruiribeiro[1] payl oad[ 2] wuuid = f0192be5- 3eb2- 24ee-f b02- 1b3b119f cd18
ruiribeiro[ 1] payl oad[ 3] nane = ldentity Provider's CA

ruiribeiro[1] payl oad[ 3] description = Your ldentity Providers Certification Authority
ruiribeiro[1] payl oad[ 3] type = com appl e. security.root

ruiribeiro[1] payl oad[ 3] organization = eduroam 1x-config.org

ruiribeiro[1] payl oad[ 3] identifier = org. 1x-confi g. eduroam pt.iscte_-
_instituto_universitrio_de_lisboa.eduroam credential.O

ruiribeiro[1] payl oad[ 3] uuid = cdB826d78- 442b- 2467-f a68- 8edbc6a55415
ruiribeiro[1] payl oad[ 4] nane = ldentity Provider's CA

ruiribeiro[ 1] payl oad[ 4] description = Your ldentity Providers Certification Authority
ruiribeiro[1] payl oad[ 4] type = com appl e. security.root

ruiribeiro[1] payl oad[ 4] organi zation = eduroam 1x-config.org

ruiribeiro[1] payl oad[ 4] identifier = org. 1x-config. eduroampt.iscte_-
_instituto_universitrio_de_lisboa.eduroamcredential.1

ruiribeiro[1] payl oad[ 4] uuid = 7c0d46b5- a96e- 89e7-5966- 7b481c0ch180

There are 1 user configuration profiles installed for "ruiribeiro’

pass

Reportar bugs de FreeRadius

O autor detectou ja varios bug no FreeRadius e uns dos mais sérios foi introduzido formalmente no sistema de bugtracking do FreeRadius. O bug em
questao foi um crash do freeradius, que se conseguiu determinar que era um problema de roaming de accounting correndo o servidor em modo debug
com freeradius -X.

Listening on command file /var/run/freeradius/freeradius.sock
Listening on auth address 127.0.0.1 port 18120 as server inner-tunnel
Listening on auth address * port 1812 as server default

Listening on acct address * port 1813 as server default

Listening on status address 127.0.0.1 port 18121 as server status
Opening new proxy socket 'proxy address * port 0

Listening on proxy address * port 59771

Ready to process requests

(0) Received Access-Request Id 193 from 193.136.192.43:48455 to 193.136.188.36:1812 length 213
(0) Dropping packet without response because of error:

Waking up in 0.3 seconds.



(0) Cleaning up request packet ID 193 with timestamp +0

Ready to process requests

(1) Received Access-Request Id 4 from 95.94.70.135:38746 to 193.136.188.36:1812 length 20
(1) # Executing section authorize from file /etc/freeradius/sites-enabled/default

(1) authorize {

(1) if (User-name == "radius-teste@iscte.pt" ) {

ERROR: (1) Failed retrieving values required to evaluate condition

(1) else {

(1) auth_log: EXPAND /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/auth-detail-%Y %m%d
(1) auth_log: --> /var/log/freeradius/radacct/95.94.70.135/auth-detail-20150102

(1) auth_log: /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/auth-detail-%Y%m%d expands to /var/log
[freeradius/radacct/95.94.70.135/auth-detail-20150102

(1) auth_log: EXPAND %t

(1) auth_log: --> Fri Jan 2 22:27:51 2015

(1) [auth_log] = ok

(1) if (((User-Name =~ /(@) @(.+)$/)) {

ERROR: (1) Failed retrieving values required to evaluate condition

(1) else {

(1) update request {

(1) EXPAND %({1}

1 -->

(1) Stripped-User-Name :=""

(1) EXPAND %({2}

-->

(1) Realm ="

(1) } # update request = noop

(1) if ( (Realm == "iscte.pt")) {

(1) if ((Realm == "iscte.pt") ) -> FALSE

(1) else {

(1) update control {

(1) Proxy-To-Realm := 'TO_EDUROAM'

(1) } # update control = noop

(1) } # else = noop

(1) } # else = noop

(1) } # else = ok

(1) eap: No EAP-Message, not doing EAP

(1) [eap] = noop

(1) policy local_blacklist {

(1) if (!(Calling-Station-Id)) {

(2) if ({(Calling-Station-Id)) -> TRUE

(1) if ((Calling-Station-Id)) {

(1) update reply {

(1) Reply-Message := 'No Calling-Station-Id'

(1) } # update reply = noop

(1) [reject] = reject

(1) } # if (/(Calling-Station-Id)) = reject

(1) } # policy local_blacklist = reject

(1) } # authorize = reject

(1) Using Post-Auth-Type Reject

(1) # Executing group from file /etc/freeradius/sites-enabled/default

(1) Post-Auth-Type REJECT {

(1) f_ticks: EXPAND f_ticks.%{%{reply:Packet-Type}:-format}

(1) f_ticks: --> f_ticks.Access-Reject

(1) f_ticks: EXPAND /var/log/freeradius/awesant/Stats-Awesant-Auth.log

(1) f_ticks: --> /var/log/freeradius/awesant/Stats-Awesant-Auth.log

(1) f_ticks: EXPAND AUTH-ID=%I#TIME=%I#REALM=%{Realm}#CSl=%{Calling-Station-1d}/%{Called-Station-Id}¥USER=%{md5:%{User-Name}}
#NASIP=%{NAS-IP-Address}#RESULT=FAIL

(1) f_ticks: --> AUTH-ID=4#TIME=1420237671#REALM=#CSI=/#USER=#NASIP=#RESULT=FAIL
(1) [f_ticks] = ok

(1) sgl: EXPAND .query

(1) sql: --> .query

(1) sql: Using query template 'query"

rim_sql (sql): Reserved connection (4)

(1) sgl: EXPAND %({User-Name}

(1) sql: -->

(1) sql: SQL-User-Name set to "

(1) sgl: EXPAND INSERT INTO radpostauth (username, pass, reply, authdate) VALUES ('%{SQL-User-Name}', '%{%{User-Password}:-%{Chap-
Password}}, '%{reply:Packet-Type}, '%S")

(1) sql: --> INSERT INTO radpostauth (username, pass, reply, authdate) VALUES (", ", 'Access-Reject’, '2015-01-02 22:27:51")
rim_sql (sql): Executing query: 'INSERT INTO radpostauth (username, pass, reply, authdate) VALUES (", ", 'Access-Reject', '2015-01-02 22:27:51")'
rim_sql (sql): Released connection (4)

rim_sql (sql): 0 of 5 connections in use. Need more spares

rim_sql (sql): Opening additional connection (5)

rim_sql_mysql: Starting connect to MySQL server

(1) [sql] = ok

(1) attr_filter.access_reject: EXPAND %{User-Name}

(1) attr_filter.access_reject: -->

(1) [attr_filter.access_reject] = noop

(1) } # Post-Auth-Type REJECT = ok
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(1) Delaying response for 1.000000 seconds

Waking up in 0.3 seconds.

(2) Received Accounting-Request Id 65 from 95.94.70.135:38746 to 193.136.188.36:1813 length 26

(2) Acct-Status-Type = Start

(2) # Executing section preacct from file /etc/freeradius/sites-enabled/default

(2) preacct {

(2) update request {

(2) EXPAND %({expr: %I - %{%{Acct-Session-Time}:-0} - %{%{Acct-Delay-Time}:-0}}

(2) --> 1420237671

(2) FreeRADIUS-Acct-Session-Start-Time = "Jan 2 2015 22:27:51 WET"

(2) } # update request = noop

(2) if ((Event-TimeStamp) {

(2) if ('Event-TimeStamp) -> TRUE

(2) if (\Event-TimeStamp) {

(2) update request {

(2) EXPAND %l

(2) --> 1420237671

(2) Event-Timestamp :="Jan 2 2015 22:27:51 WET"

(2) } # update request = noop

(2) } # if ('"Event-TimeStamp) = noop

(2) policy acct_unique {

(2) if ("%({string:Class}" =~ /ai:([0-9a-f|{32})/i) {

(2) EXPAND %({string:Class}

@) -->

(2) if ("%{string:Class}" =~ /ai:([0-9a-f{32})/i) -> FALSE

(2) else {

(2) update request {

(2) EXPAND %{md5:%{User-Name},%{Acct-Session-1D},%{%{NAS-IPv6-Address}:-%{NAS-IP-Address}},%{NAS-Identifier},%{NAS-Port-ID},%{NAS-
Port}}

(2) --> 8daa390830619c3758c0f67ab6e59c22

(2) &Acct-Unique-Session-Id := "8daa390830619c3758c0f67ab6e59c22"

(2) } # update request = noop

(2) } # else = noop

(2) } # policy acct_unique = noop

(2) [suffix] = noop

(2) } # preacct = noop

(2) # Executing section accounting from file /etc/freeradius/sites-enabled/default

(2) accounting {

(2) detail: EXPAND /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/detail-%Y %m%d

(2) detail: --> /var/log/freeradius/radacct/95.94.70.135/detail-20150102

(2) detail: /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/detail-%Y%m%d expands to /var/log/freeradius
/radacct/95.94.70.135/detail-20150102

(2) detail: EXPAND %t

(2) detail: --> Fri Jan 2 22:27:51 2015

(2) [detail] = ok

(2) sgl: EXPAND %f{tolower:type.%{Acct-Status-Type}.query}

(2) sql: --> type.start.query

(2) sql: Using query template 'query"

rim_sql (sql): Reserved connection (5)

(2) sql: EXPAND %{User-Name}

(2) sql: -->

(2) sgl: SQL-User-Name set to "

(2) sql: EXPAND INSERT INTO radacct (acctsessionid, acctuniqueid, username, realm, nasipaddress, nasportid, nasporttype, acctstarttime,
acctupdatetime, acctstoptime, acctsessiontime, acctauthentic, connectinfo_start, connectinfo_stop, acctinputoctets, acctoutputoctets, calledstationid,
callingstationid, acctterminatecause, servicetype, framedprotocol, framedipaddress) VALUES (‘%{Acct-Session-1d}', '%{Acct-Unique-Session-Id}, '%
{SQL-User-Name}', '%{Realm}', '%{NAS-IP-Address}', '%{NAS-Port}, '%{NAS-Port-Type}, FROM_UNIXTIME(%({integer:Event-Timestamp}),
FROM_UNIXTIME(%({integer:Event-Timestamp}), NULL, '0', '%{Acct-Authentic}', '%{Connect-Info}, ", ‘0", '0', '‘%{Called-Station-Id}', '%{Calling-Station-
Id}, ", '%{Service-Type}', '%{Framed-Protocol}, '%{Framed-IP-Address}")

(2) sqgl: --> INSERT INTO radacct (acctsessionid, acctuniqueid, username, realm, nasipaddress, nasportid, nasporttype, acctstarttime, acctupdatetime,
acctstoptime, acctsessiontime, acctauthentic, connectinfo_start, connectinfo_stop, acctinputoctets, acctoutputoctets, calledstationid, callingstationid,
acctterminatecause, servicetype, framedprotocol, framedipaddress) VALUES (", '‘8daa390830619¢c3758c0f67ab6e59c22', ", ", ", ", ", FROM_UNIXTIME
(1420237671), FROM_UNIXTIME(1420237671), NULL, 'O', ", ", ",'0", 'O", ", ", ", ", ", ")

rim_sql (sql): Executing query: 'INSERT INTO radacct (acctsessionid, acctuniqueid, username, realm, nasipaddress, nasportid, nasporttype,
acctstarttime, acctupdatetime, acctstoptime, acctsessiontime, acctauthentic, connectinfo_start, connectinfo_stop, acctinputoctets, acctoutputoctets,
calledstationid, callingstationid, acctterminatecause, servicetype, framedprotocol, framedipaddress) VALUES (",
'8daa390830619c3758c0f67ab6e59c22', ", ", ", "', ", FROM_UNIXTIME(1420237671), FROM_UNIXTIME(1420237671), NULL, 0", ", ", ", '0",'0", ", ", ", ",
rim_sql (sql): Released connection (5)

(2) [sal] = ok

(2) Accounting-Request: EXPAND Accounting-Request.%{%{Acct-Status-Type}:-unknown}

(2) Accounting-Request: --> Accounting-Request.Start

(2) Accounting-Request: EXPAND /var/log/freeradius/awesant/Stats-Awesant-Acct.log

(2) Accounting-Request: --> /var/log/freeradius/awesant/Stats-Awesant-Acct.log

(2) Accounting-Request: EXPAND ACCT-ID=%{Acct-Session-Id}#TIME=%I#TYPE=Start#CSI=%/{Calling-Station-ld}/%{Called-Station-Id}#NASIP=%
{NAS-IP-Address}#USER=%{md5:%{User-Name}}#REALM=%{Realm}

(2) Accounting-Request: --> ACCT-ID=#TIME=1420237671#TYPE=Start#CSI=/#NASIP=#USER=#REALM=

(2) [Accounting-Request] = ok

(2) if (noop) {

(2) if (noop) -> FALSE



(2) attr_filter.accounting_response: EXPAND %{User-Name}

(2) attr_filter.accounting_response: -->

(2) [attr_filter.accounting_response] = noop

(2) } # accounting = ok

(2) Sent Accounting-Response Id 65 from 193.136.188.36:1813 to 95.94.70.135:38746 length 20

(2) Finished request

Waking up in 0.2 seconds.

(3) Received Accounting-Request Id 67 from 95.94.70.135:38746 to 193.136.188.36:1813 length 26

(3) Acct-Status-Type = Interim-Update

(3) # Executing section preacct from file /etc/freeradius/sites-enabled/default

(3) preacct {

(3) update request {

(3) EXPAND %{expr: %l - %{%{Acct-Session-Time}:-0} - %{%{Acct-Delay-Time}:-0}}

(3) --> 1420237671

(3) FreeRADIUS-Acct-Session-Start-Time = "Jan 2 2015 22:27:51 WET"

(3) } # update request = noop

(3) if (\Event-TimeStamp) {

(3) if ('Event-TimeStamp) -> TRUE

(3) if ((Event-TimeStamp) {

(3) update request {

(3) EXPAND %l

(3) --> 1420237671

(3) Event-Timestamp :="Jan 2 2015 22:27:51 WET"

(3) } # update request = noop

(3) } # if ('"Event-TimeStamp) = noop

(3) policy acct_unique {

(3) if ("%{string:Class}" =~ /ai:([0-9a-f[{32})/i) {

(3) EXPAND %({string:Class}

3)-->

(3) if ("%{string:Class}" =~ /ai:([0-9a-f){32})/i) -> FALSE

(3) else {

(3) update request {

(3) EXPAND %{md5:%{User-Name},%{Acct-Session-ID},%{%{NAS-IPv6-Address}:-%{NAS-IP-Address}},%{NAS-Identifier}, %{NAS-Port-1D},%{NAS-
Port}}

(3) --> 8daa390830619c3758c0f67ab6e59c22

(3) &Acct-Unique-Session-Id := "8daa390830619c3758c0f67ab6e59c22"

(3) } # update request = noop

(3) } # else = noop

(3) } # policy acct_unique = noop

(3) [suffix] = noop

(3) } # preacct = noop

(3) # Executing section accounting from file /etc/freeradius/sites-enabled/default

(3) accounting {

(3) detail: EXPAND /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/detail-%Y%m%d

(3) detail: --> /var/log/freeradius/radacct/95.94.70.135/detail-20150102

(3) detail: /var/log/freeradius/radacct/%{%{Packet-Src-IP-Address}:-%{Packet-Src-IPv6-Address}}/detail-%Y%m%d expands to /var/log/freeradius
/radacct/95.94.70.135/detail-20150102

(3) detail: EXPAND %t

(3) detail: --> Fri Jan 2 22:27:51 2015

(3) [detail] = ok

(3) sgl: EXPAND %f{tolower:type.%{Acct-Status-Type}.query}

(3) sql: --> type.interim-update.query

(3) sql: Using query template 'query’

rim_sql (sql): Reserved connection (5)

(3) sgl: EXPAND %({User-Name}

(3) sql: -->

(3) sql: SQL-User-Name setto "

(3) sgl: EXPAND UPDATE radacct SET acctupdatetime = (@acctupdatetime_old:=acctupdatetime), acctupdatetime = FROM_UNIXTIME(%({integer:
Event-Timestamp}), acctinterval = %({integer:Event-Timestamp} - UNIX_TIMESTAMP(@acctupdatetime_old), framedipaddress = '%{Framed-I1P-
Address}', acctsessiontime = '%{Acct-Session-Time}', acctinputoctets = '%{%{Acct-Input-Gigawords}:-0}' << 32 | '%{%{Acct-Input-Octets}:-0}',
acctoutputoctets = '%{%{Acct-Output-Gigawords}:-0} << 32 | '%{%{Acct-Output-Octets}:-0} WHERE acctsessionid = '%{Acct-Session-Id}' AND
username = '%{SQL-User-Name}' AND nasipaddress = '%{NAS-IP-Address}'

(3) sql: --> UPDATE radacct SET acctupdatetime = (@acctupdatetime_old:=acctupdatetime), acctupdatetime = FROM_UNIXTIME(1420237671),
acctinterval = 1420237671 - UNIX_TIMESTAMP(@acctupdatetime_old), framedipaddress =", acctsessiontime =", acctinputoctets ='0' << 32| '0',
acctoutputoctets = '0' << 32 | '0' WHERE acctsessionid = " AND username = " AND nasipaddress ="

rim_sql (sql): Executing query: 'UPDATE radacct SET acctupdatetime = (@acctupdatetime_old:=acctupdatetime), acctupdatetime = FROM_UNIXTIME
(1420237671), acctinterval = 1420237671 - UNIX_TIMESTAMP(@acctupdatetime_old), framedipaddress =", acctsessiontime =", acctinputoctets = '0'
<< 32|'0', acctoutputoctets = '0' << 32 | '0' WHERE acctsessionid = " AND username =" AND nasipaddress ="

rlim_sql_mysql: Rows matched: 18 Changed: 18 Warnings: 18

rim_sql (sql): Released connection (5)

(3) [sql] = ok

(3) Accounting-Request: EXPAND Accounting-Request.%{%{Acct-Status-Type}:-unknown}

(3) Accounting-Request: --> Accounting-Request.Interim-Update

No such configuration item .Accounting-Request.Interim-Update

(3) Accounting-Request: No such entry ".Accounting-Request.Interim-Update"

(3) [Accounting-Request] = noop

(3) if (noop) {

(3) if (noop) -> TRUE

(3) if (noop) {



(3) [ok] = ok

(3) } # if (noop) = ok

(3) attr_filter.accounting_response: EXPAND %{User-Name}

(3) attr_filter.accounting_response: -->

(3) [attr_filter.accounting_response] = noop

(3) } # accounting = ok

(3) Sent Accounting-Response Id 67 from 193.136.188.36:1813 to 95.94.70.135:38746 length 20
(3) Finished request

Waking up in 0.2 seconds.

(4) Received Accounting-Request Id 70 from 95.94.70.135:38746 to 193.136.188.36:1813 length 60
(4) User-Name = 'rffro@isla.pt’

(4) Calling-Station-Id ='11:11:11:11:11:11"

(4) Acct-Status-Type = Stop

(4) # Executing section preacct from file /etc/freeradius/sites-enabled/default
(4) preacct {

(4) update request {

(4) EXPAND %{expr: %l - %{%{Acct-Session-Time}:-0} - %{%{Acct-Delay-Time}:-0}}
(4) --> 1420237671

(4) FreeRADIUS-Acct-Session-Start-Time = "Jan 2 2015 22:27:51 WET"

(4) } # update request = noop

(4) if (\Event-TimeStamp) {

(4) if ('Event-TimeStamp) -> TRUE

(4) if ((Event-TimeStamp) {

(4) update request {

(4) EXPAND %l

(4) --> 1420237671

(4) Event-Timestamp :="Jan 2 2015 22:27:51 WET"

(4) } # update request = noop

(4) } # if ('"Event-TimeStamp) = noop

(4) policy acct_unique {

(4) if ("%{string:Class}" =~ /ai:([0-9a-f[{32})/i) {

(4) EXPAND %({string:Class}

(4) -->

(4) if ("%({string:Class}" =~ /ai:([0-9a-f|{32})/i) -> FALSE

(4) else {

(4) update request {

(4) EXPAND %{md5:%{User-Name},%{Acct-Session-ID},%{%{NAS-IPv6-Address}:-%{NAS-IP-Address}},%{NAS-Identifier}, %o{NAS-Port-1D},%{NAS-
Port}}

(4) --> 06dc868691ae159ec1f9a619002b6638

(4) &Acct-Unique-Session-Id := "06dc868691ae159ec1f9a619002b6638"

(4) } # update request = noop

(4) } # else = noop

(4) } # policy acct_unique = noop

(4) suffix: Checking for suffix after "@"

(4) suffix: Looking up realm "isla.pt" for User-Name = "rffro@isla.pt"
Segmentation fault (core dumped)

Em consequéncia abriu-se um bilhete "freeradius 3.0.6 crashing on roaming accounting stop message #868 https://github.com/FreeRADIUS/freeradius-
server/issues/868

As instruges oficiais estdo em https://github.com/FreeRADIUS/freeradius-server/blob/master/doc/bugs e aqui pretendemos desenvolver, ampliar e
clarificar os passos a efectuar.

wget ftp://ftp.freeradius.org/publ/freeradius/freeradius-server-3.0.6.tar.bz2

debian/rules -> mudar disable-developer para enable-developer
e CFLAGS +=-00 -ggd

apt-get install libcurl4-openssl|-dev

fakeroot dpkg-buildpackage -b -uc

apt-get install libcap-dev libgdbm-dev libiodbc2-dev libjson-c-dev

fakeroot dpkg-buildpackage -b -uc

apt-get install libkrb5-dev libldap2-dev libpamOg-dev libpcap-dev libperl-dev libmysgiclient-dev libpg-dev libreadline-dev libsasl2-dev libsglite3-dev libtalloc-
dev libyubikey-dev

fakeroot dpkg-buildpackage -b -uc

cd ..

dpkg -i freeradius-config_3.0.6+git_amd64.deb freeradius_3.0.6+git_amd64.deb freeradius-common_3.0.6+git_all.deb freeradius-ldap_3.0.6+git_amdé4.
deb freeradius-mysql_3.0.6+git_amd64.deb freeradius-utils_3.0.6+git_amd64.deb libfreeradius3_3.0.6+git_amd64.deb

Em /etc/freeradius/radius.conf mudar temporariamente allow_core_dumps para yes.
radius.conf

allow_core_dumps = yes


http://isla.pt
http://isla.pt
http://isla.pt
https://github.com/FreeRADIUS/freeradius-server/issues/868
https://github.com/FreeRADIUS/freeradius-server/issues/868
https://github.com/FreeRADIUS/freeradius-server/blob/master/doc/bugs
ftp://ftp.freeradius.org/pub/freeradius/freeradius-server-3.0.6.tar.bz2

ulimit -c unlimited

Em seguida foi preciso detectar porque crashava o servidor. Como estamos a fazer o setup de um servidor de teste temos de "fabricar" o pedido, e para
tal, usamos o JRadius Simulator. Depois de varios testes com mensagens de accounting, conseguimos perceber que o crash era em mensagens de stop
de accounting. Construimos portanto um cenario de pedido que crashava o daemon freeradius 100% das vezes. A mensagem de accounting foi

construida de acordo com os ecrans seguintes, com um utilizador ficcional de roaming:

File Help
RADII Attributes | Keys | Log |
Transport | UDP =
RADIUS Server: radius2.iscte-iul.pt

Shared Secret:

Auth Port:

Acct Port:

Send Timeout (sec):
Send Retries:

Requester Threads:
Requests per Thread:
Simulation Type:
Authentication Protocol:

Verify Standard:

palavrapasse
1,812

1,813

10

0

1

1

' Acct Only (Stop Only)

~ MSCHAPv2

None

Options: (¥ Generate Unique Acct-Session-Id
|| Don't Stop Simulation On AccessReject
| | Don't Send The Received Class Attribute
\ﬂ Log RADIUS to Log tab
|| Flood (don't wait for reply)
Threads: 1 1 ms orless: 0
Sent: 1 10 ms or less: 0
Received: 1 100 ms or less: 1
Time: 0.02 sec 1000 ms or less: 0
Throughput: 52.63 req/sec 10000 ms or less: 0

Received RADIUS Packet net.jradius.packet.AccountingResponse Done.

| Start |



File Help

. RADIUS Keys Log |
Attribute Name AccessReq | TunnelReq | AcctStart | AcctUpd... | AcctStop | Attribute Value
User-Name [=] ] (] ] W rui@isla.pt
Calling-Station-Id 5 - - 4 0 WV D O i W
| Add Attribute | | MoveUp | | MoveDown | | Remove Attribute |

Em seguida, mudamos para um directério onde o utilizador freerad tenha direitos de escrita, por exemplo /tmp. Colocamos o daemon a correr com
freeradius -X, e seleccionamos o botéo start no JRadius Simulator para crashar o servidor. Ficamos portanto com um ficheiro core no directério local.

Para o analisar, corremos o comando gdb.

#gdb /usr/sbin/freeradius core

G\U gdb (Debian 7.7.1+dfsg-5) 7.7.1

Copyright (C) 2014 Free Software Foundation, Inc.

Li cense GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.htm >
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent pernitted by |aw. Type "show copyi ng"
and "show warranty" for details.

This GDB was configured as "x86_64-1inux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://ww. gnu. or g/ sof t war e/ gdb/ bugs/ >.

Find the GDB nanual and other docunentation resources online at:
<http://ww. gnu. or g/ sof t war e/ gdb/ docunent ati on/ >.

For help, type "help".

Type "apropos word" to search for commands related to "word". ..

Readi ng synmbol s from /usr/sbin/freeradius...(no debuggi ng synbols found)...done.
[ New LWP 12852]

[ Thread debuggi ng using |ibthread_db enabl ed]

Using host libthread_db library "/1ib/x86_64-I1inux-gnu/libthread_db.so.1".
Core was generated by “freeradius -X .

Programterminated with signal SIGSEGY, Segnentation fault.

#0 0x00007ff34e9335fa in regex_exec ()
from/usr/lib/freeradius/libfreeradius-radius.so



(gdb) info threads

Id Target Id Frane

* 1 Thread Ox7ff34ef91740 (LW, 12852) 0x00007ff 34e9335fa in regex_exec ()
from/usr/lib/freeradius/libfreeradius-radius.so

(gdb)

(gdb) thread apply all bt full

Thread 1 (Thread Ox7ff34ef91740 (LWP 12852)):

#0 0x00007ff34e9335fa in regex_exec ()
from/usr/lib/freeradius/libfreeradius-radius.so

No synbol table info available.

#1 0x0000000000445dal in realmfind ()

synbol table info available.

0x00007f f 34548bfce in ?? () from/usr/lib/freeradius/rlmrealmso
synbol table info available.

0x00007f f 34548c6dc in ?? () from/usr/lib/freeradius/rlmrealmso
synbol table info available.

0x0000000000424dde in ?? ()

synbol table info available.

0x00000000004253f8 in ?? ()

synbol table info available.

6 0x0000000000424f9f in ?? ()

synbol table info available.

§5EE8REEEELE

g#

#7 0x0000000000425c6d in ?? ()

No synbol table info available.

#8 0x0000000000426833 in nodcal | ()

No synbol table info avail able.

#9 0x00000000004225b2 in indexed_nodcal | ()
No synbol table info avail able.

#10 0x000000000042468c i n nodul e_preacct ()

No symbol table info avail able.

#11 0x000000000040db7d in rad_accounting ()

No synbol table info available.

#12 0x0000000000438e45 in ?? ()

No synbol table info avail able.

#13 0x0000000000437da2 in ?? ()

No synbol table info available.

#14 0x000000000043965c in request_receive ()

No symbol table info avail able.

---Type <return> to continue, or q <return>to quit---
#15 0x000000000041666b in ?? ()

No synbol table info available.

#16 0x000000000043fafb in ?? ()

No symbol table info avail able.

#17 0x00007ff34e93b717 in fr_event_|loop ()
from/usr/lib/freeradius/libfreeradius-radius.so
No symbol table info avail able.

#18 0x0000000000441543 in radi us_event _process ()
No synbol table info available.

#19 0x000000000042c674 in main ()

No synbol table info available.

E por fim colocou-se no ticket o resultado do comando valgrind --tool=memcheck --leak-check=full freeradius -Xm

Outra forma de ter mais informag6es de debug é compilar activando DEBUG_STATE_MACHINE em src/main/process.c. Ainda ndo experimentamos.

Obter certificados eduPKI

Para solicitar certificados da CA eduPKI para servicos EDUROAM ¢é necessério coordenar-se com a sua NREN local, sendo no caso da RCTS a FCCN
/FCT. Ver também a pagina seguinte para 0s passos necessarios para o registo. https://www.eduroam.org/index.php?p=europe&s=edupki

O que a sua NREN vai fazer, além dos passos burocraticos, € visitar o enderego https://www.edupki.org/edupki-ca/get-certificates/ e fazer download do
applet Java para registo em https://pki.edupki.org/edupki-ca/cert-req-gen/eduroam-cert-req-gen.jnlp . Em seguida correr o mesmo (tem-se de ter Java
instalado na estacéo de trabalho), preencher e seleccionar "Generate key pair and certificate request"”.


https://www.eduroam.org/index.php?p=europe&s=edupki
https://www.edupki.org/edupki-ca/get-certificates/
https://pki.edupki.org/edupki-ca/cert-req-gen/eduroam-cert-req-gen.jnlp

GEANT

eduPKI

eduroam Certificate Request Generator — submits a certificate request to the eduPKI CA

Certificate data

Servername(s) as FQDN(s) (*) radius2.iscte.pt
One per line, first FQDN will be the CN

Email address in certificate admin@iscte.pt

Organisation in certificate (*) ISCTE-IUL

Certificate profile (*) | eduroam IdP and SP |
Country code (1S0-3166-1, two letters) (*) PT

Contact data
(will not be included in the certificate)

; 3
Reguester's name (first name(s) last name) (*) Rui Fernando Ferreira Ribeiro

) i +
Reguester's contact email address (%) rui.ribeiro@iscte.pt

Policy Agreement
| agree to the eduPKl CA policy. (*) (v

| Generate key pair and certificate request |

* mandatorv

Administracdo de sistemas sys V versus Systemd
No Debian 8, foi criada uma transi¢do forgada para systemd.
Antes de fazer o upgrade de Debian 7 para Debian 8, é possivel proibir com politicas do Debian a instalacéo do systemd, i.e. fazer pinning do pacote.
Para tal, criar o ficheiro:
letc/apt/preferences.d/0O1systemd
Package: systend

Pin: origin ""
Pin-Priority: -1

Ao instalar de raiz, pensamos que 0 mais pratico sera usar preseeding para desinstalar o systemd e instalar o sysvinit. Adicionar a seguinte linha no
preseed

preseed/ | ate_command="in-target apt-get install -y sysvinit-core"

ou fazer TAB no menu de boot e acrescentar essa linha.

Caso opte por usar o systemd, esta € uma tabela pratica de conversdo de comandos.

https://fedoraproject.org/wiki/SysVinit_to_Systemd_Cheatsheet

Criac&o de conta github com script ansible

https://github.com/ruyrybeyro/ansible-freeradius


https://fedoraproject.org/wiki/SysVinit_to_Systemd_Cheatsheet
https://github.com/ruyrybeyro/ansible-freeradius

https://github.com/ruyrybeyro/ansible-freeradius.git

backups01- vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git init

Initialized enpty Gt repository in /etc/ansible/playbooks/ruy.freeradius/.git/

backups01-vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git config --gl obal
backups01- vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git config --gl obal

backupsO01-vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git add .

backups01-vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git conmt

[master (root-commit) e8065a0] FR 3 - first conmmit
36 files changed, 3234 insertions(+)

create node 100644 LI CENSE

create node 100644 README. md

create node 100644 group_vars/all

create node 100644 nmin.ymn

create node 100644 netal/ main.ynl

create node 100644 rol es/ eapol /tasks/ main.ym

-m"FR 3 -

create node 100644 rol es/freeradius/files/nods-avail able/f_ticks
create node 100644 rol es/freeradius/files/nods-config/attr_filter/post-proxy
create node 100644 rol es/freeradius/files/nods-config/attr_filter/pre-proxy
create node 100644 rol es/freeradius/files/policy.d/local_blacklist
create node 100644 rol es/freeradius/files/sites-avail abl e/ control-socket

create node 100644 rol es/freeradius/handl ers/nain.ym
create npde 100644 rol es/freeradius/tasks/ main.ym
create npde 100644 rol es/freeradius/tenpl ates/certs/ca.cnf

create node 100644 rol es/freeradius/tenplates/certs/client.cnf
create npde 100644 rol es/freeradius/tenpl ates/certs/server.cnf

create npde 100644 rol es/freeradius/tenplates/clients. conf

create node 100644 rol es/freeradius/tenpl ates/ nods-avai | abl e/ eap
create npde 100644 rol es/freeradi us/tenpl at es/ nods- avai |l abl e/ | dap
create node 100644 rol es/freeradius/tenpl ates/ nods-avai |l abl e/ mschap

create npde 100644 rol es/freeradius/tenplates/proxy. conf

create npde 100644 rol es/freeradius/tenpl ates/sites-avail abl e/ defaul t

create node 100644 rol es/freeradius/tenpl ates/sites-avail abl e/inner-tunnel

create node 100644 rol es/freeradius/tenpl ates/sites-available/tls

create node 100644 rol es/ ker beros/tasks/ mai n.ym
create node 100644 rol es/ ker beros/tenpl at es/ kr b5. conf
create node 100644 rol es/ nysql/fil es/banned_schema. sql
create node 100644 rol es/nysql/files/ny.cnf

create node 100644 rol es/ nysql / handl er s/ mai n. yn
create node 100644 rol es/ nysql/tasks/ main.yn

create node 100644 rol es/ ntp/tasks/ main.yn

create node 100644 rol es/ prepare/tasks/ main.yn
create node 100644 rol es/ sanba/ handl er s/ mai n. ym
create node 100644 rol es/ sanba/t asks/ mai n. yni

create node 100644 rol es/ sanba/t enpl at es/ set up. sh
create node 100644 rol es/ sanba/t enpl at es/ snb. conf

user.nanme "Rui Ribeiro"
user.emai |l ruyrybeyro@mail.com

first coomt"

backups01- vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git renote add origin https://github.conm ruyrybeyro

/ansi bl e-freeradi us. git

backups01- vl x: /et c/ ansi bl e/ pl aybooks/ ruy. freeradi us$ git push -u origin master

Usernane for 'https://github.coni: ruyrybeyro

Password for 'https://ruyrybeyro@ithub.coni:

Counting objects: 71, done.

Delta conpression using up to 2 threads.

Conpressi ng obj ects: 100% (51/51), done.

Witing objects: 100% (71/71), 35.65 KiB | 0 bytes/s, done.
Total 71 (delta 2), reused O (delta 0)

To https://github. com ruyrybeyro/ansible-freeradius.git

* [new branch] master -> naster

Branch master set up to track remote branch master fromorigin.

Script basico de ansible para instalacdo do software em Debian

Playbook para instalar FreeRadius 3 em Debian testado em Ansible 1.8.


https://github.com/ruyrybeyro/ansible-freeradius.git

meta/main.yml

gal axy_i nfo:
author: Rui Ribeiro
description: FreeRadius 3 setup for PT EDUROAM
conpany: | SCTE-1 UL
|i cense: BSD
m n_ansi bl e_version: 1.2

pl atforms:
- nane: Debian
versi ons:
- jessie
categories:
- networ ki ng
- system
dependenci es: []

group_vars/all

freeradius_rol e_version: '2015012602'

freeradi us_version: 3.0.7
eapol _version: 2.3

realm iscte.pt

federati on_password: XXXXXXXXX
fst_parent _fed: 193.136.192.43
snd_parent _fed: 193.136.192.44
| ocal _wirel ess_secret: yyyyyyyy

ad_server: 192.168.1.1

donmi n: | SCTE. LOCAL

domain_|: iscte.local

wor kgr oup: | SCTE

user _to_add_machi ne: admi ni strator
host nanme_dc: DCO1

base_dn: CN=Users, DC=i sct e, DC=I ocal

filter: (sAVAccountName=% Stri pped- User- Nane})
nenbership_filter: (sAMAccount Name=% Stri pped- User - Nane})
menbership_attribute: nenber O

domai n_user: CN=Radi us_Bi nd, CN=User s, DC=i sct e, DC=Il ocal
dommi n_user _pass: zzzzzzzz

VLAN_r oam ng: 100
VLAN_enpl oyees: 101
VLAN st udents: 102

private_key: kkkkkkkk

countryNane: PT

stat eOr Provi nceNane: Lisboa

I ocal i tyNane: Lisboa

emai | Address: rui.ribeiro@scte. pt
organi zati onName: | SCTE- | UL



main.yml

hosts: debtestes
gather _facts: true
sudo: yes

rol es:

prepare
ntp

ker ber os
sanba
freeradi us
nmysql

eapol



roles/prepare/tasks/main.yml

- name: updates a server
apt: update_cache=yes
- nane: install pre-requisites
apt: pkg={{ item}} state=installed
with_itens:
- python-nysql db
- libperl4-corelibs-per
- chkconfig
- li bl og-handl er - per
- |ibjson-perl
- libparans-validate-per
- libio-string-perl
- |libclass-accessor-per
- openssl
- krb5-user
- libnl-3-200
- |ibssl-dev
- apt-src
- make
- |ibssl-dev
- quilt
- libtoo
- libltdl 3-dev
- |i bpanDg- dev
- libnysqglclient-dev
- |i bgdbm dev
- |ibl dap2-dev
- |libsasl 2-dev
- |ibiodbc2-dev
- |ibkrb5-dev
- |ibperl-dev
- |ibperl-dev
- python-dev
- |i bsnnp-dev
- |ibpg-dev
- debhel per
- fakeroot
- ssl-cert
- build-essentia
- libcurl 4-openssl -dev
- |ibjson0-dev
- libreadline-dev
- libsqlite3-dev
- libtalloc-dev
- |i byubi key- dev
- |ibcap-dev
- |ibpcap-dev

roles/ntp/tasks/main.yml

- nane: Install NTP
apt: package=ntp state=present
- nane: Make sure NTP is started up
service: name=ntp state=started enabl ed=yes



roles/kerberos/tasks/main.yml

- nane: Install kerberos
apt: package=krb5-user state=present
- name: install kerberos config

tenpl ate:

src=kr b5. conf dest=/etc

roles/kerberos/templates/krb5.conf

[1ibdefaults]
default _realm= {{ domain }}
cl ockskew = 300
dns_I| ookup_real m = fal se
dns_I| ookup_kdc = fal se
dns_fall back = fal se

[real ms]

{{ domain }} ={

kdc = {{ ad_server }}
defaul t _domain = {{ domain_| }}
admi n_server = {{ ad_server }}

}

[domai n_real n

.{{ domain_

{{ domain_I

I }} = {{ domain }}
}} = {{ domain }}

roles/samba/tasks/main.yml

- nane: Install sanba

apt: package=sanba st at e=present
- nane: Install w nbind

apt: package=wi nbi nd st at e=present
- nane: install config file

tenpl ate:
- service:
- tenplate:

src=snb. conf dest=/etc/sanba
nane=sanba state=restarted
src=setup. sh dest=/usr/local/bin



roles/samba/templates/smb.conf

[ gl obal ]
net bi os nane = {{ inventory_hostnane }}
wor kgroup = {{ workgroup }}
realm= {{ donmin }}
server string = % server
interfaces = 1o
bind interfaces only = Yes
Wi ns support = no
security = ADS
encrypt passwords = true
passdb backend = tdbsam
obey pamrestrictions = Yes
pam password change = Yes
passwd program = /usr/bin/passwd %
passwd chat = *Enter\snewh s*\spassword:* %\ n *Retype\snew s*\spassword: * %\ n
*passwor d\ supdat ed\ ssuccessful | y*
syslog = 0
log file = /var/log/sanba/l og. %n
max | og size = 1000
load printers = No
printcap nanme = /dev/null
di sabl e spool ss = Yes
os level =0
| ocal master = No
domai n nmaster = No
dns proxy = No
pani ¢ action = /usr/share/ sanba/ pani c-acti on %
wi nbi nd enum users = Yes
wi nbi nd enum groups = Yes
wi nbi nd use default domain = Yes
idmap config * : range = 10000-20000
idmap config * : backend = tdb
printing = bsd

roles/sambal/templates/setup.sh

#1/ bi n/ bash

sudo net rpc join -U {{user_to_add_nachine}} -S {{hostnane_dc}} -1 {{ad_server}}
sudo sudo net ads join -U adm nistrator

service winbind restart

roles/freeradius/main.yml

- nane: gets tarball freeradius
get_url: url="ftp://ftp.freeradius.org/pub/freeradius/freeradi us-server-{{freeradius_version}}.tar.gz" dest="
/usr/local/src/"
regi ster: new_ archive
- nane: untar freeradius source
unarchive: src="/usr/local/src/freeradi us-server-{{freeradius_version}}.tar.gz" dest="/usr/local/src/" copy=no
- tenplate: src=certs/{{ item}} dest=/usr/local/src/freeradius-server-{{freeradius_version}}/raddb/certs
with_itens:
- server.cnf
- ca.cnf
- client.cnf
- nane: copy freeradius tenplates
template: src={{ item}} dest=/usr/local/src/freeradius-server-{{freeradius_version}}/raddb/{{ item}}
with_itens:
- nods-avail abl e/ eap
- nods-avai |l abl e/ | dap
- nods-avai | abl e/ nschap
- nane: conpile freeradius
command: creates=/usr/local/src/freeradius_{{freeradi us_version}}+git_and64.deb chdir=/usr/local/src



/freeradi us-server-{{freeradi us_version}} fakeroot dpkg-buildpackage -b -uc
- nane: create group for radmn
group: name=radi us st at e=present
- nane: install debs
shell: dpkg -i freeradius-config_{{freeradius_version}}*.deb freeradi us-comon_{{freeradi us_version}}*.deb
I'i bf reeradi us3_{{freeradi us_version}}*.deb freeradi us_{{freeradius_version}}*.deb freeradius-utils_
{{freeradius_version}}*.deb
args
chdir: /usr/local/src/
- nane: install debs Idap
shell: dpkg -i freeradius-Ildap_{{freeradius_version}}*.deb
args
chdir: /usr/local/src/
- name: install debs nysq
shell: dpkg -i freeradius-nysql _{{freeradius_version}}*.deb
args
chdir: /usr/local/src/
- nane: add FreeRadi us user to group w nbindd_priv
user: name=freerad groups=freerad, w nbindd_priv
- nane: change /var/lib/sanba/wi nbi ndd_privil eged group ownership to wi nbindd_priv
file: path=/var/lib/sanbal/wi nbi ndd_privil eged group=wi nbi ndd_priv
- nane: restart winbind
service: name=w nbind state=restarted
- nane: copy freeradius files
copy: src={{ item}} dest=/etc/freeradius/{{ item}}
with_itens:
- nods-avail abl e/ f_ticks
- nods-config/attr_filter/post-proxy
- nods-config/attr_filter/pre-proxy
- sites-avail abl e/ control - socket
- policy.d/local _blacklist
- nane: copy freeradius tenplates
tenplate: src={{ item}} dest=/etc/freeradius/{{ item}}
with_itens:
- nods-avail abl e/ eap
- nods-avail abl e/ | dap
- sites-avail abl e/ defaul t
- sites-avail abl e/inner-tunne
- sites-available/tls
- nane: create radacct directory with freerad.freerad owner and 600
file: path=/var/log/freeradius/radacct owner=freerad group=freerad state=directory npde=600
- nane: create syminks to virtual servers
file: src=/etc/freeradius/sites-available/{{ item}} dest=/etc/freeradius/sites-enabled/{{ item}} state=link
with_itens:
- status
- control -socket
- nane: delete syminks to nodul es not used
file: path=/etc/freeradi us/nods-enabled/{{ item}} state=absent
with_itens:
- chap
- dhcp
- digest
- echo
- exec
- expiration
- dynamic_clients
- logintine
- pap
- passwd
- radut np
- replicate
- soh
- sradut np
-ounix
- nane: create syminks in /etc/freeradi us/ nods-enabl ed/
file: src=/etc/freeradius/nods-available/{{ item}} dest=/etc/freeradi us/nods-enabled/{{ item}} state=link
with_itens:
- f_ticks
- ldap
- sql
- nane: create proxy.conf and clients.conf



tenplate: src={{ item}} dest=/etc/freeradius/
with_itens:

- clients. conf

- proxy.conf

roles/freeradius/handlers/main.ymil

- nanme: restart freeradius
service: name=freeradius state=restarted enabl ed=yes

Para files e templates do freeradius, consulte o github

roles/mysql/tasks/main.yml

- nane: Install MySQ

apt: package=nysql -server state=present
- nane: copy nysql config

copy: src=ny.cnf dest=/etc/ nysql/ny.cnf
- copy: src=banned_schenma.sql dest=/tnp
- nysql _db: nane=radi us state=present

- shell: nysqgl -u root < /etc/freeradius/ nods-config/sql/min/nysql/setup.sql
- shell: mnysqgl -u root radius < /etc/freeradi us/ nods-config/sql/main/nysql/schena. sql
- shell: nysqgl -u root radius < /tnp/banned_schena. sql

- service: name=nysql state=restarted enabl ed=yes

Para files, consulte o gitbub.

roles/eapol/tasks/main.ymil

- nane: create symink to conpile eapol _test in Debian 8
file: src=/1ib/x86_64-1inux-gnu/libnl-3.s0.200 dest=/1ib/x86_64-1inux-gnu/libnl.so state=link
- nane: gets tarball eapo
get_url: url="http://hostap.epitest.fi/rel eases/wpa_supplicant-{{eapol _version}}.tar.gz" dest="/usr/local/src
/o
regi ster: new_archive
- nane: untar eapo
unar chive: src="/usr/local/src/wpa_supplicant-{{eapol _version}}.tar.gz" dest="/usr/local/src/" copy=no
when: new_ar chi ve| changed
- nane: copy eapol config
command: cp /usr/local/src/wpa_supplicant-{{eapol _version}}/wpa_supplicant/defconfig /usr/local/src
/wpa_suppl i cant - {{ eapol _versi on}}/wpa_supplicant/.config
- nane: conpile eapo
comrand: creates=/usr/local/bin/eapol _test chdir=/usr/local/src/wa_supplicant-{{eapol _version}}
/wpa_suppl i cant nmake eapol _test
- nane: install eapo
comrand: cp /usr/local/src/wpa_supplicant-{{eapol _version}}/wpa_supplicant/eapol _test /usr/local/bin

Correndo o playbook.

$ ansible-playbook main.yml

PLAY [debtestes]



GATHERING FACTS

ok: [debtestes]

TASK: [prepare | updates a server]

ok: [debtestes]

TASK: [prepare | install pre-requisites]

changed: [debtestes] => (item=python-mysqldb,libperl4-corelibs-perl,chkconfig,liblog-handler-perl,libjson-perl,libparams-validate-perl,libio-string-perl,
libclass-accessor-perl,openssl,krb5-user,libnl-3-200,libssl-dev,apt-src,make,libssl-dev,quilt,libtool,libltdI3-dev,libpam0g-dev,libmysglclient-dev,libgdbm-
dev,libldap2-dev,libsasl2-dev,libiodbc2-dev,libkrb5-dev,libperl-dev,libperl-dev,python-dev,libsnmp-dev,libpg-dev,debhelper,fakeroot,ssl-cert,build-
essential,libcurl4-openssl-dev,libjson0-dev,libreadline-dev, libsqlite3-dev, libtalloc-dev,libyubikey-dev,libcap-dev,libpcap-dev)

TASK: [ntp | Install NTP]

changed: [debtestes]

TASK: [ntp | Make sure NTP is started up]

ok: [debtestes]

TASK: [kerberos | Install kerberos]

ok: [debtestes]

TASK: [kerberos | install kerberos config]

changed: [debtestes]

TASK: [samba | Install samba]

changed: [debtestes]

TASK: [samba | Install winbind]

changed: [debtestes]

TASK: [samba | install config file]

changed: [debtestes]

TASK: [samba | service name=samba state=restarted]

changed: [debtestes]

TASK: [samba | template src=setup.sh dest=/usr/local/bin] ***rrrkkkikiickiis

changed: [debtestes]

TASK: [freeradius | gets tarball freeradius]

changed: [debtestes]



TASK: [freeradius | untar freeradius source]

changed: [debtestes]

TASK: [freeradius | template src=certs/{{ item }} dest=/usr/local/src/freeradius-server-{{freeradius_version}}/raddb/certs] ***
changed: [debtestes] => (item=server.cnf)
changed: [debtestes] => (item=ca.cnf)

changed: [debtestes] => (item=client.cnf)

TASK: [freeradius | copy freeradius templates]
changed: [debtestes] => (item=mods-available/eap)
changed: [debtestes] => (item=mods-available/ldap)

changed: [debtestes] => (item=mods-available/mschap)

TASK: [freeradius | compile freeradius]

changed: [debtestes]

TASK: [freeradius | create group for radmin]

ok: [debtestes]

TASK: [freeradius | install debs]

changed: [debtestes]

TASK: [freeradius | install debs Idap]

changed: [debtestes]

TASK: [freeradius | install debs mysql]

changed: [debtestes]

TASK: [freeradius | add FreeRadius user to group winbindd_priy] **ikkkkiikix

changed: [debtestes]

TASK: [freeradius | change /var/lib/samba/winbindd_privileged group ownership to winbindd_priv] ***

changed: [debtestes]

TASK: [freeradius | restart winbind]

changed: [debtestes]

TASK: [freeradius | copy freeradius files]

changed: [debtestes] => (item=mods-available/f_ticks)



changed: [debtestes] => (item=mods-config/attr_filter/post-proxy)
changed: [debtestes] => (item=mods-config/attr_filter/pre-proxy)
changed: [debtestes] => (item=sites-available/control-socket)

changed: [debtestes] => (item=policy.d/local_blacklist)

TASK: [freeradius | copy freeradius templates]
ok: [debtestes] => (item=mods-available/eap)
ok: [debtestes] => (item=mods-available/ldap)
changed: [debtestes] => (item=sites-available/default)

changed: [debtestes] => (item=sites-available/inner-tunnel)

changed: [debtestes] => (item=sites-available/tls)

TASK: [freeradius | create radacct directory with freerad.freerad owner and 600] ***

ok: [debtestes]

TASK: [freeradius | create symlinks to virtual servers] ****##kxaaisiiiiik
changed: [debtestes] => (item=status)

changed: [debtestes] => (item=control-socket)

TASK: [freeradius | delete symlinks to modules not used] ** ¥ *krrkikickikikiciik
changed: [debtestes] => (item=chap)

changed: [debtestes] => (item=dhcp)

changed: [debtestes] => (item=digest)

changed: [debtestes] => (item=echo)

changed: [debtestes] => (item=exec)

changed: [debtestes] => (item=expiration)
changed: [debtestes] => (item=dynamic_clients)
changed: [debtestes] => (item=logintime)
changed: [debtestes] => (item=pap)

changed: [debtestes] => (item=passwd)
changed: [debtestes] => (item=radutmp)
changed: [debtestes] => (item=replicate)
changed: [debtestes] => (item=soh)

changed: [debtestes] => (item=sradutmp)

changed: [debtestes] => (item=unix)

TASK: [freeradius | create symlinks in /etc/freeradius/mods-enabled/] ****xx*
changed: [debtestes] => (item=f_ticks)
changed: [debtestes] => (item=Idap)

changed: [debtestes] => (item=sql)



TASK: [freeradius | create proxy.conf and clients.conf] ***¥kkkiitttkiiikik
changed: [debtestes] => (item=clients.conf)

changed: [debtestes] => (item=proxy.conf)

TASK: [mysql | Install MySQL]

changed: [debtestes]

TASK: [mysql | copy mysq|l config]

changed: [debtestes]

TASK: [mysql | copy src=banned_schema.sql dest=/tmp]

ok: [debtestes]

TASK: [mysql | mysql_db name=radius state=present]

changed: [debtestes]

TASK: [mysql | shell mysqgl -u root < /etc/freeradius/mods-config/sqgl/main/mysql/setup.sql] ***

changed: [debtestes]

TASK: [mysql | shell mysqgl -u root radius < /etc/freeradius/mods-config/sgl/main/mysgl/schema.sql] ***

changed: [debtestes]

TASK: [mysql | shell mysqgl -u root radius < /tmp/banned_schema.sql] *r#*kx

changed: [debtestes]

TASK: [mysql | service name=mysq| state=restarted enabled=yes] ***ikkiiiix

changed: [debtestes]

TASK: [eapol | create symlink to compile eapol_test in Debian 8] ***¥*¥¥kkkickikx

ok: [debtestes]

TASK: [eapol | gets tarball eapol]

changed: [debtestes]

TASK: [eapol | untar eapol]

changed: [debtestes]

TASK: [eapol | copy eapol config]

changed: [debtestes]



TASK: [eapol | compile eapol]

changed: [debtestes]

TASK: [eapol | install eapol]

changed: [debtestes]

PLAY RECAP

debtestes 1 0k=45 changed=37 unreachable=0 failed=0

backups01-vix:/etc/ansible/playbooks/ruy.freeradius# Is -laR

total 11

drwxr-xr-x 6 rui rui 1024 Jan 26 16:42 .

drwxr-xr-x 7 rui rui 1024 Jan 29 10:03 ..

drwxr-xr-x 8 rui rui 1024 Jan 29 10:09 .git
drwxr-xr-x 2 rui rui 1024 Jan 26 16:23 group_vars
-rw-rw-r-- 1 rui rui 1082 Jul 7 2014 LICENSE
-rw-rw-r-- 1 rui rui 157 Jan 25 19:17 main.yml
drwxr-xr-x 2 rui rui 1024 Jan 24 14:25 meta
-rw-r--r-- 1 rui rui 1775 Jan 26 16:34 README.md

drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 roles

Jgroup_vars:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 26 16:23 .
drwxr-xr-x 6 rui rui 1024 Jan 26 16:42 ..

-rw-r--r-- 1 rui rui 831 Jan 26 16:23 all

Jmeta:
total 3
drwxr-xr-x 2 rui rui 1024 Jan 24 14:25 .
drwxr-xr-x 6 rui rui 1024 Jan 26 16:42 ..

-rw-r--r-- 1 rui rui 269 Jan 24 14:25 main.yml

Jroles:
total 9
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 .
drwxr-xr-x 6 rui rui 1024 Jan 26 16:42 ..

drwxr-xr-x 3 rui rui 1024 Jan 23 23:53 eapol


http://backups01-vlx/etc/ansible/playbooks/ruy.freeradius
http://README.md

drwxr-xr-x 6 rui rui 1024 Jan 24 13:06 freeradius
drwxr-xr-x 4 rui rui 1024 Jan 24 00:37 kerberos
drwxr-xr-x 5 rui rui 1024 Jan 24 12:30 mysq|l
drwxr-xr-x 3 rui rui 1024 Jan 24 00:07 ntp
drwxr-xr-x 3 rui rui 1024 Jan 24 00:04 prepare

drwxr-xr-x 5 rui rui 1024 Jan 24 12:50 samba

roles/eapol:

total 3

drwxr-xr-x 3 rui rui 1024 Jan 23 23:53 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..

drwxr-xr-x 2 rui rui 1024 Jan 25 19:55 tasks

Jroles/eapol/tasks:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 25 19:55 .
drwxr-xr-x 3 rui rui 1024 Jan 23 23:53 ..

-rw-r--r-- 1 rui rui 940 Jan 25 19:55 main.yml

roles/freeradius:

total 6

drwxr-xr-x 6 rui rui 1024 Jan 24 13:06 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..
drwxr-xr-x 6 rui rui 1024 Jan 24 10:51 files
drwxr-xr-x 2 rui rui 1024 Jan 26 14:58 handlers
drwxr-xr-x 2 rui rui 1024 Jan 26 15:52 tasks

drwxr-xr-x 5 rui rui 1024 Jan 29 10:06 templates

roles/freeradiusffiles:

total 6

drwxr-xr-x 6 rui rui 1024 Jan 24 10:51 .

drwxr-xr-x 6 rui rui 1024 Jan 24 13:06 ..

drwxr-xr-x 2 rui rui 1024 Jan 24 07:53 mods-available
drwxr-xr-x 3 rui rui 1024 Jan 23 14:33 mods-config
drwxr-xr-x 2 rui rui 1024 Jan 23 14:21 policy.d

drwxr-xr-x 2 rui rui 1024 Jan 24 10:51 sites-available

Jroles/freeradius/files/mods-available:
total 6

drwxr-xr-x 2 rui rui 1024 Jan 24 07:53 .



drwxr-xr-x 6 rui rui 1024 Jan 24 10:51 ..

-rw-r--r-- 1 rui rui 3340 Jan 24 07:40 f_ticks

Uroles/freeradius/files/mods-config:
total 3

drwxr-xr-x 3 rui rui 1024 Jan 23 14:33 .
drwxr-xr-x 6 rui rui 1024 Jan 24 10:51 ..

drwxr-xr-x 2 rui rui 1024 Jan 26 09:41 attr_filter

Iroles/freeradius/files/mods-config/attr_filter:
total 4

drwxr-xr-x 2 rui rui 1024 Jan 26 09:41 .
drwxr-xr-x 3 rui rui 1024 Jan 23 14:33 ..
-rw-r--r-- 1 rui rui 798 Jan 26 09:40 post-proxy

-rw-r--r-- 1 rui rui 410 Jan 26 09:41 pre-proxy

Uroles/freeradius/files/policy.d:

total 4

drwxr-xr-x 2 rui rui 1024 Jan 23 14:21 .
drwxr-xr-x 6 rui rui 1024 Jan 24 10:51 ..

-rw-r--r-- 1 rui rui 1171 Jan 23 14:21 local_blacklist

roles/freeradius/files/sites-available:
total 4

drwxr-xr-x 2 rui rui 1024 Jan 24 10:51 .
drwxr-xr-x 6 rui rui 1024 Jan 24 10:51 ..

-rw-r--r-- 1 rui rui 2003 Jan 24 10:51 control-socket

roles/freeradius/handlers:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 26 14:58 .
drwxr-xr-x 6 rui rui 1024 Jan 24 13:06 ..

-rw-r--r-- L rui rui 91 Jan 24 13:07 main.yml

roles/freeradius/tasks:

total 6

drwxr-xr-x 2 rui rui 1024 Jan 26 15:52 .
drwxr-xr-x 6 rui rui 1024 Jan 24 13:06 ..

-rw-r--r-- 1 rui rui 3472 Jan 26 15:52 main.ymil



Iroles/freeradius/templates:

total 8

drwxr-xr-x 5 rui rui 1024 Jan 29 10:06 .

drwxr-xr-x 6 rui rui 1024 Jan 24 13:06 ..

drwxr-xr-x 2 rui rui 1024 Jan 25 19:29 certs

-rw-r--r-- 1 rui rui 887 Jan 29 10:06 clients.conf
drwxr-xr-x 2 rui rui 1024 Jan 26 13:39 mods-available
-rw-r--r-- 1 rui rui 1228 Jan 26 15:59 proxy.conf

drwxr-xr-x 2 rui rui 1024 Jan 29 10:07 sites-available

Jroles/freeradius/templates/certs:

total 8

drwxr-xr-x 2 rui rui 1024 Jan 25 19:29 .
drwxr-xr-x 5 rui rui 1024 Jan 29 10:06 ..
-rw-r--r-- 1 rui rui 1467 Jan 25 19:22 ca.cnf
-rw-r--r-- 1 rui rui 1160 Jan 25 19:29 client.cnf

-rw-r--r-- 1 rui rui 1176 Jan 25 19:11 server.cnf

Uroles/freeradius/templates/mods-available:
total 44

drwxr-xr-x 2 rui rui 1024 Jan 26 13:39 .
drwxr-xr-x 5 rui rui 1024 Jan 29 10:06 ..
-rw-r--r-- 1 rui rui 23373 Jan 25 12:49 eap
-rw-r--r-- 1 rui rui 13938 Jan 24 12:12 Idap

-rw-r--r-- 1 rui rui 2890 Jan 26 13:39 mschap

[roles/freeradius/templates/sites-available:

total 28

drwxr-xr-x 2 rui rui 1024 Jan 29 10:07 .
drwxr-xr-x 5 rui rui 1024 Jan 29 10:06 ..
-rw-r--r-- 1 rui rui 5631 Jan 24 12:13 default
-rw-r--r-- 1 rui rui 2569 Jan 24 12:14 inner-tunnel

-rw-r--r-- 1 rui rui 15604 Jan 29 10:07 tls

roles/kerberos:

total 4

drwxr-xr-x 4 rui rui 1024 Jan 24 00:37 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..
drwxr-xr-x 2 rui rui 1024 Jan 24 07:24 tasks

drwxr-xr-x 2 rui rui 1024 Jan 24 09:39 templates



Iroles/kerberos/tasks:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 24 07:24 .
drwxr-xr-x 4 rui rui 1024 Jan 24 00:37 ..

-rw-r--r-- 1 rui rui 136 Jan 24 07:24 main.yml|

Jroles/kerberos/templates:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 24 09:39 .
drwxr-xr-x 4 rui rui 1024 Jan 24 00:37 ..

-rw-r--r-- 1 rui rui 359 Jan 24 09:39 krb5.conf

Iroles/mysq|:

total 5

drwxr-xr-x 5 rui rui 1024 Jan 24 12:30 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..
drwxr-xr-x 2 rui rui 1024 Jan 28 15:48 files
drwxr-xr-x 2 rui rui 1024 Jan 26 09:48 handlers

drwxr-xr-x 2 rui rui 1024 Jan 28 15:50 tasks

Jroles/mysql/files:

total 6

drwxr-xr-x 2 rui rui 1024 Jan 28 15:48 .

drwxr-xr-x 5 rui rui 1024 Jan 24 12:30 ..

-rw-r--r-- 1 rui rui 158 Jan 26 16:13 banned_schema.sql

-rw-r--r-- 1 rui rui 2400 Jan 24 12:48 my.cnf

Jroles/mysql/handlers:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 26 09:48 .
drwxr-xr-x 5 rui rui 1024 Jan 24 12:30 ..

-rw-r--r-- 1 rui rui 81 Jan 24 12:25 main.yml

[Iroles/mysql/tasks:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 28 15:50 .
drwxr-xr-x 5 rui rui 1024 Jan 24 12:30 ..

-rw-r--r-- 1 rui rui 483 Jan 28 15:50 main.yml



Jroles/ntp:

total 3

drwxr-xr-x 3 rui rui 1024 Jan 24 00:07 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..

drwxr-xr-x 2 rui rui 1024 Jan 24 00:23 tasks

Jroles/ntp/tasks:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 24 00:23 .
drwxr-xr-x 3 rui rui 1024 Jan 24 00:07 ..

-rw-r--r-- 1 rui rui 141 Jan 24 00:23 main.yml|

Jroles/prepare:

total 3

drwxr-xr-x 3 rui rui 1024 Jan 24 00:04 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..

drwxr-xr-x 2 rui rui 1024 Jan 25 20:57 tasks

Iroles/prepare/tasks:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 25 20:57 .
drwxr-xr-x 3 rui rui 1024 Jan 24 00:04 ..

-rw-r--r-- 1 rui rui 985 Jan 25 20:57 main.yml

roles/samba:

total 5

drwxr-xr-x 5 rui rui 1024 Jan 24 12:50 .
drwxr-xr-x 9 rui rui 1024 Jan 25 19:16 ..
drwxr-xr-x 2 rui rui 1024 Jan 24 12:52 handlers
drwxr-xr-x 2 rui rui 1024 Jan 26 14:44 tasks

drwxr-xr-x 2 rui rui 1024 Jan 26 15:23 templates

Iroles/samba/handlers:

total 3

drwxr-xr-x 2 rui rui 1024 Jan 24 12:52 .
drwxr-xr-x 5 rui rui 1024 Jan 24 12:50 ..

-rw-r--r-- 1 rui rui 82 Jan 24 12:51 main.yml

Iroles/samba/tasks:

total 3



drwxr-xr-x 2 rui rui 1024 Jan 26 14:44 .
drwxr-xr-x 5 rui rui 1024 Jan 24 12:50 ..

-rw-r--r-- 1 rui rui 274 Jan 26 14:44 main.yml

Jroles/samba/templates:

total 5

drwxr-xr-x 2 rui rui 1024 Jan 26 15:23 .
drwxr-xr-x 5 rui rui 1024 Jan 24 12:50 ..
-rw-r--r-- 1 rui rui 157 Jan 26 15:23 setup.sh
-rw-r--r-- 1 rui rui 1116 Jan 24 10:02 smb.conf

backups01-vix:/etc/ansible/playbooks/ruy.freeradius#

Monitorar FreeRadius com dtrace

https://github.com/dtrace4linux/linux

Usando Logstash
https://github.com/FreeRADIUS/freeradius-server/tree/v3.0.x/doc/schemas/logstash

A partir 3.0.8

Debugging em Meru

meruc(15)# station-log 78:7e:61:ae:c7:f3

Added station 78:7e:61:ae:c7:f3 at position 0

Interactive Per-Station Event Logging Shell (enter "help” for help)
By default logging is Disabled (enter "enable" to Enable logging)
station-log> enable

Logging enabled

station-log>

problemas...

2015-May-28 11:21:35.226522 | 78:7e:61:ae:c7:f2 | Band Steering | Steering initiated to 5Ghz under steering policy = A, staType = ABGN
2015-May-28 11:21:35.879622 | 78:7e:61:ae:c7:f2 | Station Assign | <AID=53> assigned to <AP_ID=33><ESSID=EDUROAM_1020><BSSID=00:
Oc:e6:6a:34:9a><reason=Station probed>

2015-May-28 11:21:35.879680 | 78:7e:61:ae:c7:f2 | Station Assign | Reassigning from <AP_ID=33>(rssi=-85) to <AP_ID=113>(rssi=-58)
<ESSID=EDUROAM_1020><BSSID=00:0c:e6:6a:34:9a>

2015-May-28 11:21:35.879736 | 78:7e:61:ae:c7:f2 | Station Assign | <AID=53> Assign Removed From
<AP_ID=33><ESSID=EDUROAM_1020><BSSID=00:0c:e6:6a:34:9a><reason=Probe RSSI handoff>

2015-May-28 11:21:35.881613 | 78:7e:61:ae:c7:f2 | Station Assign | <AID=53> assigned to <AP_|D=113><ESSID=EDUROAM_1020><BSSID=00:
0c:e6:6a:34:9a><reason=Probe RSSI handoff>

2015-May-28 11:21:56.260462 | 78:7e:61:ae:c7:f2 | Band Steering | Band steering disabled due to BandSteeringTimeout(5) expiry staType =
ABGN policy = A

2015-May-28 11:21:56.260537 | 78:7e:61:ae:c7:f2 | Station Assign | <AID=100> assigned to

<AP_ID=113><ESSID=EDUROAM_1020><BSSID=00:0c:e6:6a:6e:bf><reason=Station probed>

normal....(manual)


http://backups01-vlx/etc/ansible/playbooks/ruy.freeradius
https://github.com/dtrace4linux/linux
https://github.com/FreeRADIUS/freeradius-server/tree/v3.0.x/doc/schemas/logstash

station-log> enable

Logging enabled

2015-May-28 11:38:37.113660 | 78:7e:61:ae:c7:f2 | 802.11 State | state change <old=Associated><new=Associated><AP=00:0c:e6:12:0a:
a9><BSSID=00:0c:e6:6a:34:9a>

2015-May-28 11:38:37.677938 | 78:7e:61:ae:c7:f2 | 1X Authentication | <auth method=WPA2_EAP>:<pkt type=EAPOL_START> recvd
<ESSID=eduroam> <BSSID=00:0c:e6:6a:34:9a>

2015-May-28 11:38:37.678125 | 78:7e:61:ae:c7:f2 | 1X Authentication | <EAP code=request> <EAP ID=1> <EAP type=Identity> sent

2015-May-28 11:38:37.684899 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP |ID=1>

2015-May-28 11:38:37.684985 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=174> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:37.685894 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=2> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:37.699006 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP |ID=2>

2015-May-28 11:38:37.699095 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=175> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:37.702563 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=3> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:37.808424 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP |ID=3>

2015-May-28 11:38:37.808515 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=176> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:37.809577 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=4> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:37.872551 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP ID=4>

2015-May-28 11:38:37.872649 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=177> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:37.874248 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=5> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:37.943898 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP ID=5>

2015-May-28 11:38:37.943992 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=178> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:37.944837 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=6> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:37.952072 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP |ID=6>

2015-May-28 11:38:37.952152 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=179> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:37.952857 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=7> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:38.071666 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP ID=7>

2015-May-28 11:38:38.071758 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=181> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:38.095303 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=8> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:38.130462 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP |ID=8>

2015-May-28 11:38:38.130550 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=182> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:38.138752 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=request><EAP ID=9> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:38.149445 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=response><EAP |ID=9>

2015-May-28 11:38:38.149526 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius <msg code=access_request><msg ID=183> sent <ip=193.136.188.36>:
<port=1812>

2015-May-28 11:38:38.151915 | 78:7e:61:ae:c7:f2 | 1X Authentication | Radius ACCESS-ACCEPT received : Session Timeout: None, VLAN Tag : 211,
Filterid : , CUI : None

2015-May-28 11:38:38.152024 | 78:7e:61:ae:c7:f2 | 1X Authentication | <pkt type=EAP_PACKET> <EAP code=success><EAP ID=9> <info=relay eap-
request from Radius> sent

2015-May-28 11:38:38.153357 | 78:7e:61:ae:c7:f2 | 1X Authentication | M1 <msg type=EAPOL_KEY> PTK sent

2015-May-28 11:38:38.160512 | 78:7e:61:ae:c7:f2 | 1X Authentication | M2 <pkt type=EAPOL_KEY> MIC Verified

2015-May-28 11:38:38.160771 | 78:7e:61:ae:c7:f2 | 1X Authentication | M3 <msg type=EAPOL_KEY> WPA2 PTK Negotiation sent

2015-May-28 11:38:38.165620 | 78:7e:61:ae:c7:f2 | 1X Authentication | M4 <pkt type=EAPOL_KEY> <key type=Unicast Key> Key Pairwise
2015-May-28 11:38:38.175907 | 78:7e:61:ae:c7:f2 | DHCP | <msg_type=REQUEST><server_ip=255.255.255.255><server_mac=ff:ff.ff:ff:ff:
ff><client_ip=0.0.0.0>

2015-May-28 11:38:38.177498 | 78:7e:61:ae:c7:f2 | DHCP | <msg_type=ACK><server_ip=10.10.20.4><gateway_ip=172.17.16.1><offered_ip=172.
17.18.104>

Links Uteis

https://wiki.terena.org/display/H2eduroam/freeradius3-flr (RadSec em FR 3)
https://confluence.fcen.pt/display/eduroam/RadSec
https://community.ja.net/groups/eduroam/document/nws-40-freeradius-demystified

Migragao de freeradius 2.x para 3.x - https://github.com/FreeRADIUS/freeradius-server/blob/v3.0.x/raddb/README.rst

https://github.com/nmav/radiusclient-dtls


https://wiki.terena.org/display/H2eduroam/freeradius3-flr
https://confluence.fccn.pt/display/eduroam/RadSec
https://community.ja.net/groups/eduroam/document/nws-40-freeradius-demystified
https://github.com/FreeRADIUS/freeradius-server/blob/v3.0.x/raddb/README.rst
https://github.com/nmav/radiusclient-dtls

FreeRADIUS Beginner’s Guide, Dirk van der Walt - http://www.amazon.com/FreeRADIUS-Beginners-Guide-Dirk-Walt/dp/1849514089
http://aureliengeron.free.fr/livrewifi/

http://en.wikipedia.org/wiki/Eduroam

http://en.wikipedia.org/wiki/FreeRADIUS

http://en.wikipedia.org/wiki/MS-CHAP
http://freeradius.1045715.n5.nabble.com/definitive-info-on-authenticating-to-AD-via-NTLMv2-td5719249.html
http://en.wikipedia.org/wiki/NT_LAN_Manager

http://en.wikipedia.org/wiki/Kerberos_(protocol)

http://en.wikipedia.org/wiki/Active_Directory

http://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol

http://en.wikipedia.org/wiki/RADIUS

http://en.wikipedia.org/wiki/RadSec

http://www.wiligear.com/wiki/index.php/Standard_RADIUS_Attributes

http://tools.ietf.org/html/rfc6929

http://en.wikipedia.org/wiki/Extensible_Authentication_Protocol
http://en.wikipedia.org/wiki/Protected_Extensible_Authentication_Protocol
http://en.wikipedia.org/wiki/EAP-TTLS#EAP-TTLS

http://en.wikipedia.org/wiki/IEEE_802.11

http://en.wikipedia.org/wiki/IEEE_802.1X

http://en.wikipedia.org/wiki/Wi-Fi_Protected_Access

http://en.wikipedia.org/wiki/Temporal_Key_Integrity_Protocol
http://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://confluence.terena.org/display/H2eduroam/%27How+to....%27+%28deploy%2C+promote+and+support%29+eduroam
http://www.scribd.com/doc/125531184/Eduroam-Acesso-sem-Fio-Seguro-para-Comunidade-Academica-Federada

https://wiki.terena.org/display/H2eduroam/EAP+Server+Certificate+considerations
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